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n generals (≤ t Byzantine) need to 
agree on a battle plan

Retreat

Retreat Retreat

Attack

Requirements:
- Agreement: no two honest generals disagree
- Validity: if all generals start with same input, 
they commit that input
- Termination
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Some Key Properties For BA Protocols

1. Communication complexity
2. Security under adaptive adversaries

Goal: Can we achieve a BA protocol with “low 
communication complexity” while being secure 

under an adaptive adversary?
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Bound on Communication Complexity [DR’82]

Dolev-Reischuk bound: Any deterministic BA protocol needs 
honest parties to send Ω(t2) messages
- Typically t = O(n), so Ω(n2) messages

Can we achieve BA with o(n2) messages?

Yes, use randomization!
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A Protocol with Sub-Quadratic Messages
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kn

Idea: randomly elect a small committee of size k

Only the committee members send messages to all parties; 
thus, communication = O(poly(k).n)

A Protocol with Sub-Quadratic Messages
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Tolerating Adaptive Adversary using Player-Replaceability [CM’16]

Concern: an adaptive adversary can corrupt the committee

Solution: Player-replaceability, i.e., keep changing the 
committee after every round
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Tolerating Adaptive Adversary using Player-Replaceability [CM’16]

Concern: an adaptive adversary can corrupt the committee

Solution: Player-replaceability, i.e., keep changing the 
committee after every round
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Tolerating Adaptive Adversary using Player-Replaceability [CM’16]

Concern: an adaptive adversary can corrupt the committee

Solution: Player-replaceability, i.e., keep changing the 
committee after every round
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Communication Complexity of BA

Thus, we have a BA protocol with O(poly(k).n) messages. Are we 
done?

If we have an l-bit value, communication complexity is O(poly(k).nl) 
bits

What happens if l is large?
- e.g., l = Ω(n2)
- e.g., l = 10 MB sized block
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BA Extension Protocols for l-bit Inputs [NRSVX’20]
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BA Extension Protocols for l-bit Inputs [NRSVX’20]

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) communication
- Share the l-bit input using erasure coding techniques
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mi(l bits)

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute
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Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 
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mi(l bits)
<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare



BA Extension Protocols for l-bit Inputs [NRSVX’20]

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) communication
- Share the l-bit input using erasure coding techniques
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mi(l bits)
<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare

Distribute phase: O(ln)
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28

mi(l bits)
<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare

Distribute phase: O(ln)
Reshare phase: O(n2.l/n) = O(ln)



BA Extension Protocols for l-bit Inputs [NRSVX’20]

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) communication
- Share the l-bit input using erasure coding techniques

29

mi(l bits)
<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare

Distribute phase: O(ln)
Reshare phase: O(n2.l/n) = O(ln)

Agreeing on accumulator: O(kn2)



BA Extension Protocols for l-bit Inputs [NRSVX’20]

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) communication
- Share the l-bit input using erasure coding techniques

30

mi(l bits)
<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare

Distribute phase: O(ln)
Reshare phase: O(n2.l/n) = O(ln)

Agreeing on accumulator: O(kn2)

Total communication: O(ln+kn2) bits



State of the Art

31



State of the Art

Sub-quadratic communication complexity against an adaptive 
adversary: O(poly(k).nl) bits
- Not optimal when l is large

BA Extension protocol for long messages: O(ln + kn2) bits
- Not optimal when l < kn

32



33

Can we get the best of both worlds? i.e., 

Can we obtain a communication complexity of O(ln + poly(k).n) bits



34

Can we get the best of both worlds? i.e., 

Can we obtain a communication complexity of O(ln + poly(k).n) bits
under an adaptive adversary?



Attempt 1: Using the [NRSVX’20] Approach

35



Attempt 1: Using the [NRSVX’20] Approach

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) O(poly(k).n) bits of communication
- Share the l-bit input using erasure coding techniques

36



Attempt 1: Using the [NRSVX’20] Approach

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) O(poly(k).n) bits of communication
- Share the l-bit input using erasure coding techniques

37

mi(l bits)

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare



Attempt 1: Using the [NRSVX’20] Approach

Intuition: Break down the problem into two steps
- Agree on a k-bit accumulator value corresponding to one of 

the inputs, requires O(kn2) O(poly(k).n) bits of communication
- Share the l-bit input using erasure coding techniques

38

mi(l bits)

.  .   .  . 

s1
s2

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="ALUI3mCQ37GeEiwHYbLkGnpwnmk=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2k3bpZhN2N0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHM0nQj+hQ8pAzaqz0oPu1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYP6PKcCZwWuqlGhPKxnSIXUsljVD72fzUKTmzyoCEsbIlDZmrvycyGmk9iQLbGVEz0sveTPzP66YmvPYzLpPUoGSLRWEqiInJ7G8y4AqZERNLKFPc3krYiCrKjE2nZEPwll9eJa2LqndZrd3XKvWbPI4inMApnIMHV1CHO2hAExgM4Rle4c0Rzovz7nwsWgtOPnMMf+B8/gALjI2n</latexit>s4

s1

<latexit sha1_base64="xwKzWtnek4WgVztwvm2Y4tINiU0=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkqMeiF48V7Qe0oWy2m3bpZhN2J0IJ/QlePCji1V/kzX/jts1BWx8MPN6bYWZekEhh0HW/ncLa+sbmVnG7tLO7t39QPjxqmTjVjDdZLGPdCajhUijeRIGSdxLNaRRI3g7GtzO//cS1EbF6xEnC/YgOlQgFo2ilB9NX/XLFrbpzkFXi5aQCORr98ldvELM04gqZpMZ0PTdBP6MaBZN8WuqlhieUjemQdy1VNOLGz+anTsmZVQYkjLUthWSu/p7IaGTMJApsZ0RxZJa9mfif100xvPYzoZIUuWKLRWEqCcZk9jcZCM0ZyokllGlhbyVsRDVlaNMp2RC85ZdXSeui6l1Wa/e1Sv0mj6MIJ3AK5+DBFdThDhrQBAZDeIZXeHOk8+K8Ox+L1oKTzxzDHzifP2N0jeE=</latexit>sn

<latexit sha1_base64="Vmj9tBV1iDPWpROMhbscOBz7rj8=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERcS94BNIMU+B52d9+2yU3XmwKvEzUkZ5Wj07a/eIKJJyCRQQbTuuk4MXkoUcCpYVuwlmsWEjsmQdQ2VJGTaS+e3Z/jMKAMcRMqUBDxXf0+kJNR6GvqmMyQw0sveTPzP6yYQ3Hgpl3ECTNLFoiARGCI8CwIPuGIUxNQQQhU3t2I6IopQMHEVTQju8surpHVZda+qtYdauX6bx1FAJ+gUVZCLrlEd3aMGaiKKJugZvaI3K7NerHfrY9G6ZuUzx+gPrM8fBLGTzQ==</latexit>

(l/n bits)

distribute reshare

Concern: Even if each party shares 
1-bit value in the reshare phase, 
communication is Ω(n2) bits



Attempt 2: Use Multiple k-sized Committees

39



Attempt 2: Use Multiple k-sized Committees
Requirement: Split the message into k shares and each share of the 
message should be shared by some honest party

Approach: Use an O(k)-sized committee for resharing each share

Two drawbacks/challenges:
(i) Communication complexity for resharing each share: Ω(nk.(l/k)); 

for k shares, it is Ω(nkl)
(ii) Adaptivity: How do we distribute these shares with k different 

committees?

40



Our Solution: Approach
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Our Solution: Approach
Approach: 
- Publicly split the parties into k buckets of size n/k
- Distribute: Share i is shared with parties in bucket i
- Reshare: Elect single O(k)-sized committee; bucket i parties reshare 

share i

42



Our Solution: Approach
Approach: 
- Publicly split the parties into k buckets of size n/k
- Distribute: Share i is shared with parties in bucket i
- Reshare: Elect single O(k)-sized committee; bucket i parties reshare 

share i

43
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n/k

B1
B2

Bk

.  .  . 



Our Solution: Approach
Approach: 
- Publicly split the parties into k buckets of size n/k
- Distribute: Share i is shared with parties in bucket i
- Reshare: Elect single O(k)-sized committee; bucket i parties reshare 

share i
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Our Solution: Approach
Approach: 
- Publicly split the parties into k buckets of size n/k
- Distribute: Share i is shared with parties in bucket i
- Reshare: Elect single O(k)-sized committee; bucket i parties reshare 

share i

45

mi(l bits)

<latexit sha1_base64="BNqXre86p2g61urj7nVlJnz5P2w=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERdj3AM2gRT7HHR23rfLTtWZA68SNydllKPRt796g4gmIZNABdG66zoxeClRwKlgWbGXaBYTOiZD1jVUkpBpL53fnuEzowxwEClTEvBc/T2RklDraeibzpDASC97M/E/r5tAcOOlXMYJMEkXi4JEYIjwLAg84IpREFNDCFXc3IrpiChCwcRVNCG4yy+vktZl1b2q1h5q5fptHkcBnaBTVEEuukZ1dI8aqIkomqBn9IrerMx6sd6tj0XrmpXPHKM/sD5/AP/sk8o=</latexit>

(l/k bits)
s1

s2

.  
.  

. 

n/k

B1
B2

Bk

.  .  . 

distribute



Our Solution: Approach
Approach: 
- Publicly split the parties into k buckets of size n/k
- Distribute: Share i is shared with parties in bucket i
- Reshare: Elect single O(k)-sized committee; bucket i parties reshare 

share i

46

s1

Honest party in committee

Byzantine party in committee
mi(l bits)

<latexit sha1_base64="BNqXre86p2g61urj7nVlJnz5P2w=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERdj3AM2gRT7HHR23rfLTtWZA68SNydllKPRt796g4gmIZNABdG66zoxeClRwKlgWbGXaBYTOiZD1jVUkpBpL53fnuEzowxwEClTEvBc/T2RklDraeibzpDASC97M/E/r5tAcOOlXMYJMEkXi4JEYIjwLAg84IpREFNDCFXc3IrpiChCwcRVNCG4yy+vktZl1b2q1h5q5fptHkcBnaBTVEEuukZ1dI8aqIkomqBn9IrerMx6sd6tj0XrmpXPHKM/sD5/AP/sk8o=</latexit>

(l/k bits)
s1

s2

.  
.  

. 

n/k

B1
B2

Bk

.  .  . 

distribute reshare



Our Solution: Communication Complexity
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.  
.  

. 

n/k

B1
B2

Bk

mi(l bits)

<latexit sha1_base64="BNqXre86p2g61urj7nVlJnz5P2w=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERdj3AM2gRT7HHR23rfLTtWZA68SNydllKPRt796g4gmIZNABdG66zoxeClRwKlgWbGXaBYTOiZD1jVUkpBpL53fnuEzowxwEClTEvBc/T2RklDraeibzpDASC97M/E/r5tAcOOlXMYJMEkXi4JEYIjwLAg84IpREFNDCFXc3IrpiChCwcRVNCG4yy+vktZl1b2q1h5q5fptHkcBnaBTVEEuukZ1dI8aqIkomqBn9IrerMx6sd6tj0XrmpXPHKM/sD5/AP/sk8o=</latexit>

(l/k bits)
s1

Honest party in committee

Byzantine party in committee

.  .  . 

distribute reshare



Our Solution: Communication Complexity
- Distribute: O(k) parties sharing l/k-sized shares to n/k parties = 
O(ln/k) bits per share
- Reshare: O(k) parties sharing l/k-sized shares to n parties = O(ln) 
bits

48

.  
.  

. 

n/k

B1
B2

Bk

mi(l bits)

<latexit sha1_base64="BNqXre86p2g61urj7nVlJnz5P2w=">AAAB+3icbVBNS8NAEN34WetXrEcvi0Wol5pIUY9FLx4r2A9oQ9lsN+3SzSbsTqQl5K948aCIV/+IN/+N2zYHbX0w8Hhvhpl5fiy4Bsf5ttbWNza3tgs7xd29/YND+6jU0lGiKGvSSESq4xPNBJesCRwE68SKkdAXrO2P72Z++4kpzSP5CNOYeSEZSh5wSsBIfbtUERdj3AM2gRT7HHR23rfLTtWZA68SNydllKPRt796g4gmIZNABdG66zoxeClRwKlgWbGXaBYTOiZD1jVUkpBpL53fnuEzowxwEClTEvBc/T2RklDraeibzpDASC97M/E/r5tAcOOlXMYJMEkXi4JEYIjwLAg84IpREFNDCFXc3IrpiChCwcRVNCG4yy+vktZl1b2q1h5q5fptHkcBnaBTVEEuukZ1dI8aqIkomqBn9IrerMx6sd6tj0XrmpXPHKM/sD5/AP/sk8o=</latexit>

(l/k bits)
s1

Honest party in committee

Byzantine party in committee

.  .  . 

distribute reshare
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Our Solution: Potential Concerns
(i) Are enough shares reshared? Each bucket i has only O(1) parties 
who can reshare share i
(ii) Adaptivity: The adversary can adaptively corrupt parties in 
different public buckets so that not enough shares are reshared
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(i) Are enough shares reshared? Each bucket i has only O(1) parties 
who can reshare share i
(ii) Adaptivity: The adversary can adaptively corrupt parties in 
different public buckets so that not enough shares are reshared
- We cannot use Chernoff-type bounds

Solution: A balls-and-bins analysis using McDiarmid’s inequality
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Our Result

Theorem: For any ε > 0, assuming appropriate cryptographic 
assumptions, there exists an adaptively secure BA protocol 
achieving a communication complexity of O(nl + poly(k).n) for l-bit 
inputs for
(i) t < (1- ε) n/2 Byzantine parties under a synchronous network,
(ii) t < (1- ε) n/3 Byzantine parties under an asynchronous network
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