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Functional Encryption [BSW11]

Setup(14) = (mpk, msk)

mpk Setup
KeyGen(msk, f) — sk¢ / ek \

Enc(mpk, m) — ct,, N

S
Dec(sky, ct,,) — f(m) ﬁ f Q

' g

ct,,

k]%i@



Simulation Security of FE [O’Niell11,BSW1 1]

Setup(14) = (mpk, msk)

Setup %
KeyGen(msk, f) — sk¢ / \\
Enc(mpk, m) — ct,, - ‘ﬁg)
JisJ2: 13 g:

Dec(sky, ct,,) — f(m)




Adaptive Simulation Security

Setup(14) = (mpk, msk)
KeyGen(msk, f) — sk¢
Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)

J1(m)
Jo(m)

Setup * (1*) — (mpk, msk’) fy(m)
3 m

KeyGeng(msk*, 1) — SL ¢ before ct,,

Enc’ (mpk, msk’, st) — ct,, st contains {f.(m)}. for already queried {.}.



Adaptive Simulation Security

Setup(14) = (mpk, msk)
KeyGen(msk, f) — sk¢
Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)

J1(m)
Jo(m)
f3(m)

Setup * (14) = (mpk, msk’)
KeyGenT(mSk*,f,f(m)) — sky  after cty,

Enc’ (mpk, msk’, st) — ct,, st contains {f.(m)}. for already queried {.}.



Adaptive Simulation Security

Setup(14) = (mpk, msk)
KeyGen(msk, f) — sk¢
Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)

N/
a4

C

J1(m)
Jo(m)

Setup * (1*) — (mpk, msk’) fy(m)
3 m

KeyGenT(mSk*,f,f(m)) — sky  after cty,

Enc’ (mpk, msk’, st) — ct,, st contains {f.(m)}. for already queried {.}.



Adaptlve Slmulatlon Securlty Bounded or FuII Collusmn reS|stance

Setup(14) = (mpk, msk)

mp Setup’ %
KeyGen(msk, f) — sk¢ / \\
Enc(mpk, m) — ct,, t?ég)
: fiol g:'

Dec(sky, ct,,) — f(m)

| . . T —
St .-L . f(m)
‘ X fr(m)
. bounded #sky — bounded collusion resistance et f3(m)

- any #skg — full collusion resistance



FE for Various Function Classes

General Class:
TMs or All Circuits

IGKP+13,GGG+14,BGJS15,AJ15,
BKS16,AR17,AM18,AMVY21,JLS22....]

» |[nefficient and complex

* bounded collusion-resistant

» Assumptions: IO or SubExp LWE
* Not yet practical




FE for Various Function Classes

General Class: Specific Class:
TMs or All Circuits Linear, Quadratic or its variants

IGKP+13,GGG+14,BGJS15,AJ15, [ABDP15,ALS16,BCFG17,TT18,G20,
BKS16,AR17,AM18,AMVY21,JLS22....] GQ20,Wee20,ACGU20,AGW20,DP21,MKMS322....]

» |[nefficient and complex » Efficient and simple
» bounded collusion-resistant » Full collusion-resistant
» Assumptions: IO or SubExp LWE » Assumptions: DDH, k-Lin or LWE

* Not yet practical » Applicable In practice




FE for Various Function Classes

General Class: Specific Class:
TMs or All Circuits Linear, Quadratic or its variants

IGKP+13,GGG+14,BGJS15,AJ15, [ABDP15,ALS16,BCFG17,TT18,G20,
BKS16,AR17,AM18,AMVY21,JLS22....] GQ20,Wee20,ACGU20,AGW20,DP21,MKMS322....]

» |[nefficient and complex » Efficient and simple
» bounded collusion-resistant » Full collusion-resistant
» Assumptions: IO or SubExp LWE » Assumptions: DDH, k-Lin or LWE

* Not yet practical » Applicable In practice

» This work advances FE for a specific class



Functlonal Encryptlon for Attrlbute Welghted Sums[AGWZO]

Setup(14,1",1™) — (mpk, msk)
KeyGen(msk, f) — sk¢
Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m)

- Function: f: 2} — Z,
. Message: m = (X,Z) € Zl’;”x”
- Output: f(m) = f(X) - z

X Is public, Z Is private

Setup sk%@
- L
a f (m)

ct,,




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)

f(m) f(X) z, € ABP

* Function class = ABP

« Setup
|mpk | = O([x],|z])

"Ctm‘ ZO(‘Z‘)

- AD-SIM [DP21]
‘Ctm‘ =0(‘X‘,‘Z‘)




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)

f(M) f(X) z, € ABP
Applications

» Function class = ABP - IPFE: f(x) =y

. Setup fim) =y -z

mpk| = OCIx1.12D) | | age. fiw) = 10, 2= M

- |ct,,| = O0(|z]) f(m) = M if f satisfies X

. AD-SIM [DP21] . AB-IPFE: (X) = yg(x)
ety | = O(Ix], | z]) f(m) =y -z if X satisfies g




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)
f(m) f(X) zZ, f€ ABP

Applications

» Function class = ABP - IPFE: f(X) =y » non-uniform, non-dynamic

» Setup fim) =y -z » bounded Setup
* ety | = O(|z]) f(m) = M if f satisfies X + | ct,, | # input-specific
. AD-SIM [DP21] . AB-IPFE: f(x) = yg(X) . bounded FE:

ct, | = O(|x|,|z|) IPFE, ABE,...

f(m) =y -z if X satisfies g




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)
f(m) f(X) zZ, f € T™M

Applications

» Function class = TM - IPFE: f(X) =y » uniform, dynamic

» Setup fim) =y -z » bounded Setup
mpk| = 0114121 | pge. 1) = 1/0. 2 = M mpk | # O()

- |ct,, | = O(|z]|) f(m) = M if f satisfies X . | ct,, | # input-specific

. AD-SIM [DP21] . AB-IPFE: f(X) = yg(x) + bounded FE:

|ct,, | = O(|x]|,|z]|) IPFE, ABE,...

f(m) =y -z if X satisfies g




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)

f(n’l) f(X) z, f€TM

Applications

 Function class = TM

« Setup
|mpk| = O(4)
’ ‘Ctm‘ — 0(‘Z‘)

- AD-SIM [DP21]
‘Ctm‘ =0(‘X|,‘Z‘)

- IPFE: f(X) =y

fm) =y -z

. ABE: f(x) = 1/0,z=M

f(m) = M if f satisfies X

- AB-IPFE: f(X) = yg(x)

f(m) =y -z if X satisfies g

» uniform, dynamic

» unbounded Setup

| mpk | = O(4)

. | ct,, | # input-specific

 bounded FE:

IPFE, ABE,...



Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)

f(n’l) f(X) z, f€TM

Applications

 Function class = TM

« Setup
|mpk| = O(4)

"Ctml ZO(‘Z‘,‘Xl)

- AD-SIM [DP21]
‘Ctm‘ =0(‘X|,‘Z‘)

- IPFE: f(X) =y

fm) =y -z

. ABE: f(x) = 1/0,z=M

f(m) = M if f satisfies X

- AB-IPFE: f(X) = yg(x)

f(m) =y -z if X satisfies g

» uniform, dynamic

» unbounded Setup

| mpk | = O(4)

+ | ct,,| = input-specific

 bounded FE:

IPFE, ABE,...



Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)
f(m) f(X) zZ, f € T™M

This Work Applications

» Function class = TM - IPFE: f(X) =y » uniform, dynamic

» Setup fim) =y -z » unbounded Setup
mpk] = O(4) . ABE: f(x) = 1/0,z=M mpk| = O(4)

e let, | = O(|z], |x]) f(m) = M if [ satisfies x . | ct,,| = input-specific

. AD-SIM - AB-IPFE: f(X) = yg(x) » bounded FE:

f(m) =y -z if X satisfies g IPFE, ABE,...




Functlonal Encryptlon for Attrlbute Welghted Sums (AWS)

f(m) f(X) z, f€TM

This Work Applications

* Function class = TM - UIPFE: f(X) =y * uniform, dynamic
» Setup fim) =y -z » unbounded Setup

mpk] = O(4) . UABE: fix) = 1/0, z=M Impk| = O()
e let, | = O(|z]|,]|x]|) flm) = M if f satisfies X + |ct,,| = input-specific
. AD-SIM - UAB-IPFE: f(X) = yg(x) » Unbounded FE:

. - UIPFE, UABE
f(m) =y -z if g satisfies X




Summary of our Results

» Define FE for Unbounded Attribute- Welghted Sums (UAWS)

1 Input-specific |ct|
SXDH

Logspace TMs

AD-SIM Security \
Full Collusion Resistance

s Compact ciphertext



How to Deflne FE for Unbounded AWS (UAWS)

Setup(14) = (mpk, msk)

e
KeyGen(msk, f) — sk¢ / P \S :@
N

Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m) ﬁ q:
m ) f(m)
- Function: f = (M}),;s.t. M, € TM : 9] :

- Message: m = (x,z) € {0,1}* X Z] ot
m
. Output: f(m) = Zkel M,(x)z, iff I C [n]

X IS public, Z Is private



How to Deflne FE for Unbounded AWS (UAWS)

Setup(14) = (mpk, msk)

e
KeyGen(msk, f) — sk¢ / P \S :@
N

Enc(mpk, m) — ct,,

Dec(sky, ct,,) — f(m) ﬁ q:
m ) f(m)
- Function: f = (M}),;s.t. M, € TM : 9] :

- Message: m = (x,z) € {0,1}* X Z} ct
m

. Output: f(m) = Zkel M (x)z iff I C [n] - ~
f: (M19M29 M4)9 m = (X9 1 = (Zla Z29 Z39 Z49 ZS))

X Is public, Z Is private \f(m) = M,(X)z, + M,(X)z, + M,(X)z,

J




Roadmap towards FE for UAWS

LL20]

IPFE  AKGS

ABE for
Circuits and TMs
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This work
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Inner Product Functional Encryption (IPFE)

mpk Setup S
KeyGen(msk, f) — SL¢ / msk \
Enc(msk, m) — ct,, N
Dec(sky, ct,,) — f(m) I i / Q
m e fm)
- Functions: f=y € Z, ' )

. Message: m =X € ZZ ot
m
- Output: f(m) =Xy

Setup(1%4,1") = msk -



Inner Product Functional Encryption (IPFE)

mpk Setup S
KeyGen(msk, f) — sk¢ / sk \
Enc(msk, m) — ct,, N
Dec(sky, ct,,) — f(m) ﬁ f !‘ :
e: G XGy, - G; m Ln \E/n)
- Functions: f = [yll, € G : 9] i

- Message: m = [[x]]; € G ct
- Output: f(m) = e([Ix]], lyll,) =[x yll; .

FH-IPFE: {sky,, cty } ~, {sky,cty,} if [Xo - Yol = [X; - ¥117

Setup(1%4,1") = msk -




Arithmetic Key Garbling Scheme over Z , [IW14]

Garble(f,z,p) — (Ly,....L), [f:Z, = Z,

Eval(f,X, ¢, ..., Lﬂt) — z2f(X) + p [f,x are public, z,f are private

Yfi:Li(X) } ﬂ
/ y f X, (Ly(X), ..., Ly(X)) Q‘:’!
Linear & X, (£4,....,7))

fz.p I Z]C?()/Jrﬂ

Sim(f, X, zf(X) + p) = (£},....,¢)) Sim(f, X, zf(X) + /)



Arithmetic Key Garbling Scheme: Piecewise Security [LL20]

Garble(f,z,p) — (Ly,....L), [f:Z, = Z,

Eval(f,X, ¢, ..., Lﬂt) — z2f(X) + p [f,X are public, z,f are private

YfizLi(x) } N
/ ¥ 1, x, (Li(X), ..., L(x)) Q
Linear & X, (£, ...,C,)
- f2.p [ Zf(X) + f3

RevSamp(f, X, zf(X) + 5,75, ..., })

Sim(f, X, zf(x) + p) = (£}, ...,7))

RevSamp(f, X, zf(X) + f,¢5, ..., C,) = €,



Arithmetic Key Garbling Scheme: Piecewise Security [LL20]

Garble(f,z,p) — (Ly,....L), [f:Z, = Z,

Eval(f,X, ¢, ..., Lﬂt) — z2f(X) + p [f,x are public, z,f are private

Y £, = Lx) | N
1, X, (L{(X), ..., L(x))

Linear“/ &ﬁxa (flvr'Za'--aft)

.2, [

Sim(fa X,Zf(X) +ﬁ) — (fla R ft)
£, < $Givent;, ..., 0,

RevSamp(f, X, zf(X) + f,¢5, ..., C,) = €,



Arithmetic Key Garbling Scheme: Piecewise Security [LL20]

Garble(f,z,p) — (Ly,....L), [f:Z, = Z,

Eval(f,X, ¢, ..., Lﬂt) — z2f(X) + p [f,X are public, z,f are private

K \7=m) ~
Linear / &

2. p

1, X, (L{(X), ..., L(x))
X, (£, ..51,)

iSim(fv X, Zf(X) + ﬁ) — (fla cee ft):

)

(RevSamp(f, X,2f(X)+ f,05,....C,) = €4
Marginal Randomness: ;| < $, Given Civlson Uy

Piecewise Security

.




Core |dea of [DP21] for FE-AWS for ABPs %

function input output

f=(fufh)stfi:Zl— 2, (X,2 = (21,2)) 21 J1(X)+25 r(X)




Core |ldea of [DP21] for FE-AWS for ABPs

function input output

f=(fufh)stfi:Zl— 2, (X,2 = (21, 2)) 21 [1(X)+2, /(%)

/i Jj!

(21, P1) | (20, Do)

Garble L. = L(x),
L = L(z)

v [
Vk<t Vk<t
Vt Vt




Core |ldea of [DP21] for FE-AWS for ABPs

function input output

f=(fufh)stfi:Zl— 2, (X,2 = (21, 2)) 21 [1(X)+2, /(%)

/i Jj!

(21, P1) | (20, Do)

Garble L. = L(x),
L = L(z)

v [
Vk<t Vk<t
Vt Vt

\4

IPFE, IPFE;

l

Skk<t9 Skk<t9 Skta Skt




Core |ldea of [DP21] for FE-AWS for ABPs

f=0nh)stfi:Z,—> 27,

function

input

(X, yA— (Zl’ Zz))

output

21 [1(X)+25 fH(X)

/i

J2

(21, P1) | (20, Do)

Garble

v

Ly, = Li(x),

L = L(z)

L

Vk<t

Vk<t

Vi

Vi

IPFE, IPFE;

\4

l

Skk<t9 Skk<t9 Skta Skt

(1, x)

\4

IPFE

|

Cty

(1? Zl) (13 Z2)

T

IPFE,

|

cty, ch




Core |ldea of [DP21] for FE-AWS for ABPs

function

f=0nh)stfi:Z,—> 27,

input

(X, yA— (Zl’ Zz))

output

21 [1(X)+25 fH(X)

/i Jj!

(21, P1) | (20, Do)

Garble L. = L(x),
L = L(z)

v [
Vk<t Vk<t
Vt Vt

\4

IPFE, IPFE;

l

Skk<t9 Skk<t9 Skta Skt

(1, x)

\4

IPFE

|

Cty

(1? Zl) (13 Z2)

T

IPFE,

|

cty, ch

Skk<t9 C.l:X Skta Ctl

v \4

IPFE IPFE;

"

Iis X,

(&, ....7C,)

l

Eval

l

21 1(X) + Py




Core |ldea of [DP21] for FE-AWS for ABPs

function

f=0nh)stfi:Z,—> 27,

input

(X, yA— (Zl’ Zz))

output

21 [1(X)+25 fH(X)

/i Jj!

(21, P1) | (20, Do)

Garble L. = L(x),
L = L(z)

v [
Vk<t Vk<t
Vt Vt

\4

IPFE, IPFE;

l

Skk<t9 Skk<t9 Skta Skt

(1, x)

\4

IPFE

|

Cty

(1? Zl) (13 Z2)

T

IPFE,

|

cty, ch

Skk<t9 C.l:X Skta Ctl

v \4

IPFE IPFE;

-

1, X,

(&, ....7C,)

l

Eval

l

2 H(X) + P,




Core Idea of [DP21] for FE AWS for ABPs

functlon mput ou
f=0h)st i Z4,—> 2, X,z = (21,2)) 21 [1(X)+2, f5(X)
h /> 1,x)  (1,z) (1,2) T
(Zla ﬁl) (229 ﬁ2) ﬁl +ﬁ2 =0 v =l
Garble L. = L(x) IPFE IPFE, 2 1(X) + pi| + |2L(X) + 5,
L, = L(2) l l \I/
v [
Vk<t Vk<t CtX Ctl’ Ctz Zlfl(X)‘l‘szz(X)
\f \f

IPFE, IPFE;

\4

l

Skk<t9 Skk<t9 Skta Skt




Our ldea for FE-UAWS for TMs

function input output

M= (M, ) st. M,: {0,1}* > {01} (X,z2=1(z,...,2,)) 2o Mi(X)z




Our ldea for FE-UAWS for TMs

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)




Our ldea for FE-UAWS for TMs

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)

M, M,

Y

Garble

l

Vk<t Vk<t
Vz Vz




Our ldea for FE-UAWS for TMs

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M, (X)+ 2, M, (X)

M, M,

Y

Garble fOr ABPS
1 @ AKGS for TM computation [LL20]

Vk<t Vk<t
Vz Vz




Our ldea for FE-UAWS for TMs (DFA for concreteness)

. g <

Deterministic Finite Automaton (DFA)

A
4 states {1,2,..., 0} 0 ° @
1 0

* initial state 1
» accepting state g5

4 transition function o




Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

Deterministic Finite Automaton (DFA) 501 = 2 1,0

A
4 states {1,2,..., 0} 0 ° @
1 0

* initial state 1
- accepting state g, ¢ 10

4 transition function o




Our ldea for FE-UAWS for TMs (DFA for concreteness) -

Deterministic Finite Automaton (DFA)

1,0
52.0)=3 (M)
4 states {1,2,..., 0} 0 ° @

* initial state 1
- accepting state g5 M(1001---) =1

4 transition function o




Our ldea for FE-UAWS for TMs (DFA for concreteness)

DFA as Branching Program 1,0

e OO
@ O @ o

& @ (&
& @O

X; = or |




Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

1,0

DFA as Matrix Multiplication ‘
layer 1 ] j+1 N+ 1
1 0

- O @
& @ (2
& @O

or M,

;
e/M, M, ---M,



Our ldea for FE-UAWS for TMs (DFA for concreteness)

; g -

DFA as Matrix Multiplication 1,0

g OO
O O @ o

& @ (2
& @O

or ML,

e1TMx1Mx2'“M € =1or0

AN daccC



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

AKGS for DFA = AKGS for Matrix multiplication [LL20]
. (" T )
Garble: z-e, M, M, ---M_ eqaoc)"'ﬁ
M(x)

.




Our ldea for FE-UAWS for TMs (DFA for concreteness)

g g <

AKGS for DFA = AKGS for Matrix multiplication [LL20]
. (" T )
Garble: z-e, M, M, ---M_ eqaoc)"'ﬁ
M(x)

.

.
7€ Mx1 € ce T D

— +e_1r +e, M




Our ldea for FE-UAWS for TMs (DFA for concreteness)

g g <

AKGS for DFA = AKGS for Matrix multiplication [LL20]
. T
Garble: z-e M, M, M, e __  +f

.
7€ Mx1 € ce T D

— +e, +e,M
Ly(x) L (x) L,(z)




Our ldea for FE-UAWS for TMs (DFA for concreteness)

AKGS for DFA = AKGS for Matrix multiplication [LL20]
Garble: z- e, M, M _---M,_ e, +/

zelM M. e + )

A2 " dacC

Ly(X) L(x) L,(x)

T T T
— +e, +e, +e, M,

L (2)



Our ldea for FE-UAWS for TMs (DFA for concreteness)

z€

Ly(X)

+e,

MXN eqacc T 'B

™, M, --M,e, .. +/

L(x)

+e|
L2(X)

total size = NQ + 1

AKGS for DFA = AKGS for Matrix multiplication [LL20]
Garble: z - e, M, M, -

+-- +e1M

Ly, 1(2)



Our Idea for FE UAWS for TMS (DFA for Concreteness)

funcnon

M=(M19M2)

M,

M,

Y

Garble

l

Vk<t

Vk<t

Vi

Vi

AKGS for DFA = AKGS for Matrix multiplication [LL20]

MXN eqacc T ’B

Garble: z - elM M, -

z€

Ly(X)

+e,

™, M, --M,e, .. +/

L(x)

+e|
Lz(X)

total size = NO + 1

+-- +e1M

Ly, 1(2)



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

M=(M19M2)

g <

M,

M,

Y

Garble

l

Vk<t

Vk<t

Vi

Vi

AKGS for DFA = AKGS for Matrix multiplication [LL20]

AT
Garble: z-e M, M, M, e __  +f

L, (%) =—r1;_4lq] + (M, r)lq]

+e, +e|

+---+e;M

XN



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

M=(M19M2)

g <

M,

M,

Y

Garble

l

Vk<t

Vk<t

Vi

Vi

AKGS for DFA = AKGS for Matrix multiplication [LL20]
. T
Garble: z-e M, M, M, e __  +f

L, (%) =—r1;_4lq] + (M, r)lq]

+e/ +e/ +---+e/ M

XN

0 Cly 7

Iy
r. —
l skys /

rx[]] Ty



Our Idea for FE UAWS for TMS (DFA for Concreteness)

funcnon

M=(M19M2)

M,

M,

Y

Garble

l

Vk<t

Vk<t

Vi

Vi

AKGS for DFA = AKGS for Matrix multiplication [LL20]
Garble: z- e, M, M _---M,_ e, +/

L, (%) =—r1;_4lq] + (M, r)lq]
= (r,[j = LI, 5, [J]D - (=rpylgl, M, xr)[q])

N
+e| +e| +oo e M,

| .

0 Cly 7

L'y,

l SKas g

— rx[]] "Ly



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function

M=(M19M2)

" 2 AKGS for DFA = AKGS for Matrix multiplication [LL20]
. T
Y Garble: 7 - elMlexz'"MxN I + B
Garble

| L, X)=—r;lq] + (M,r)lq]
Ykst | Vi<t = (rlj = 11, 17D - (=1lq], (M, 1y)Ig])

M 1 1

Known to the Encrypter Known to the Key Generator




Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function

M=(M19M2)

" 2 AKGS for DFA = AKGS for Matrix multiplication [LL20]
. T
Y Garble: 7 - elMlexz'"MxN I + B
Garble

l Lq,j(X) — = j—l[Q] + (ijrj)[q] = UV,
Vi<t | Vit = (r,[j = LI, 5, [J]D - (=rpylgl, M, xr)[q])

M 1 1

Known to the Encrypter Known to the Key Generator

qu( _rM[Q]a (MerM)[Q] )
u;=(rglj— 11, rylJl )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

M=(M19M2)

g <

M,

M,

Y

Garble

l

Vk<t

Vk<t

Vi

Vi

AKGS for DFA = AKGS for Matrix multiplication [LL20]
. T
Garble: z-e M, M, M, e __  +f

LO(X) — ﬁ —+ ETI'O — llO . VO

= (ry|0], 1) - (=1l 1], p)

Vo=( —rylll

U = (

r. 0],

p)
1)

qu( _rM[Q]a (ijrM)[Q] )
u;=(rglj— 11, rylJl )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

~ g <

function

M=(M19M2)

M, M AKGS for DFA = AKGS for Matrix multiplication [LL20]
Y Garble: 7. e-lerlsz‘“MxN eqaCC + ﬁ
Garble
\% lV Lé],j(z) = —Iylgl+z eqacc[q] — UiV
k<t | Vi<t = (r,[N1],2) - (=ry,[q], eqaCC[q])
Vt Vt
process of garbling is distributed between key generator and encrypter
VO = ( —I’M[l], ﬁ ) Vq = ( _rM[q:la (Mer)[Q'] ) f‘\; =( —r [ ]9 c )
j q M4 qacc[q]

uy=( 1,0 1) W =(rl/—11,  rljl ) W= (1[N, Z )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

~ g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M, (X)+ 2, M, (X)

Ml M2
\/

\4

Vo, V,,

~/ r~/

Vg Vg

\4

IPFE, IPFE

l

sko, SKg, Sky, SKo, SK,SK,,

Vou=( —Tylll. ) Voi=( ~Tylal, M r)lq] ) Vor=( —rylal, e, _lq]

uy=( 10l 1) w;=( =1l ryl /] ) W;=( IV



Our ldea for FE-UAWS for TMs (DFA for concreteness)

. g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M, (X)+ 2, M, (X)

\/ —  ~ ~

llo, u. uj,l, uj,z, u]',3

v
Vorv. [ Vorv 1

AR IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

Vox=( —Trylll,  B) Voi=( ~Tylal, M r)lq] ) V= ( —1ylql, e, cild] )

~/

llo = ( I’X[O], 1 ) u] — ( rx[] _ 1]9 rx[j] ) uj,i = ( l.X[]v]’ < )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output
M=(M;,M,) (X,Z = (Zp {05 Z3)) ZlMl(X)+ZzM2(X)
Y A X 4 o & A
\/ .y — N - (;/f) |
pr+p=0 Yo, Wi W1, W0, U3 -
Yo Vg | Yoo Yy l~ 2y Mi(X) + P14+ |20 My(X) + )y
’{z’q ’{z’q IPFE, IPFE \J/
|PFE, IPFE Clp, Ctj, Ctj,l, Ctj,z, Ct]’,3 ZIMI(X)+Z2M2(X)

l

sko, SKg, Sky, SKo, SK,SK,,

Vox=( —Trylll,  B) Voi=( ~Tylal, M r)lq] ) V= ( —1ylql, e, cild] )

~/

llo = ( I’X[O], 1 ) u] — ( rx[] _ 1]9 rx[j] ) uj,i = ( l.X[]v]’ < )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function input
M — ( Ml’ MZ) (Xa 1 = (Zla Z29 23))
M, M, X {1, L2 43 Steps: Simulation Securit
’ ’ - y
\/ ~ ~ ~
| pr+p,=0 Yo W1 U, W0, U, 3 1. use RevSamp to hardwire
Vo, V4 [ Vo, Vg l u; = z; M(X) + p; in the first label
’{;q ’{;q IPFE, IPFE o; < RevSamp(M,, X, y;, *--)
IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

sko, SKg, Sky, SKo, SK,SK,,

Vox=( —Trylll,  B) Voi=( ~Tylal, M r)lq] ) V= ( —1ylql, e, cild] )

~/

llO = ( I’X[O], 1 ) u] — ( rx[] _ 1]9 rx[j] ) uj,i = ( l.X[]v]’ < )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function input
M — ( Ml’ MZ) (Xa 1 = (Zla Zza 23))
M, M, X {1, L2 43 Steps: Simulation Securit
’ ’ - y
\/ ~ ~ ~
| pr+p,=0 Yo W1 U, W0, U, 3 1. use RevSamp to hardwire
Vo, V4 [ Vo, Vg l p; = z; M(X) + p; in the first label
’{;q ’{;q IPFE, IPFE o; < RevSamp(M,, X, y;, +--)
IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

sko, SKg, Sky, SKo, SK,SK,,

Vox=( —Trylll,  B) Voi=( ~Tylal, M r)lq] ) V= ( —1ylql, e, cild] )
uy=( 1,0, 1) w=( rlji-1L ] )  W;=( rN] Z )

not enough space



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input
M= ( MlaMZ) (X,Z — (Zla Zza 23))
M, M, X SERREGII Steps: Simulation Security
\/ ~ ~ ~
| pr+p,=0 Yo W1 U, W0, U, 3 1. use RevSamp to hardwire
Vo, Vo | Voo Vg l u; = z; M(X) + p, in the first label
’{;q ’{;q IPFE, IPFE £o; < RevSamp(M,, X, p;, --+)

\4

IPFE, IPFE

l

sko, SKg, SKg, SKo,

skqskq

Ct(), Ctj,

Ct]‘,l, Ctj,z, Ctj,3

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

VO’k — ( _er[l]a

llo — ( I’X[O],

Pr )
1)

not enough

space

Vo= ( “Iylal M ry)lg] )
uj = ( rylj— 11, r.jl

not enough space

~/

Vok=( —Tylgl e, gl )
U;;=( 1N Z; )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

input

(X, 7 = (Zl, s 23))

g <

M,

\

\4

/

M,

X

SRR GIIG

pr+ 0P, =0

Vo, V

q

r~/

Vg

IPFE, IPFE

\4

l

sko, SKg, Sky, SKo, SK,SK,,

Up;> Wi ;

N~y @~

uj,l’ llj,z, llj,3

l

IPFE, IPFE

l

Ct(), Ctj,

Ctj,l, Ctj,z, Ct]',g

Steps: Simulation Security

1. use RevSamp to hardwire
u. = z. M(X) + f; in the first label

’/ﬂo,i «— RevSamp(M,, X, y;, )

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

Voi=( —Iplll

r,[0],

Up; =(

Pr )
1)

Vo= ( “Iylal M ry)lg] )
W, =( nlj—1  r/] )

~/

Vok=( —Tylgl e, gl )
U;;=( 1N Z; )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

~ g <

function input

M=(M,M,) (X,2 = (21,22, 23))

\/ o~ ~

ﬁl —|— ﬁZ p— O u(),i’ u],l uj,l, Uj,z, ll],3

v
VoV, [Vorv 1

v 5 IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

VO,I :( _rM1[1]’ :Bl )V> Vq,l = ( _rM1[q]’ (ij,ler)[q] )) f‘\;q,l = ( _er[Q]a eqaccal[q] )
Upo=( l0L 1) Wo=( Ky—1,  rdJ] ) U,=( 1Nl 2 )>



Our ldea for FE-UAWS for TMs (DFA for concreteness)

~ g <

function input

M=(M,M,) (X,2 = (21,22, 23))

\/ o~ ~

ﬁl —|— ﬁZ p— O u(),i’ u],l uj,l, Uj,z, ll],3

v
VoV, [Vorv 1

v 5 IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

"~/

VO,2 :( _er[l]’ :BZ )V> Vq,2 = ( _er[q]’ (ij,2rM2)[q] )) Vq,2 = ( _er[Q]a eqaCC,z[Q] )
Uy =( 0L 1) W, =( nlj—11,  r/l] ) U, =( rlNl Zy )>



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M5(X)+ 2, M (X)

\/ o~ ~

'Bl -+ ﬁz — O u(),i’ u],l lljal, u]',z, ll],3

v
VoV, [Vorv 1

ST IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

"~/

VO,2 :( _er[l]’ :BZ )V> Vq,2 = ( _er[q]’ (ij,2rM2)[q] )) Vq,2 = ( _er[Q]a eqaCC,z[Q] )
Uy =( 0L 1) W, =( nlj—11,  r/l] ) U, =( rlNl Zy )>



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M5(X)+ 2, M (X)

\/ o~ ~

'Bl —|— ﬁz p— O u(),i’ u],l lljal, u]',z, ll],3

v
VoV, [Vorv 1

ST IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

Vo =( m(k1D), ) Voi = ( mlk,1), ) k= mk1),
Uy, =( p=10), ) u;; = ( p(=L0), ) = p(=10),

L

o



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M5(X)+ 2, M (X)

\/ o~ ~

'Bl -+ ﬁz — O u(),i’ u],l lljal, u]',z, ll],3

v
VoV, [Vorv 1

ST IPFE, IPFE

q q l

\4

IPFE, IPFE Ctp, Ctj, Ctj 1, Ctjo, Cl;3

l

sko, SKg, Sky, SKo, SK,SK,,

) ’7%1:( 7, (1,1),
U, =( py(-12),

VO,l :( 71'1(1,1), )V) Vq,l =( 71'1(1,1), _er[Q]a (ij,ler)[q] )
uO,Z =( :02(_1’2)’ ) uj,2 =( :02(_192)9 rx[] _ 1]5 I'X[]] )




Our Idea for FE UAWS for TMS (DFA for Concreteness)

functlon input output
M=(M;,M,) (X,Z = (Zp {05 Z3)) ZlMl(X)+ZzM2(X)
\/ ~ ~ ~
| py+ 5, =0 Ug,i» Wi W 1, Wi o, W 3

Voo Vo | Vos V., l

vV vV IPFE, IPFE

Vq Vq l

IPFE, IPFE cto, otj, ct1, Oty ot

sko, SKg, Sky, SKo, SK,SK,,

r~/

VO,k:( ﬂk(k,l), ) Vq,k=( ﬂk(k,l), —er[Q], (ij,ker)[q] ) qu—( ﬂ'k(k 1)
=( p(=LD), ) w,;=( p(-Ld, nj-1. w1 ) W=( p=L.



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)

Vor=( mk1), —r, [1], B ) Steps: Simulation Security

1. use RevSamp to hardwire
Uy, =( p(=10, r,[0], 1 ) u. = z; M(X) + f3; in the first label

’/ﬂo,i «— RevSamp(M,, X, y;, )

VO,k:( ﬂ'k(k,l), )
Up;=( p=10), )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

input

(X,Z = (21,22, 23))

g <

output

2 M (X)+2,M,(X)

VO,k — ( ﬂk(kal)a

uO,l — ( 101(_ 19i)9

)

Steps: Simulation Security

1. use RevSamp to hardwire
u; =z M(X) + f; in the first label

’/ﬂo,i «— RevSamp(M,, X, y;, )

Voi=( mk1),

uO,l — ( /Ol(_ 19i)9

)



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M=(M;,M,,M,) (X,Z = (21,23, 3)) M (X)+2,MH(X)

Vor=( m(k,1), 1, 0 ) Steps: Simulation Security

1. use RevSamp to hardwire
Uy; =( p(—=10), 0. 1 ) u; = z; M(X) + p, in the first label

’/ﬂo,i «— RevSamp(M,, X, y;, )

pi(_lai) ' 71-4(491) # 0

VO,k:( ﬂ'k(k,l), )
Up;=( p=10), )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M= (M, M,M,) (X,Z2 = (24,20, 23)) M (X)+2,M5(X)

Vor=( m(k,1), 1, 0 ) Steps: Simulation Security

1. use RevSamp to hardwire
Uy; =( p(—=10), 0. 1 ) u; = z; M(X) + p, in the first label

fO,i «— RevSamp(M,, X, y;, )

pi(_lai) ' ﬂ4(491) # 0

additional entropy from index encoding

VO,k:( ﬂk(k,l), )
Up;=( p=10), )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

- g <

function input output

M= (M, M,M,) (X,Z2 = (24,20, 23)) M (X)+2,M5(X)

Vor=( m(k,1), 1, 0 ) Steps: Simulation Security

1. use RevSamp to hardwire
Uy; =( p(—=10), 0. 1 ) u; = z; M(X) + p, in the first label

fO,i «— RevSamp(M,, X, y;, )

p(=LD) @41 #0 | = | p<8 = | ith+P7F0

additional entropy from index encoding along with |gaElxs=

VO,k:( ﬂk(k,l), )
Up;=( p=10), )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M=(M,, M, M,) (X,Z = (24,27, 23)) 2 M (X)+2,M,(X) Q

Vor=( m(k,1), 1, 0 ) Steps: Simulation Security

1. use RevSamp to hardwire
Uy; =( p(—=10), 0. 1 ) u; = z; M(X) + p, in the first label

fO,i «— RevSamp(M,, X, y;, )

p(=LD) @41 #0 | = | p<8 = | ith+P7F0

additional entropy from index encoding along with |gaElxs=

VO,k:( ﬂk(k,l), )
Up;=( p=10), )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)

Vor=( mikD), —rylgl, (M, ry)[g] )\ Steps: Simulation Security

1=K

> f°i
w;=( p(=10, rylj— 1], ryl/] )/ '

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

Vq,k = ( ﬂk(k,l), _er[q]’ (ij,ker)[q] )
u]',i = ( pi(—l,i), I'X[] _ 1]9 rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)

Steps: Simulation Security

V. k =( [[—er[Q]]]z ) |
> I =k » fj,l‘
u;; = ( [ e[/ — 1111 )

Jsl

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

Vq,k = ( ﬂk(k,l), _er[q]’ (ij,ker)[q] )
u]',i = ( pi(—l,i), I'X[] _ 1]9 rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M=(M,M,) (X,Z = (2,20, 23)) 71 M, (X)+ 2, M, (X)

Steps: Simulation Security

FH-IPFE

f’i
u;; = ( [-1ylj — 1]ry, 4] Il )/ g

Vq,k:( [[ 1 ]]2 )\ .

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

Vq,k = ( JZ'k(k,l), _er[q]’ (ij,ker)[q] )
u]',i = ( pi(—l,i), I'X[] _ 1]7 rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

function

M=(M19M2)

input

(X,Z = (21,22, 23))

g <

output

2) M (X)+2,M,(X)

Vq,k . ( [ 1

FH-IPFE
[-1;_:[q]

r_ =Ilj—1]-1y

I )\ .

¥ )/

Jst

£

Steps: Simulation Security

2. use Marginal Randomness
to randomize all other labels

;< $forallj> 1

Vq,kz( JZ'k(k,l), _er[q]’ (ij,ker)[q] )

W, =( p(=10), rj— 1],

rylJ]

)



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M=(M;,M,) (X,Z = (21,20, 23)) 71 M (X)+2,M,(X)

Steps: Simulation Security

Vq,k:( [[ 1 ]]2 ) .
> 1=k » fj,l‘
u;;=( [ —s gl <% T )

. DDH in G, S
N =nlj-1l-ry — | S;_| < 2. use Marginal Randomness

to randomize all other labels

;< $forallj> 1

Vq,k = ( ﬂk(k,l), _er[q]’ (ij,ker)[q] )
u]',i = ( pi(—l,i), I'X[] _ 1]9 rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output
M=(M;,M,) (X,Z = (Zp {05 Z3)) ZlMl(X)+ZzM2(X)

Vo= I 1 1, M, ;ry,)[q]) Steps: Simulation Security
N\ =k
S

U, ;= ( [ — j_1[Q] — $ ]]1 )

B : DDH in G,
I 1= ryj—11]- Iy, —— |51 < $ 2. use Marginal Randomness
; | : : L to randomize all other labels
I';, may appear in other places of v_, for an
M, May app P gk 10T ANy £, < $forallj > 1

Vq,k = ( JZ'k(k,l), _er[q]’ (ij,ker)[q] )
u]',i = ( pi(—l,i), I'X[] _ 1]9 rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output
M=(M;,M,) (X,Z = (Zp {05 Zg)) ZlMl(X)+ZzM2(X)

Vo= I 1 1, M, ;ry,)[q]) Steps: Simulation Security
N\ =k
S

U, ;= ( [ — j_1[Q] — $ ]]1 )

B : DDH in G,
I 1= ryj—11]- Iy, —— |51 < $ 2. use Marginal Randomness
; | : : L to randomize all other labels
I';, may appear in other places of v_, for an
M, T SPP P Tk g ;< $forallj>1

use distributed randomness mechanism

Vq,k = ( ﬂk(k,l), _er[q]’ (ij,ker)[q] )
llj,l- = ( pi(—l,i), I'X[] _ 1]? rx[]] )



Our ldea for FE-UAWS for TMs (DFA for concreteness)

g <

function input output

M = ( Mla M2 ) (Xa 7 = (Zl9 ZZ’ Z3)) ZlMl(X)_l_ZzMZ(X)

Vo= ( mkD), L. 0 ) Steps: Simulation Security
N\ i=k

| / "4

U, ;= ( p(—=L), fj,i 5, 0 )

B . DDH in G, $
I =Tlj— 1] - ry, — |51 < 2. use Marginal Randomness
. | : : L to randomize all other labels
'), may appear in other places o Vv, i Tor any .
- £;; < $forallj>1

use distributed randomness mechanism

Vq,k = ( ﬂk(k,l), _er[q]’ (ij,ker)[q] )
llj,l- = ( pi(—l,i), I'X[] _ 1]? rx[]] )



Our Idea for FE UAWS for T|\/|S (DFA for Ccncreteness)

functlon input output

M = ( Mla M2 ) (Xa 7 = (Zl9 ZZ’ Z3)) ZlMl(X)_l_ZzMZ(X)

;;q,k =( k1), L. 0 ) Steps: Simulation Security
\ =k
| / g4
= ( pi(_lal)a fj,i <« $9 0 )
B : DDH in G, $
I =Tlj— 1] - ry — |51 < 2. use Marginal Randomness
. | : : L to randomize all other labels
'), may appear in other places o Vv, i Tor any .
- £;; < $forallj>1

use distributed randomness mechanism

r~/

Voir = ( mk,1), —Tylql, M, ry)lg] ) Vo= ( mkD),
=( p=LD, o =11 w1 ) W= ( pl=1D),



Roadmap towards FE for UAWS

/

This work

1-key 1-ct

FE-UAWS

&

FE for UAWS

[LL20]

iIndex-Encoding

distributed
randomness

ePrint:2022/1594

r

~

Full Attribute-hiding

Unboundedness




Conclusion

« Definition and Construction of FE for UAWS

4+ input-specific|ct| = O(|x]|, |Z]|)
4+ Compact ciphertext

4+ Fully collusion-resistant AD-SIM

4+ Standard assumption: SXDH

IPFE /

This work

1-key 1-ct

FE-UAWS

&

FE for UAWS

[LL20]

iIndex-Encoding

distributed
randomness

ePrint:2022/1594

f

~

Full Attribute-hiding

Unboundedness




Conclusion
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