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Adaptive Simulation Security: Bounded or Full Collusion resistance
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Functional Encryption for Attribute-Weighted Sums[AGW20]
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Prior Works
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Summary of our Results

•  Define FE for Unbounded Attribute-Weighted Sums (UAWS) 

Dynamism
Input-specific |ct|

SXDH

Full Collusion Resistance
AD-SIM Security

Compact ciphertextFE for UAWS 
Logspace TMs
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Inner Product Functional Encryption (IPFE)
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Inner Product Functional Encryption (IPFE)
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•  Functions:  

•  Message:  

•  Output:  

f = [[y]]2 ∈ 𝔾n
2

m = [[x]]1 ∈ 𝔾n
1

f(m) = e([[x]]1, [[y]]2) = [[x ⋅ y]]T

FH-IPFE: {sky0, ctx0} ≈c {sky1, ctx1} if [[x0 ⋅ y0]]T = [[x1 ⋅ y1]]T

skf

f

f(m)e : 𝔾1 × 𝔾2 → 𝔾T



Arithmetic Key Garbling Scheme over  [IW14]ℤp

Eval   ( f, x, ℓ1, …, ℓt) → z f(x) + β

ℓi = Li(x)

Garble   ( f, z, β) → (L1, …, Lt), f : ℤm
p → ℤp

 public,      privatef, x are z, β are

f, z, β

f, x, (L1(x), …, Lt(x))

z f(x) + β
Sim( f, x, z f(x) + β) → (ℓ1, …, ℓt)

(  )ℓ1, …, ℓtf, x,

Sim(  )f, x, z f(x) + β

Linear



Arithmetic Key Garbling Scheme: Piecewise Security [LL20]
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Garble   ( f, z, β) → (L1, …, Lt),
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Marginal Randomness: ℓj>1 ← $,  Given ℓj+1, …, ℓt

Piecewise Security⇒

Linear

Arithmetic Key Garbling Scheme: Piecewise Security [LL20]
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 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

function



Core Idea of [DP21] for FE-AWS for ABPs

(x, z = (z1, z2))
input

  z1 f1(x)+z2 f2(x)
output

f1 f2

Garble
(z1, β1) (z2, β2)

vk<t vk<t
vt vt


Lk<t = Lk(x),
Lt = Lt(z)

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

function



Core Idea of [DP21] for FE-AWS for ABPs

(x, z = (z1, z2))
input

  z1 f1(x)+z2 f2(x)
output

f1 f2

Garble
(z1, β1) (z2, β2)

vk<t vk<t
vt vt


Lk<t = Lk(x),
Lt = Lt(z)

skk<t, skk<t, skt, skt

, IPFE IPFEt

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

function



Core Idea of [DP21] for FE-AWS for ABPs

(x, z = (z1, z2))
input

  z1 f1(x)+z2 f2(x)
output

f1 f2

Garble
(z1, β1) (z2, β2)

vk<t vk<t
vt vt


Lk<t = Lk(x),
Lt = Lt(z)

skk<t, skk<t, skt, skt

, IPFE IPFEt

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

function

(1, x)

ctx

IPFE

 (1, z1)  (1, z2)

ct1, ct2

IPFEt



Core Idea of [DP21] for FE-AWS for ABPs

(x, z = (z1, z2))
input

  z1 f1(x)+z2 f2(x)
output

f1 f2

Garble
(z1, β1) (z2, β2)

vk<t vk<t
vt vt


Lk<t = Lk(x),
Lt = Lt(z)

skk<t, skk<t, skt, skt

, IPFE IPFEt

f1, x,

Eval

 z1 f1(x) + β1

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

function

(1, x)

ctx

IPFE

 (1, z1)  (1, z2)

ct1, ct2

IPFEt

skk<t, ctx  skt, ct1

IPFE

(  )ℓ1, …, ℓt

IPFEt



Core Idea of [DP21] for FE-AWS for ABPs

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

f1 f2

Garble

(x, z = (z1, z2))
input output

(z1, β1)

 (1, z1)

(z2, β2)


Lk<t = Lk(x),
Lt = Lt(z)

vk<t vk<t
vt vt

skk<t, skk<t, skt, skt

(1, x)  (1, z2)

ctx ct1, ct2

skk<t, ctx  skt, ct1
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(  )ℓ1, …, ℓtf2, x,
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Core Idea of [DP21] for FE-AWS for ABPs

 f = ( f1, f2 ) s.t. fk : ℤn
p → ℤp

f1 f2

Garble

(x, z = (z1, z2))
input output

(z1, β1)

 (1, z1)

(z2, β2)


Lk<t = Lk(x),
Lt = Lt(z)

vk<t vk<t
vt vt

skk<t, skk<t, skt, skt

(1, x)  (1, z2)

ctx ct1, ct2

  β1 + β2 = 0

  z1 f1(x)+z2 f2(x)

 z2 f2(x) + β2 z1 f1(x) + β1 +

  z1 f1(x)+z2 f2(x)

function

IPFE IPFEt

, IPFE IPFEt



Our Idea for FE-UAWS for TMs

  M = ( Mk )k∈I s.t. Mk : {0,1}* → {0,1} ∑k∈I Mk(x)zk(x, z = (z1, …, zn))
function input output
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Our Idea for FE-UAWS for TMs

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
function input output

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

for ABPs
AKGS for TM computation [LL20]



Our Idea for FE-UAWS for TMs (DFA for concreteness)
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input output
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Deterministic Finite Automaton (DFA)

1 2 3✦   states {1,2,…, Q}
•  initial state 1
•  accepting state qacc

✦   transition function δ

1 0

1, 0M1 M2

Garble

vk<t vk<t
vt vt

function
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Deterministic Finite Automaton (DFA)

1 2 3
1 0

✦   states {1,2,…, Q}
•  initial state 1
•  accepting state qacc

✦   transition function δ
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Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

  M = ( M1, M2 )

DFA as Branching Program

1 2 3
1 0

1, 0

 or xj = 0 1

1

2

3

1

2

3

1

2

3

1

2

3

layer 1 j j + 1 N + 1

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

DFA as Matrix Multiplication

1 2 3
1 0

1, 0

1

2

3

1

2

3

1

2

3

1

2

3

layer 1 j j + 1 N + 1

 or M0 M1

e⊤
1 Mx1

Mx2
⋯MxN

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

DFA as Matrix Multiplication

1 2 3
1 0

1, 0

1

2

3

1

2

3

1

2

3

1

2

3

layer 1 j j + 1 N + 1

 or M0 M1

e⊤
1 Mx1

Mx2
⋯MxN

eqacc   or = 1 0

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

M(x)

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

M(x)

  z e⊤
1 Mx1

eqacc + β

 = +e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 Mx1

(−r1 + z eqacc)β + e⊤
1 r0

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

  z e⊤
1 Mx1

eqacc + β

 = +e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 Mx1

(−r1 + z eqacc)β + e⊤
1 r0

L0(x) L1(x) L2(z)

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt

function



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

  z e⊤
1 Mx1

Mx2
eqacc + β

 = +e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 Mx2

(−r2 + z eqacc)β + e⊤
1 r0

L0(x) L1(x) L2(x)

+e⊤
1 (−r1 + Mx2

r2)
L3(z)

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

  z e⊤
1 Mx1

Mx2
⋯MxN

eqacc + β

 = +e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 MxN

(−rN + z eqacc)β + e⊤
1 r0

L0(x) L1(x) L2(x)

+e⊤
1 (−r1 + Mx2

r2)

LN+1(z)
+⋯

total  = size NQ + 1

function

  M = ( M1, M2 )

M1 M2

Garble

vk<t vk<t
vt vt



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

  z e⊤
1 Mx1

Mx2
⋯MxN

eqacc + β

 = +e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 MxN

(−rN + z eqacc)β + e⊤
1 r0

L0(x) L1(x) L2(x)

+e⊤
1 (−r1 + Mx2

r2)

LN+1(z)
+⋯

total  = size NQ + 1

NQ + 1

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

+e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 MxN

(−rN + z eqacc)β + e⊤
1 r0 +e⊤

1 (−r1 + Mx2
r2) +⋯

NQ + 1

Lq,j(x) = − rj−1[q] + (Mxj
rj)[q]

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 ) z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))



Our Idea for FE-UAWS for TMs (DFA for concreteness)
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

+e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 MxN

(−rN + z eqacc)β + e⊤
1 r0 +e⊤

1 (−r1 + Mx2
r2) +⋯

NQ + 1

rj = rx[ j] ⋅ rM

Lq,j(x) = − rj−1[q] + (Mxj
rj)[q]

M1 M2

Garble

vk<t vk<t
vt vt

function

Q r0 rN⋯ = rM

rx

skM

ctx,z

  M = ( M1, M2 )

  

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))



Our Idea for FE-UAWS for TMs (DFA for concreteness)
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

+e⊤
1 (−r0 + Mx1

r1)  +e⊤
1 MxN

(−rN + z eqacc)β + e⊤
1 r0 +e⊤

1 (−r1 + Mx2
r2) +⋯

NQ + 1

rj = rx[ j] ⋅ rM

Lq,j(x) = − rj−1[q] + (Mxj
rj)[q]

 = (rx[ j − 1], rx[ j]) ⋅ (−rM[q], (Mxj
rM)[q])

M1 M2

Garble

vk<t vk<t
vt vt

function

Q r0 rN⋯ = rM

rx

skM

ctx,z

  M = ( M1, M2 )

  

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))



Our Idea for FE-UAWS for TMs (DFA for concreteness)
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

NQ + 1

Lq,j(x) = − rj−1[q] + (Mxj
rj)[q]

 = (rx[ j − 1], rx[ j]) ⋅ (−rM[q], (Mxj
rM)[q])

Known to the Key GeneratorKnown to the Encrypter

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 ) z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

NQ + 1

Lq,j(x) = − rj−1[q] + (Mxj
rj)[q]

 = (rx[ j − 1], rx[ j]) ⋅ (−rM[q], (Mxj
rM)[q])

Known to the Key GeneratorKnown to the Encrypter

 = uj

 =vq )(Mxj
rM)[q]−rM[q],(

)rx[ j]rx[ j − 1],(

  = uj ⋅ vq

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

L0(x) = β + e⊤
1 r0

 = (rx[0], 1) ⋅ (−rM[1], β)

 = uj

 =vq )(Mxj
rM)[q]−rM[q],(

)rx[ j]rx[ j − 1],(

  = u0 ⋅ v0

 = u0

 =v0 )β−rM[1],(

)1rx[0],(

NQ + 1

M1 M2

Garble

vk<t vk<t
vt vt

function

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

AKGS for DFA  AKGS for Matrix multiplication [LL20]≡
  z ⋅ e⊤

1 Mx1
Mx2

⋯MxN
eqacc + βGarble: 

Lq,j(z) = − rN[q]+z eqacc[q]
 = (rx[N], z) ⋅ (−rM[q], eqacc[q])

 = uj

)(Mxj
rM)[q]−rM[q],(

)rx[ j]rx[ j − 1],(

  = ũj ⋅ ṽq

 = ũj

 =ṽq eqacc[q]−rM[q],
)zrx[N],(

process of garbling is distributed between key generator and encrypterNQ + 1

Garble

vk<t vk<t
vt vt

 = u0

 =v0 )β−rM[1],(

)1rx[0],(
)( =vq

function

  M = ( M1, M2 )

M1 M2



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

v0, vq v0, vq

ṽq ṽq

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(  = ũj,i zi

)(

function

βk

  M = ( M1, M2 )

M1 M2



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0, uj ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

v0, vq v0, vq

ṽq ṽq

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(  = ũj,i zi

)(

function

βk

  M = ( M1, M2 )

M1 M2



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0, uj ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

v0, vq v0, vq

ṽq ṽq

  β1 + β2 = 0

 z2 M2(x) + β2+

z1M1(x)+z2M2(x)

 z1 M1(x) + β1

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(  = ũj,i zi

)(

function

βk

  M = ( M1, M2 )

M1 M2



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0, uj ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

 = ũj,i zi

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

)(

function

βk

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0, uj ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

 = ũj,i zi

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

not enough space 

)(

function

βk

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0, uj ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],( = uj

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k

 = u0

 =v0,k )−rMk
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

 = ũj,i zi

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

not enough space 

 for all ℓj,i ← $ j > 1

not enough space 

)(

function

βk

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

u0,i, uj,i ũj,1, ũj,2, ũj,3

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,k eqacc,k[q]−rMk
[q],

)rx[N],(

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k =v0,k )−rMk
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

 = ũj,i zi

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

)(

function

βk

  M = ( M1, M2 )

 = uj,i = u0,i



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,1 )eqacc,1[q]−rM1
[q],(

)rx[N],( = uj,2

)(Mxj,1rM1
)[q]−rM1

[q],(

)rx[ j]rx[ j − 1],(

 =vq,1

 = u0,2

 =v0,1 )−rM1
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

 = ũj,2 z2

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

function

β1

  M = ( M1, M2 )

u0,i, uj,i ũj,1, ũj,2, ũj,3



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M1(x)+z2M2(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,2 eqacc,2[q]−rM2
[q],

)rx[N],( = uj,1

)(Mxj,2rM2
)[q]−rM2

[q],(

)rx[ j]rx[ j − 1],(

 =vq,2

 = u0,1

 =v0,2 )−rM2
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

 = ũj,1 z1

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

)(

function

β2

  M = ( M1, M2 )

u0,i, uj,i ũj,1, ũj,2, ũj,3



Our Idea for FE-UAWS for TMs (DFA for concreteness)

z1M2(x)+z2M1(x)(x, z = (z1, z2, z3))
input output

v0, vq v0, vq

ṽq ṽq

sk0, skq, skq, s̃k0, s̃kq s̃kq

, IPFE ĨPFE

z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

eqacc,2[q]−rM2
[q],

)rx[N],(

)(Mxj,2rM2
)[q]−rM2

[q],(

)rx[ j]rx[ j − 1],(

)β2−rM2
[1],(

)1rx[0],(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

z1

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

)(

function

  M = ( M1, M2 )

 =ṽq,2

 = uj,1

 =vq,2

 = u0,1

 =v0,2

 = ũj,1

u0,i, uj,i ũj,1, ũj,2, ũj,3



Our Idea for FE-UAWS for TMs (DFA for concreteness)

(x, z = (z1, z2, z3))
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z1, z2, z3x

, IPFE ĨPFE

ct0, ctj, c̃t j,1, c̃t j,2, c̃t j,3

M1 M2

 =ṽq,k )⋯πk(k,1),(

)ρi(−1,i),(

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k =v0,k )⋯πk(k,1),(

)⋯ρi(−1,i),(

  β1 + β2 = 0

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

⋯

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

output

 = uj,i = u0,i  = ũj,i
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ṽq ṽq
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 =ṽq,k )⋯πk(k,1),(

)ρi(−1,i),(

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k =v0,k )⋯πk(k,1),(

)⋯ρi(−1,i),(

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

⋯

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

output

 = uj,i = u0,i  = ũj,i
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 =ṽq,k )⋯πk(k,1),(

)ρi(−1,i),(

)(Mxj,krMk
)[q]−rMk

[q],(

)rx[ j]rx[ j − 1],(

 =vq,k =v0,k )⋯πk(k,1),(

)⋯ρi(−1,i),(

Steps: Simulation Security

1. use RevSamp to hardwire 

      in the first label

   

μi = zi Mi(x) + βi

2. use Marginal Randomness 
    to randomize all other labels

   

⋯

ℓ0,i ← RevSamp(Mi, x, μi, ⋯)

 for all ℓj,i ← $ j > 1

output

 = uj,i = u0,i  = ũj,i
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πk(k,1),

ρi(−1,i),

z1M1(x)+z2M2(x)
function

 =vq,k )πk(k,1),(

)ρi(−1,i),( = uj,i

(Mxj,krMk
)[q]

rx[ j − 1] rx[ j]
ℓj,i

i = k
[[ ]]2

[[ ]]1

−rMk
[q]

  M = ( M1, M2 )



Our Idea for FE-UAWS for TMs (DFA for concreteness)

(x, z = (z1, z2, z3))
input
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