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Background: (Cyclic) Group based Crypto

• Diffie-Hellman 1976

• Security of a crypto scheme/protocol,   
can be based on an appropriate hardness assumption relative to a group 

• Encodings matter



Background: Group Encodings
• Group encodings

- Consider encoding

-  id = trivial encoding, i.e, a binary integer;  addition mod p

• Group encodings matter

- DLOG hard:   secure prime 

- DLOG trivial:  

<latexit sha1_base64="ROMMzHPz/MHSzP4rgu1bGomiuyQ=">AAACFnicbVDLSsNAFJ34rPUVdelmsAgutCRSVFwV3bisYB/YxDCZTtqhk0mYmSgl5Cvc+CtuXCjiVtz5N07aLLT1wIXDOfdy7z1+zKhUlvVtzM0vLC4tl1bKq2vrG5vm1nZLRonApIkjFomOjyRhlJOmooqRTiwICn1G2v7wMvfb90RIGvEbNYqJG6I+pwHFSGnJM48cSfshOodOiNTA99PbzIuhI2h/oJAQ0QN0UuvQdrI7hzDmmRWrao0BZ4ldkAoo0PDML6cX4SQkXGGGpOzaVqzcFAlFMSNZ2UkkiREeoj7paspRSKSbjt/K4L5WejCIhC6u4Fj9PZGiUMpR6OvO/Hg57eXif143UcGZm1IeJ4pwPFkUJAyqCOYZwR4VBCs20gRhQfWtEA+QQFjpJMs6BHv65VnSOq7aJ9Xada1SvyjiKIFdsAcOgA1OQR1cgQZoAgwewTN4BW/Gk/FivBsfk9Y5o5jZAX9gfP4A9z6fQQ==</latexit>

� : Zp ! {0, 1}`
<latexit sha1_base64="g4Orqt1AHbiGess9Tv9ntaSlpQc=">AAACB3icbZDLSsNAFIYnXmu9RV0KMlgEVyWRoi6LblxWsBdoQplMT9Khk0mcmQildOfGV3HjQhG3voI738ZJm4W2/jDwzX/OYeb8QcqZ0o7zbS0tr6yurZc2yptb2zu79t5+SyWZpNCkCU9kJyAKOBPQ1Exz6KQSSBxwaAfD67zefgCpWCLu9CgFPyaRYCGjRBurZx95wDn2IrjHHqfADPMkwin2ZH7r2RWn6kyFF8EtoIIKNXr2l9dPaBaD0JQTpbquk2p/TKRmlMOk7GUKUkKHJIKuQUFiUP54uscEnxinj8NEmiM0nrq/J8YkVmoUB6YzJnqg5mu5+V+tm+nw0h8zkWYaBJ09FGYc6wTnoeA+k0A1HxkgVDLzV0wHRBKqTXRlE4I7v/IitM6q7nm1dlur1K+KOEroEB2jU+SiC1RHN6iBmoiiR/SMXtGb9WS9WO/Wx6x1ySpmDtAfWZ8/q7eYkA==</latexit>

` � dlog pe



Background: Security Games
• Code-based security games (Bellare-Rogaway, 

Eurocrypt 2006) 

• Game     , parameterized by encoding   , played 
by algorithm A

• Algorithm A succeeds if 

The discrete-logarithm game dlog 

<latexit sha1_base64="uhvSq3J0ehhPxdENfYB6lCcbTXQ=">AAAB+nicbVDLSsNAFL2pr1pfqS7dDBbBVUlE1GXRhS4r2Ac0oUymk3boTBJmJkqJ/RQ3LhRx65e482+ctFlo64GBwzn3cs+cIOFMacf5tkorq2vrG+XNytb2zu6eXd1vqziVhLZIzGPZDbCinEW0pZnmtJtIikXAaScYX+d+54FKxeLoXk8S6gs8jFjICNZG6ttVT2A9CsLsZtr3FBsK3LdrTt2ZAS0TtyA1KNDs21/eICapoJEmHCvVc51E+xmWmhFOpxUvVTTBZIyHtGdohAVVfjaLPkXHRhmgMJbmRRrN1N8bGRZKTURgJvOgatHLxf+8XqrDSz9jUZJqGpH5oTDlSMco7wENmKRE84khmEhmsiIywhITbdqqmBLcxS8vk/Zp3T2vn92d1RpXRR1lOIQjOAEXLqABt9CEFhB4hGd4hTfryXqx3q2P+WjJKnYO4A+szx+StpQ3</latexit>

G�
<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�

A

<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�
<latexit sha1_base64="CnkOTXf0YTl/CTyi88yU3R8L2MA=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSyCq5JIUZdFNy4r2Ac2IUymk3boZCbMTJQa6sZfceNCEbf+hTv/xkmbhbYeuHA4517uvSdMGFXacb6thcWl5ZXV0lp5fWNza9ve2W0pkUpMmlgwITshUoRRTpqaakY6iSQoDhlph8PL3G/fEamo4Dd6lBA/Rn1OI4qRNlJg7z94jEQaSSnuoRcjPQjD7HYcJIFdcarOBHCeuAWpgAKNwP7yegKnMeEaM6RU13US7WdIaooZGZe9VJEE4SHqk66hHMVE+dnkgzE8MkoPRkKa4hpO1N8TGYqVGsWh6cxvVLNeLv7ndVMdnfsZ5UmqCcfTRVHKoBYwjwP2qCRYs5EhCEtqboV4gCTC2oRWNiG4sy/Pk9ZJ1T2t1q5rlfpFEUcJHIBDcAxccAbq4Ao0QBNg8AiewSt4s56sF+vd+pi2LljFzB74A+vzByjWl1s=</latexit>

z  Zp
<latexit sha1_base64="Dh3TjlmXFQJYbW5kWZbPpDLDJ0Q=">AAAB/nicbVDLSgMxFM3UV62vUXHlJliEuikzUtSNUHTjsoJ9YGcomTTThiaZIckIdSj4K25cKOLW73Dn35hpZ6GtBwKHc+7lnpwgZlRpx/m2CkvLK6trxfXSxubW9o69u9dSUSIxaeKIRbITIEUYFaSpqWakE0uCeMBIOxhdZ377gUhFI3GnxzHxORoIGlKMtJF69oHHkR4GYXo/uYSeogOOKo8nPbvsVJ0p4CJxc1IGORo9+8vrRzjhRGjMkFJd14m1nyKpKWZkUvISRWKER2hAuoYKxIny02n8CTw2Sh+GkTRPaDhVf2+kiCs15oGZzMKqeS8T//O6iQ4v/JSKONFE4NmhMGFQRzDrAvapJFizsSEIS2qyQjxEEmFtGiuZEtz5Ly+S1mnVPavWbmvl+lVeRxEcgiNQAS44B3VwAxqgCTBIwTN4BW/Wk/VivVsfs9GCle/sgz+wPn8Aj02VOw==</latexit>

Z = ! (z)
<latexit sha1_base64="Y3jEI9O7Dvb7EYHXMTNdu5OiruI=">AAAB/XicbVDLSsNAFL3xWesrPnZugkWom5JIUTdC0Y3LCvYBTSmT6aQdOjMJMxOhhuKvuHGhiFv/w51/46TNQlsPDBzOuZd75gQxo0q77re1tLyyurZe2Chubm3v7Np7+00VJRKTBo5YJNsBUoRRQRqaakbasSSIB4y0gtFN5rceiFQ0Evd6HJMuRwNBQ4qRNlLPPvQ50sMgTNuTK1/RAUdl77Rnl9yKO4WzSLyclCBHvWd/+f0IJ5wIjRlSquO5se6mSGqKGZkU/USRGOERGpCOoQJxorrpNP3EOTFK3wkjaZ7QzlT9vZEirtSYB2Yyy6rmvUz8z+skOrzsplTEiSYCzw6FCXN05GRVOH0qCdZsbAjCkpqsDh4iibA2hRVNCd78lxdJ86zinVeqd9VS7TqvowBHcAxl8OACanALdWgAhkd4hld4s56sF+vd+piNLln5zgH8gfX5A8INlMY=</latexit>

X = ! (1)
<latexit sha1_base64="/fJSTTR9fU/gYBF3iyYhbnEZ+c0=">AAAB83icbVDLSgMxFL3xWeur6tJNsAgupMxIUZdFNy4r2Ad2hpJJM21oJjMkGaEM/Q03LhRx68+482/MtLPQ1gOBwzn3ck9OkAiujeN8o5XVtfWNzdJWeXtnd2+/cnDY1nGqKGvRWMSqGxDNBJesZbgRrJsoRqJAsE4wvs39zhNTmsfywUwS5kdkKHnIKTFW8ryImFEQZt3zx2m/UnVqzgx4mbgFqUKBZr/y5Q1imkZMGiqI1j3XSYyfEWU4FWxa9lLNEkLHZMh6lkoSMe1ns8xTfGqVAQ5jZZ80eKb+3shIpPUkCuxknlEvern4n9dLTXjtZ1wmqWGSzg+FqcAmxnkBeMAVo0ZMLCFUcZsV0xFRhBpbU9mW4C5+eZm0L2ruZa1+X682boo6SnAMJ3AGLlxBA+6gCS2gkMAzvMIbStELekcf89EVVOwcwR+gzx/skJGf</latexit>

X , Z

<latexit sha1_base64="gxTG7WYKvRKePyt0SxFRoDEnUE0=">AAAB6XicbVDLTgJBEOzFF+IL9ehlIjF6IruGqEeiF49o5JEAIbNDL0yYnd3MzJrghj/w4kFjvPpH3vwbB9iDgpV0UqnqTneXHwuujet+O7mV1bX1jfxmYWt7Z3evuH/Q0FGiGNZZJCLV8qlGwSXWDTcCW7FCGvoCm/7oZuo3H1FpHskHM46xG9KB5AFn1Fjp/um0Vyy5ZXcGsky8jJQgQ61X/Or0I5aEKA0TVOu258amm1JlOBM4KXQSjTFlIzrAtqWShqi76ezSCTmxSp8EkbIlDZmpvydSGmo9Dn3bGVIz1IveVPzPaycmuOqmXMaJQcnmi4JEEBOR6dukzxUyI8aWUKa4vZWwIVWUGRtOwYbgLb68TBrnZe+iXLmrlKrXWRx5OIJjOAMPLqEKt1CDOjAI4Ble4c0ZOS/Ou/Mxb8052cwh/IHz+QNMuI04</latexit>

z!

<latexit sha1_base64="RQHZi+qxMlxKOemwHQxD5QPGVe8=">AAAB63icbVBNSwMxEJ31s9avqkcvwSJ6KrtS1ItQ9OKxgv2AdinZNNuGJtklyQrt0r/gxYMiXv1D3vw3Zts9aOuDgcd7M8zMC2LOtHHdb2dldW19Y7OwVdze2d3bLx0cNnWUKEIbJOKRagdYU84kbRhmOG3HimIRcNoKRneZ33qiSrNIPppxTH2BB5KFjGCTSZObyVmvVHYr7gxomXg5KUOOeq/01e1HJBFUGsKx1h3PjY2fYmUY4XRa7CaaxpiM8IB2LJVYUO2ns1un6NQqfRRGypY0aKb+nkix0HosAtspsBnqRS8T//M6iQmv/ZTJODFUkvmiMOHIRCh7HPWZosTwsSWYKGZvRWSIFSbGxlO0IXiLLy+T5kXFu6xUH6rl2m0eRwGO4QTOwYMrqME91KEBBIbwDK/w5gjnxXl3PuatK04+cwR/4Hz+AK3ZjgM=</latexit>

z = z!



A

R
<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�

Background: Security Reductions

instance, game G

instance, game H

solution 

solution 



Background: Generic Group Model

A

<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�
<latexit sha1_base64="jqylwcxBagMhesCQ8VFOWEkScmo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4hkUcCGzI79MLI7OxmZtZICF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOknjQU=</latexit>x <latexit sha1_base64="u9GzwUvRFedBIkRQj/aNAedJaZ0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXsqulOqx6MVjBfsh7VKyabYNTbJLkhXL0l/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLR0litAmiXikOgHWlDNJm4YZTjuxolgEnLaD8c3Mbz9SpVkk780kpr7AQ8lCRrCx0kNPs6HA5afzfrHkVtw50CrxMlKCDI1+8as3iEgiqDSEY627nhsbP8XKMMLptNBLNI0xGeMh7VoqsaDaT+cHT9GZVQYojJQtadBc/T2RYqH1RAS2U2Az0sveTPzP6yYmvPJTJuPEUEkWi8KEIxOh2fdowBQlhk8swUQxeysiI6wwMTajgg3BW355lbQuKl6tUr2rlurXWRx5OIFTKIMHl1CHW2hAEwgIeIZXeHOU8+K8Ox+L1pyTzRzDHzifP0bukBM=</latexit>

! (x)
<latexit sha1_base64="svu6ZVXx9ohnPy56tLtWBWcGkrE=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRbBg5RdKeqx6MVjBfsB7bJk02wbm2TXJCuUpX/CiwdFvPp3vPlvTNs9aOuDgcd7M8zMCxPOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpOFaFNEvNYdUKsKWeSNg0znHYSRbEIOW2Ho5up336iSrNY3ptxQn2BB5JFjGBjpY4O2BnSwUNQrrhVdwa0TLycVCBHIyh/9foxSQWVhnCsdddzE+NnWBlGOJ2UeqmmCSYjPKBdSyUWVPvZ7N4JOrFKH0WxsiUNmqm/JzIstB6L0HYKbIZ60ZuK/3nd1ERXfsZkkhoqyXxRlHJkYjR9HvWZosTwsSWYKGZvRWSIFSbGRlSyIXiLLy+T1nnVu6jW7mqV+nUeRxGO4BhOwYNLqMMtNKAJBDg8wyu8OY/Oi/PufMxbC04+cwh/4Hz+AG9Fj5Y=</latexit>si , sj

<latexit sha1_base64="1YrN9pBfmtyHVDXO2uV57IgemvM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXsqulOqx6MVjBfsh7VKyabYNTbJLkhXq0l/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLR0litAmiXikOgHWlDNJm4YZTjuxolgEnLaD8c3Mbz9SpVkk780kpr7AQ8lCRrCx0kNPs6HA5afzfrHkVtw50CrxMlKCDI1+8as3iEgiqDSEY627nhsbP8XKMMLptNBLNI0xGeMh7VoqsaDaT+cHT9GZVQYojJQtadBc/T2RYqH1RAS2U2Az0sveTPzP6yYmvPJTJuPEUEkWi8KEIxOh2fdowBQlhk8swUQxeysiI6wwMTajgg3BW355lbQuKl6tUr2rlurXWRx5OIFTKIMHl1CHW2hAEwgIeIZXeHOU8+K8Ox+L1pyTzRzDHzifP0n4kBU=</latexit>

! (z)

<latexit sha1_base64="JkBUvf5N3Y32UbKtNiAuTBDu/vU=">AAAB9HicbVDLSsNAFJ34rPVVdelmsAiCUBIp6kYounFZwT6gDWUymbRD5xFnJsUY+h1uXCji1o9x5984bbPQ1gMXDufcy733BDGj2rjut7O0vLK6tl7YKG5ube/slvb2m1omCpMGlkyqdoA0YVSQhqGGkXasCOIBI61geDPxWyOiNJXi3qQx8TnqCxpRjIyV/Kerx9MUdgMuQxj3SmW34k4BF4mXkzLIUe+VvrqhxAknwmCGtO54bmz8DClDMSPjYjfRJEZ4iPqkY6lAnGg/mx49hsdWCWEklS1h4FT9PZEhrnXKA9vJkRnoeW8i/ud1EhNd+hkVcWKIwLNFUcKgkXCSAAypItiw1BKEFbW3QjxACmFjcyraELz5lxdJ86zinVeqd9Vy7TqPowAOwRE4AR64ADVwC+qgATB4AM/gFbw5I+fFeXc+Zq1LTj5zAP7A+fwB3aSRhg==</latexit>

z = x + y mod p
<latexit sha1_base64="ywlSDr8fNiXplQa286lIaDaIjDs=">AAACFnicbZDLSgMxFIYz9VbrrerSTbAI7cIyI0XdCEU3LivYC3SGkkkzbWySGZKMdBj6FG58FTcuFHEr7nwb04ugrT8Efr5zDifn9yNGlbbtLyuztLyyupZdz21sbm3v5Hf3GiqMJSZ1HLJQtnykCKOC1DXVjLQiSRD3GWn6g6txvXlPpKKhuNVJRDyOeoIGFCNtUCd/7HI/HKaQBnAEVYdeuIr2OCoOS9BlSHQNu/thSamTL9hleyK4aJyZKYCZap38p9sNccyJ0JghpdqOHWkvRVJTzMgo58aKRAgPUI+0jRWIE+Wlk7NG8MiQLgxCaZ7QcEJ/T6SIK5Vw33RypPtqvjaG/9XasQ7OvZSKKNZE4OmiIGZQh3CcEexSSbBmiTEIS2r+CnEfSYS1STJnQnDmT140jZOyc1qu3FQK1ctZHFlwAA5BETjgDFTBNaiBOsDgATyBF/BqPVrP1pv1Pm3NWLOZffBH1sc3axueSA==</latexit>

if si = ! (x) ! sj = ! (y)

game G

Shoup 1997



Algebraic Group Model
• Algebraic Group Model (AGM)

! Fuchsbauer-Kiltz-Loss 2018 [FKL18]

• any group elements output by an algorithm must be accompanied by a representation relative 
to the ordered set S of group elements (the base set) provided to that algorithm as input 

A game G

base set

group element 

representation



Algebraic Group Model
• Algebraic Group Model (AGM)

! Fuchsbauer-Kiltz-Loss 2018
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Analysis of the AGM 
• Definition and intuition, mismatched: 

- Intuition in [FKL18]   
“the only way for an algebraic algorithm to output a 
new group element is to derive it via group 
multiplication from known group elements” 

- new group element using non-group operations, 
along with a valid representation  

Algorithm A wrt the identity encoding id
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Issue #2
• Algebraic Group Model (AGM)

! Fuchsbauer-Kiltz-Loss 2018



Issue #2
• Algebraic Group Model (AGM)

! Fuchsbauer-Kiltz-Loss 2018

• We show:  A counterexample 

beg = binary encoding game 



Issue #2
• We show: A counter example

G=

H=



A

<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>� <latexit sha1_base64="CnkOTXf0YTl/CTyi88yU3R8L2MA=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSyCq5JIUZdFNy4r2Ac2IUymk3boZCbMTJQa6sZfceNCEbf+hTv/xkmbhbYeuHA4517uvSdMGFXacb6thcWl5ZXV0lp5fWNza9ve2W0pkUpMmlgwITshUoRRTpqaakY6iSQoDhlph8PL3G/fEamo4Dd6lBA/Rn1OI4qRNlJg7z94jEQaSSnuoRcjPQjD7HYcJIFdcarOBHCeuAWpgAKNwP7yegKnMeEaM6RU13US7WdIaooZGZe9VJEE4SHqk66hHMVE+dnkgzE8MkoPRkKa4hpO1N8TGYqVGsWh6cxvVLNeLv7ndVMdnfsZ5UmqCcfTRVHKoBYwjwP2qCRYs5EhCEtqboV4gCTC2oRWNiG4sy/Pk9ZJ1T2t1q5rlfpFEUcJHIBDcAxccAbq4Ao0QBNg8AiewSt4s56sF+vd+pi2LljFzB74A+vzByjWl1s=</latexit>

z  Zp
<latexit sha1_base64="Dh3TjlmXFQJYbW5kWZbPpDLDJ0Q=">AAAB/nicbVDLSgMxFM3UV62vUXHlJliEuikzUtSNUHTjsoJ9YGcomTTThiaZIckIdSj4K25cKOLW73Dn35hpZ6GtBwKHc+7lnpwgZlRpx/m2CkvLK6trxfXSxubW9o69u9dSUSIxaeKIRbITIEUYFaSpqWakE0uCeMBIOxhdZ377gUhFI3GnxzHxORoIGlKMtJF69oHHkR4GYXo/uYSeogOOKo8nPbvsVJ0p4CJxc1IGORo9+8vrRzjhRGjMkFJd14m1nyKpKWZkUvISRWKER2hAuoYKxIny02n8CTw2Sh+GkTRPaDhVf2+kiCs15oGZzMKqeS8T//O6iQ4v/JSKONFE4NmhMGFQRzDrAvapJFizsSEIS2qyQjxEEmFtGiuZEtz5Ly+S1mnVPavWbmvl+lVeRxEcgiNQAS44B3VwAxqgCTBIwTN4BW/Wk/VivVsfs9GCle/sgz+wPn8Aj02VOw==</latexit>

Z = ! (z)

<latexit sha1_base64="LM6Aqd9alTWCrwnfptCpofcAxok="></latexit>

(U 1 , . . . , U ! ) = ( ! (z1), . . . , ! (z! ))
<latexit sha1_base64="Y3jEI9O7Dvb7EYHXMTNdu5OiruI=">AAAB/XicbVDLSsNAFL3xWesrPnZugkWom5JIUTdC0Y3LCvYBTSmT6aQdOjMJMxOhhuKvuHGhiFv/w51/46TNQlsPDBzOuZd75gQxo0q77re1tLyyurZe2Chubm3v7Np7+00VJRKTBo5YJNsBUoRRQRqaakbasSSIB4y0gtFN5rceiFQ0Evd6HJMuRwNBQ4qRNlLPPvQ50sMgTNuTK1/RAUdl77Rnl9yKO4WzSLyclCBHvWd/+f0IJ5wIjRlSquO5se6mSGqKGZkU/USRGOERGpCOoQJxorrpNP3EOTFK3wkjaZ7QzlT9vZEirtSYB2Yyy6rmvUz8z+skOrzsplTEiSYCzw6FCXN05GRVOH0qCdZsbAjCkpqsDh4iibA2hRVNCd78lxdJ86zinVeqd9VS7TqvowBHcAxl8OACanALdWgAhkd4hld4s56sF+vd+piNLln5zgH8gfX5A8INlMY=</latexit>

X = ! (1)

<latexit sha1_base64="U1MEwv9cdPnmCigi7+ogJPtaKwM=">AAAB8nicbVDLSgMxFM34rPVVdekmWERXZUaKuiy6cVnBPnA6lEyaaUMzyZDcEcrQz3DjQhG3fo07/8ZMOwttPRA4nHMvOfeEieAGXPfbWVldW9/YLG2Vt3d29/YrB4dto1JNWYsqoXQ3JIYJLlkLOAjWTTQjcShYJxzf5n7niWnDlXyAScKCmAwljzglYCW/FxMYhVH2OD3rV6puzZ0BLxOvIFVUoNmvfPUGiqYxk0AFMcb33ASCjGjgVLBpuZcalhA6JkPmWypJzEyQzSJP8alVBjhS2j4JeKb+3shIbMwkDu1kHtEsern4n+enEF0HGZdJCkzS+UdRKjAonN+PB1wzCmJiCaGa26yYjogmFGxLZVuCt3jyMmlf1LzLWv2+Xm3cFHWU0DE6QefIQ1eoge5QE7UQRQo9o1f05oDz4rw7H/PRFafYOUJ/4Hz+ADbSkTg=</latexit>

Z !

<latexit sha1_base64="ry5JhAFdXAC+tvIJ7SPVjF7dlIA=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwW0VVJpKgboejGZQX7wLaUyXTSDp1MwsxEKCEbf8WNC0Xc+hnu/BsnbUCtHhg4c8693HuPF3GmtON8WoWFxaXlleJqaW19Y3PL3t5pqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbX2V+655KxUJxqycR7QV4KJjPCNZG6tt73QDrkecnd+nRBfr+9O2yU3GmQH+Jm5My5Kj37Y/uICRxQIUmHCvVcZ1I9xIsNSOcpqVurGiEyRgPacdQgQOqesn0gBQdGmWA/FCaJzSaqj87EhwoNQk8U5ltqOa9TPzP68TaP+8lTESxpoLMBvkxRzpEWRpowCQlmk8MwUQysysiIywx0SazkgnBnT/5L2meVNzTSvWmWq5d5nEUYR8O4BhcOIMaXEMdGkAghUd4hhfrwXqyXq23WWnBynt24Res9y+C5pZe</latexit>

Z ! = Z



A

<latexit sha1_base64="CnkOTXf0YTl/CTyi88yU3R8L2MA=">AAACAXicbVDLSsNAFJ34rPUVdSO4GSyCq5JIUZdFNy4r2Ac2IUymk3boZCbMTJQa6sZfceNCEbf+hTv/xkmbhbYeuHA4517uvSdMGFXacb6thcWl5ZXV0lp5fWNza9ve2W0pkUpMmlgwITshUoRRTpqaakY6iSQoDhlph8PL3G/fEamo4Dd6lBA/Rn1OI4qRNlJg7z94jEQaSSnuoRcjPQjD7HYcJIFdcarOBHCeuAWpgAKNwP7yegKnMeEaM6RU13US7WdIaooZGZe9VJEE4SHqk66hHMVE+dnkgzE8MkoPRkKa4hpO1N8TGYqVGsWh6cxvVLNeLv7ndVMdnfsZ5UmqCcfTRVHKoBYwjwP2qCRYs5EhCEtqboV4gCTC2oRWNiG4sy/Pk9ZJ1T2t1q5rlfpFEUcJHIBDcAxccAbq4Ao0QBNg8AiewSt4s56sF+vd+pi2LljFzB74A+vzByjWl1s=</latexit>

z  Zp
<latexit sha1_base64="Dh3TjlmXFQJYbW5kWZbPpDLDJ0Q=">AAAB/nicbVDLSgMxFM3UV62vUXHlJliEuikzUtSNUHTjsoJ9YGcomTTThiaZIckIdSj4K25cKOLW73Dn35hpZ6GtBwKHc+7lnpwgZlRpx/m2CkvLK6trxfXSxubW9o69u9dSUSIxaeKIRbITIEUYFaSpqWakE0uCeMBIOxhdZ377gUhFI3GnxzHxORoIGlKMtJF69oHHkR4GYXo/uYSeogOOKo8nPbvsVJ0p4CJxc1IGORo9+8vrRzjhRGjMkFJd14m1nyKpKWZkUvISRWKER2hAuoYKxIny02n8CTw2Sh+GkTRPaDhVf2+kiCs15oGZzMKqeS8T//O6iQ4v/JSKONFE4NmhMGFQRzDrAvapJFizsSEIS2qyQjxEEmFtGiuZEtz5Ly+S1mnVPavWbmvl+lVeRxEcgiNQAS44B3VwAxqgCTBIwTN4BW/Wk/VivVsfs9GCle/sgz+wPn8Aj02VOw==</latexit>

Z = ! (z)
<latexit sha1_base64="Y3jEI9O7Dvb7EYHXMTNdu5OiruI=">AAAB/XicbVDLSsNAFL3xWesrPnZugkWom5JIUTdC0Y3LCvYBTSmT6aQdOjMJMxOhhuKvuHGhiFv/w51/46TNQlsPDBzOuZd75gQxo0q77re1tLyyurZe2Chubm3v7Np7+00VJRKTBo5YJNsBUoRRQRqaakbasSSIB4y0gtFN5rceiFQ0Evd6HJMuRwNBQ4qRNlLPPvQ50sMgTNuTK1/RAUdl77Rnl9yKO4WzSLyclCBHvWd/+f0IJ5wIjRlSquO5se6mSGqKGZkU/USRGOERGpCOoQJxorrpNP3EOTFK3wkjaZ7QzlT9vZEirtSYB2Yyy6rmvUz8z+skOrzsplTEiSYCzw6FCXN05GRVOH0qCdZsbAjCkpqsDh4iibA2hRVNCd78lxdJ86zinVeqd9VS7TqvowBHcAxl8OACanALdWgAhkd4hld4s56sF+vd+piNLln5zgH8gfX5A8INlMY=</latexit>

X = ! (1)

<latexit sha1_base64="U1MEwv9cdPnmCigi7+ogJPtaKwM=">AAAB8nicbVDLSgMxFM34rPVVdekmWERXZUaKuiy6cVnBPnA6lEyaaUMzyZDcEcrQz3DjQhG3fo07/8ZMOwttPRA4nHMvOfeEieAGXPfbWVldW9/YLG2Vt3d29/YrB4dto1JNWYsqoXQ3JIYJLlkLOAjWTTQjcShYJxzf5n7niWnDlXyAScKCmAwljzglYCW/FxMYhVH2OD3rV6puzZ0BLxOvIFVUoNmvfPUGiqYxk0AFMcb33ASCjGjgVLBpuZcalhA6JkPmWypJzEyQzSJP8alVBjhS2j4JeKb+3shIbMwkDu1kHtEsern4n+enEF0HGZdJCkzS+UdRKjAonN+PB1wzCmJiCaGa26yYjogmFGxLZVuCt3jyMmlf1LzLWv2+Xm3cFHWU0DE6QefIQ1eoge5QE7UQRQo9o1f05oDz4rw7H/PRFafYOUJ/4Hz+ADbSkTg=</latexit>

Z !

<latexit sha1_base64="ry5JhAFdXAC+tvIJ7SPVjF7dlIA=">AAACAHicbVDLSsNAFL2pr1pfURcu3AwW0VVJpKgboejGZQX7wLaUyXTSDp1MwsxEKCEbf8WNC0Xc+hnu/BsnbUCtHhg4c8693HuPF3GmtON8WoWFxaXlleJqaW19Y3PL3t5pqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbX2V+655KxUJxqycR7QV4KJjPCNZG6tt73QDrkecnd+nRBfr+9O2yU3GmQH+Jm5My5Kj37Y/uICRxQIUmHCvVcZ1I9xIsNSOcpqVurGiEyRgPacdQgQOqesn0gBQdGmWA/FCaJzSaqj87EhwoNQk8U5ltqOa9TPzP68TaP+8lTESxpoLMBvkxRzpEWRpowCQlmk8MwUQysysiIywx0SazkgnBnT/5L2meVNzTSvWmWq5d5nEUYR8O4BhcOIMaXEMdGkAghUd4hhfrwXqyXq23WWnBynt24Res9y+C5pZe</latexit>

Z ! = Z

R
<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�

<latexit sha1_base64="/fJSTTR9fU/gYBF3iyYhbnEZ+c0=">AAAB83icbVDLSgMxFL3xWeur6tJNsAgupMxIUZdFNy4r2Ad2hpJJM21oJjMkGaEM/Q03LhRx68+482/MtLPQ1gOBwzn3ck9OkAiujeN8o5XVtfWNzdJWeXtnd2+/cnDY1nGqKGvRWMSqGxDNBJesZbgRrJsoRqJAsE4wvs39zhNTmsfywUwS5kdkKHnIKTFW8ryImFEQZt3zx2m/UnVqzgx4mbgFqUKBZr/y5Q1imkZMGiqI1j3XSYyfEWU4FWxa9lLNEkLHZMh6lkoSMe1ns8xTfGqVAQ5jZZ80eKb+3shIpPUkCuxknlEvern4n9dLTXjtZ1wmqWGSzg+FqcAmxnkBeMAVo0ZMLCFUcZsV0xFRhBpbU9mW4C5+eZm0L2ruZa1+X682boo6SnAMJ3AGLlxBA+6gCS2gkMAzvMIbStELekcf89EVVOwcwR+gzx/skJGf</latexit>

X , Z

<latexit sha1_base64="11hpuLqpKOAu2dunab8LyoOYdFU=">AAACFHicbVDLSsNAFJ34rPUVdelmsAiCUBIp6kYoutFdBdMW2hAm00k7dDIJMxOxhnyEG3/FjQtF3Lpw5984aSNo64GBM+fcy733+DGjUlnWlzE3v7C4tFxaKa+urW9smlvbTRklAhMHRywSbR9JwignjqKKkXYsCAp9Rlr+8CL3W7dESBrxGzWKiRuiPqcBxUhpyTMPuyFSAz9IncyjZ/Dnd5Vp6kd3KaQBzCC816blmRWrao0BZ4ldkAoo0PDMz24vwklIuMIMSdmxrVi5KRKKYkaycjeRJEZ4iPqkoylHIZFuOj4qg/ta6cEgEvpxBcfq744UhVKOQl9X5kvLaS8X//M6iQpO3ZTyOFGE48mgIGFQRTBPCPaoIFixkSYIC6p3hXiABMJK51jWIdjTJ8+S5lHVPq7WrmuV+nkRRwnsgj1wAGxwAurgEjSAAzB4AE/gBbwaj8az8Wa8T0rnjKJnB/yB8fENin+d2Q==</latexit>

U i = I if zi = 0
<latexit sha1_base64="ySS8uEqAoMurVnF1d1YGkIodSoU=">AAACFHicbVDLSsNAFJ3UV62vqEs3g0UQhJJIUTdC0Y3LCqYttCFMppN26CQTZiZiDfkIN/6KGxeKuHXhzr9x0kbQ1gMDZ865l3vv8WNGpbKsL6O0sLi0vFJeraytb2xumds7LckTgYmDOeOi4yNJGI2Io6hipBMLgkKfkbY/usz99i0RkvLoRo1j4oZoENGAYqS05JlHvRCpoR+kTubRc/jz62Sa+vwuhTSAGYT32rQ9s2rVrAngPLELUgUFmp752etznIQkUpghKbu2FSs3RUJRzEhW6SWSxAiP0IB0NY1QSKSbTo7K4IFW+jDgQr9IwYn6uyNFoZTj0NeV+dJy1svF/7xuooIzN6VRnCgS4emgIGFQcZgnBPtUEKzYWBOEBdW7QjxEAmGlc6zoEOzZk+dJ67hmn9Tq1/Vq46KIowz2wD44BDY4BQ1wBZrAARg8gCfwAl6NR+PZeDPep6Ulo+jZBX9gfHwDo+ud6Q==</latexit>

U i = X if zi = 1

<latexit sha1_base64="g2BhmCXPA7/gOCra8iDm0ITkcAk=">AAAB/3icbVDLSgMxFM3UV62vUcGNm2AR6qbMSFE3QtGN7irYB3SGkkkzbWiSGZKMUMYu/BU3LhRx62+482/MtLPQ1gOBwzn3ck9OEDOqtON8W4Wl5ZXVteJ6aWNza3vH3t1rqSiRmDRxxCLZCZAijArS1FQz0oklQTxgpB2MrjO//UCkopG41+OY+BwNBA0pRtpIPfvA40gPgzC9ncBLT9EBRxXnpNSzy07VmQIuEjcnZZCj0bO/vH6EE06Exgwp1XWdWPspkppiRiYlL1EkRniEBqRrqECcKD+d5p/AY6P0YRhJ84SGU/X3Roq4UmMemMksrZr3MvE/r5vo8MJPqYgTTQSeHQoTBnUEszJgn0qCNRsbgrCkJivEQyQR1qayrAR3/suLpHVadc+qtbtauX6V11EEh+AIVIALzkEd3IAGaAIMHsEzeAVv1pP1Yr1bH7PRgpXv7IM/sD5/AD/blPQ=</latexit>

I = ! (0)

<latexit sha1_base64="kaxQ7VvxvAGw6XY8Tw4C6S1VVZI=">AAACDHicbVDLSgMxFM34rPVVdekmWARBKDNS1I1QdOOygn1AZxwymUwbmkyGJCOtQz/Ajb/ixoUibv0Ad/6NaTsLbT0QOJxzLjf3BAmjStv2t7WwuLS8slpYK65vbG5tl3Z2m0qkEpMGFkzIdoAUYTQmDU01I+1EEsQDRlpB/2rst+6JVFTEt3qYEI+jbkwjipE2kl8qD3z7GLoq5X5GL5zRnUsYgw8+hS4OhYYDw0zKrtgTwHni5KQMctT90pcbCpxyEmvMkFIdx060lyGpKWZkVHRTRRKE+6hLOobGiBPlZZNjRvDQKCGMhDQv1nCi/p7IEFdqyAOT5Ej31Kw3Fv/zOqmOzr2MxkmqSYyni6KUQS3guBkYUkmwZkNDEJbU/BXiHpIIa9Nf0ZTgzJ48T5onFee0Ur2plmuXeR0FsA8OwBFwwBmogWtQBw2AwSN4Bq/gzXqyXqx362MaXbDymT3wB9bnD+FtmkI=</latexit>

x0 +
!!

i =1

zi áxi



Conclusion and Thoughts
• Analysis of the AGM: 

- it is not clear whether the class of algebraic algorithms contains the class of 
generic algorithms. 

• the main justification for studying reductions in the AGM does not hold in certain 
settings. 

• Future direction ?



Questions? 

• Thanks for your attention 

• https://eprint.iacr.org/2022/210

https://eprint.iacr.org/2022/210


Backup Slides



Background: Generic Group Model

A

<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�
<latexit sha1_base64="jqylwcxBagMhesCQ8VFOWEkScmo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4hkUcCGzI79MLI7OxmZtZICF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOknjQU=</latexit>x

game G

Maurer 2005

<latexit sha1_base64="ukIsBPQbe1yjZkrjvhwyo/1p11Y=">AAACGXicbVDLSgNBEJyNrxhfqx69DAYhEgm7ElTwEvTiMYJ5QBLC7GQ2GTK7s8z0SsKS3/Dir3jxoIhHPfk3Th6HmFjQUFR1093lRYJrcJwfK7Wyura+kd7MbG3v7O7Z+wdVLWNFWYVKIVXdI5oJHrIKcBCsHilGAk+wmte/Hfu1R6Y0l+EDDCPWCkg35D6nBIzUtp1m4MlBohiVqoNHONcENgDtJxTU6AwPTq/xvJLPt+2sU3AmwMvEnZEsmqHctr+aHUnjgIVABdG64ToRtBKigFPBRplmrFlEaJ90WcPQkARMt5LJZyN8YpQO9qUyFQKeqPMTCQm0Hgae6QwI9PSiNxb/8xox+FethIdRDCyk00V+LDBIPI4Jd7iJBMTQEEIVN7di2iOKUDBhZkwI7uLLy6R6XnAvCsX7YrZ0M4sjjY7QMcohF12iErpDZVRBFD2hF/SG3q1n69X6sD6nrSlrNnOI/sD6/gV++qCZ</latexit>

record (ctr, x); ctr + +

<latexit sha1_base64="Z+Hf/7ooEOkCQnM5EsUIgfLZxNs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBg5RdKdVj0YvHCvYD2qVk02wbm2SXJCuUpX/BiwdFvPqHvPlvzLZ70NYHA4/3ZpiZF8ScaeO6305hbX1jc6u4XdrZ3ds/KB8etXWUKEJbJOKR6gZYU84kbRlmOO3GimIRcNoJJreZ33miSrNIPphpTH2BR5KFjGCTSewCPQ7KFbfqzoFWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X46v3WGzqwyRGGkbEmD5urviRQLracisJ0Cm7Fe9jLxP6+XmPDaT5mME0MlWSwKE45MhLLH0ZApSgyfWoKJYvZWRMZYYWJsPCUbgrf88ippX1a9erV2X6s0bvI4inACp3AOHlxBA+6gCS0gMIZneIU3RzgvzrvzsWgtOPnMMfyB8/kDVsaNyg==</latexit>

i, j

<latexit sha1_base64="mk7OD78m9Vl5jXXlqOwDQ1ZENc4="></latexit>

record (ctr, x + y) if i, j < ctr ! (i, x ), (j, y ) recorded ;ctr + +

<latexit sha1_base64="Z+Hf/7ooEOkCQnM5EsUIgfLZxNs=">AAAB63icbVBNSwMxEJ2tX7V+VT16CRbBg5RdKdVj0YvHCvYD2qVk02wbm2SXJCuUpX/BiwdFvPqHvPlvzLZ70NYHA4/3ZpiZF8ScaeO6305hbX1jc6u4XdrZ3ds/KB8etXWUKEJbJOKR6gZYU84kbRlmOO3GimIRcNoJJreZ33miSrNIPphpTH2BR5KFjGCTSewCPQ7KFbfqzoFWiZeTCuRoDspf/WFEEkGlIRxr3fPc2PgpVoYRTmelfqJpjMkEj2jPUokF1X46v3WGzqwyRGGkbEmD5urviRQLracisJ0Cm7Fe9jLxP6+XmPDaT5mME0MlWSwKE45MhLLH0ZApSgyfWoKJYvZWRMZYYWJsPCUbgrf88ippX1a9erV2X6s0bvI4inACp3AOHlxBA+6gCS0gMIZneIU3RzgvzrvzsWgtOPnMMfyB8/kDVsaNyg==</latexit>

i, j

<latexit sha1_base64="mbqrqMYcPoEzz/1WQOS5B3+RUAI="></latexit>

return 1 if i, j < ctr ! (i, x ), (j, y ) recorded ! x = y;



Background: Generic Group Model

A

<latexit sha1_base64="ewDXALEmqnRDMxlpjdYfO2t7Sq8=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKUI9BLx4jmAckS5idzCZj5rHMzAphyT948aCIV//Hm3/jJNmDJhY0FFXddHdFCWfG+v63V1hb39jcKm6Xdnb39g/Kh0cto1JNaJMornQnwoZyJmnTMstpJ9EUi4jTdjS+nfntJ6oNU/LBThIaCjyULGYEWye1eoYNBe6XK37VnwOtkiAnFcjR6Je/egNFUkGlJRwb0w38xIYZ1pYRTqelXmpogskYD2nXUYkFNWE2v3aKzpwyQLHSrqRFc/X3RIaFMRMRuU6B7cgsezPxP6+b2vg6zJhMUkslWSyKU46sQrPX0YBpSiyfOIKJZu5WREZYY2JdQCUXQrD88ippXVSDy2rtvlap3+RxFOEETuEcAriCOtxBA5pA4BGe4RXePOW9eO/ex6K14OUzx/AH3ucPn02PLA==</latexit>�
<latexit sha1_base64="jqylwcxBagMhesCQ8VFOWEkScmo=">AAAB6HicbVDLTgJBEOzFF+IL9ehlIjHxRHYNUY9ELx4hkUcCGzI79MLI7OxmZtZICF/gxYPGePWTvPk3DrAHBSvppFLVne6uIBFcG9f9dnJr6xubW/ntws7u3v5B8fCoqeNUMWywWMSqHVCNgktsGG4EthOFNAoEtoLR7cxvPaLSPJb3ZpygH9GB5CFn1Fip/tQrltyyOwdZJV5GSpCh1it+dfsxSyOUhgmqdcdzE+NPqDKcCZwWuqnGhLIRHWDHUkkj1P5kfuiUnFmlT8JY2ZKGzNXfExMaaT2OAtsZUTPUy95M/M/rpCa89idcJqlByRaLwlQQE5PZ16TPFTIjxpZQpri9lbAhVZQZm03BhuAtv7xKmhdl77JcqVdK1ZssjjycwCmcgwdXUIU7qEEDGCA8wyu8OQ/Oi/PufCxac042cwx/4Hz+AOknjQU=</latexit>x <latexit sha1_base64="u9GzwUvRFedBIkRQj/aNAedJaZ0=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXsqulOqx6MVjBfsh7VKyabYNTbJLkhXL0l/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLR0litAmiXikOgHWlDNJm4YZTjuxolgEnLaD8c3Mbz9SpVkk780kpr7AQ8lCRrCx0kNPs6HA5afzfrHkVtw50CrxMlKCDI1+8as3iEgiqDSEY627nhsbP8XKMMLptNBLNI0xGeMh7VoqsaDaT+cHT9GZVQYojJQtadBc/T2RYqH1RAS2U2Az0sveTPzP6yYmvPJTJuPEUEkWi8KEIxOh2fdowBQlhk8swUQxeysiI6wwMTajgg3BW355lbQuKl6tUr2rlurXWRx5OIFTKIMHl1CHW2hAEwgIeIZXeHOU8+K8Ox+L1pyTzRzDHzifP0bukBM=</latexit>

! (x)
<latexit sha1_base64="svu6ZVXx9ohnPy56tLtWBWcGkrE=">AAAB73icbVBNSwMxEJ2tX7V+VT16CRbBg5RdKeqx6MVjBfsB7bJk02wbm2TXJCuUpX/CiwdFvPp3vPlvTNs9aOuDgcd7M8zMCxPOtHHdb6ewsrq2vlHcLG1t7+zulfcPWjpOFaFNEvNYdUKsKWeSNg0znHYSRbEIOW2Ho5up336iSrNY3ptxQn2BB5JFjGBjpY4O2BnSwUNQrrhVdwa0TLycVCBHIyh/9foxSQWVhnCsdddzE+NnWBlGOJ2UeqmmCSYjPKBdSyUWVPvZ7N4JOrFKH0WxsiUNmqm/JzIstB6L0HYKbIZ60ZuK/3nd1ERXfsZkkhoqyXxRlHJkYjR9HvWZosTwsSWYKGZvRWSIFSbGRlSyIXiLLy+T1nnVu6jW7mqV+nUeRxGO4BhOwYNLqMMtNKAJBDg8wyu8OY/Oi/PufMxbC04+cwh/4Hz+AG9Fj5Y=</latexit>si , sj

<latexit sha1_base64="1YrN9pBfmtyHVDXO2uV57IgemvM=">AAAB8HicbVBNSwMxEJ2tX7V+VT16CRahXsqulOqx6MVjBfsh7VKyabYNTbJLkhXq0l/hxYMiXv053vw3pu0etPXBwOO9GWbmBTFn2rjut5NbW9/Y3MpvF3Z29/YPiodHLR0litAmiXikOgHWlDNJm4YZTjuxolgEnLaD8c3Mbz9SpVkk780kpr7AQ8lCRrCx0kNPs6HA5afzfrHkVtw50CrxMlKCDI1+8as3iEgiqDSEY627nhsbP8XKMMLptNBLNI0xGeMh7VoqsaDaT+cHT9GZVQYojJQtadBc/T2RYqH1RAS2U2Az0sveTPzP6yYmvPJTJuPEUEkWi8KEIxOh2fdowBQlhk8swUQxeysiI6wwMTajgg3BW355lbQuKl6tUr2rlurXWRx5OIFTKIMHl1CHW2hAEwgIeIZXeHOU8+K8Ox+L1pyTzRzDHzifP0n4kBU=</latexit>

! (z)

<latexit sha1_base64="JkBUvf5N3Y32UbKtNiAuTBDu/vU=">AAAB9HicbVDLSsNAFJ34rPVVdelmsAiCUBIp6kYounFZwT6gDWUymbRD5xFnJsUY+h1uXCji1o9x5984bbPQ1gMXDufcy733BDGj2rjut7O0vLK6tl7YKG5ube/slvb2m1omCpMGlkyqdoA0YVSQhqGGkXasCOIBI61geDPxWyOiNJXi3qQx8TnqCxpRjIyV/Kerx9MUdgMuQxj3SmW34k4BF4mXkzLIUe+VvrqhxAknwmCGtO54bmz8DClDMSPjYjfRJEZ4iPqkY6lAnGg/mx49hsdWCWEklS1h4FT9PZEhrnXKA9vJkRnoeW8i/ud1EhNd+hkVcWKIwLNFUcKgkXCSAAypItiw1BKEFbW3QjxACmFjcyraELz5lxdJ86zinVeqd9Vy7TqPowAOwRE4AR64ADVwC+qgATB4AM/gFbw5I+fFeXc+Zq1LTj5zAP7A+fwB3aSRhg==</latexit>

z = x + y mod p
<latexit sha1_base64="ywlSDr8fNiXplQa286lIaDaIjDs=">AAACFnicbZDLSgMxFIYz9VbrrerSTbAI7cIyI0XdCEU3LivYC3SGkkkzbWySGZKMdBj6FG58FTcuFHEr7nwb04ugrT8Efr5zDifn9yNGlbbtLyuztLyyupZdz21sbm3v5Hf3GiqMJSZ1HLJQtnykCKOC1DXVjLQiSRD3GWn6g6txvXlPpKKhuNVJRDyOeoIGFCNtUCd/7HI/HKaQBnAEVYdeuIr2OCoOS9BlSHQNu/thSamTL9hleyK4aJyZKYCZap38p9sNccyJ0JghpdqOHWkvRVJTzMgo58aKRAgPUI+0jRWIE+Wlk7NG8MiQLgxCaZ7QcEJ/T6SIK5Vw33RypPtqvjaG/9XasQ7OvZSKKNZE4OmiIGZQh3CcEexSSbBmiTEIS2r+CnEfSYS1STJnQnDmT140jZOyc1qu3FQK1ctZHFlwAA5BETjgDFTBNaiBOsDgATyBF/BqPVrP1pv1Pm3NWLOZffBH1sc3axueSA==</latexit>

if si = ! (x) ! sj = ! (y)

game G

Shoup 1997


