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Challenges with Multi-Challenge Security

@ Standard - CCA security

ENC ENC
Real Ideal
(o) *c, k*— KEM.E(ek) c*, k*-
DEC DEC

KEM.D(dk, c) if ¢ # c¢*; k* otherwise

Multiple ¢*, k* pairs
- ldentify challenge ciphertexts in SIMDEC
-> Identify challenge secrets in SIMO
-> Consistent outputs from SIMDEC, SIMO
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Cramer-Shoup

Cramer-Shoup

KEM.E* (ek)
y s L
Y « gV
Z «— ekY
K — H(Y, Z)
Return (Y, K)

KEM.DH(dk, Y)
7 de'
K —H(Y,Z)
Return K

b0 Y, H(Y,Yx| ENC

SIMH(Y,2)

Return H(Y,Z)

SIMENC

Return Y;, H'(Y;)

DEC

X, Yy Yy oo, Y

SIMDEC(Y)

REDUCTION R

Return H'(Y)

Reduction Goals

5> Identifvchall o i SIMDEC
-> Identify challenge secrets in SIMH
-> Consistent outputs from SIMDEC, SIMH
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Improvement - map-then-hash - [Bhattacharya20]

SIMENC SIMDEC(Y)

SIMH(Y, 2)

Return Yi, H'(Yi) If 3 HASH(Y, Z) s.t. STRONG(Y, 2Z):

Return H(Y, 2)
Return H'(Y)

If 3 Y,=Y STRONG(Y, 2):
Win with Z

If 3 DEC(Y) A STRONG(Y, Z):

Return H'(Y)
Return H(Y, 2)

SIMENC SIMDEC(Y) SIMH(Y,Z)
Return Y;, H'(Y;)=H(Y;, %) Return H'(Y)=H(Y, %) If 3Y,=Y AND STRONG(Y, 2Z):
Win with Z
If STRONG(Y,Z):

H(Y,Z) = H(Y, %) if STRONG(Y,Z2);
H(Y, Z) otherwise

ol

—— injection (map)

hash function

Return H(Y, %)
Return H(Y,2)
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Solution - Augment the scheme!
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Extensions

] +
=> Multi-user a, = encode(i) —

—ar—=-encaode(u,i)

% Also augment encapsulation key with a random string a!

aCS.K

o s {0, 1}

T s Lo

ek — (a,g")
dk — («, x)
Return (ek, dk)

aCS.E" ((ar, X))

a s {0, 1}12

y s Ly

Y «— gV

Z — XV

K —H(a,a,Y,2)
Return ((a,Y), K)

aCS.D*((a, ), (a,Y))

AR
K «—H(a,a,Y,7)
Return K
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% Also augment encapsulation key with a random string a!

/

aCS.K aCS.E*((a, X))
a s {0, 1}h a s {0, 1}

T s Lo y s L%

ek — (a,g") Y gV

dk — («, x) 7 «— XY

aCS.D*((a, ), (a,Y))

Return (ek, dk')/V{ —H(o,a,Y,Z)

Return ((a,Y), K)

J «—Y*"
K «— H(o,a,Y,7Z)
Return K

/

random string a included in ciphertexts and
H queries

19



Extensions

] +
=> Multi-user a, = encode(i) —

—ar—=-encaode(u,i)

% Also augment encapsulation key with a random string a!

aCS.K

aCS.E*((a, X))

a s {0, 1}h
/ T s Lo
ek — (a,g")
dk — (o, x)

a s {0, 1}
Y s Z;’;
Y «—g¥
Z — XV

aCS.D*((a, ), (a,Y))

Return (ek, dk')/%’ —H(o,a,Y,Z)

Return ((a,Y), K)

J «—Y*"
K «— H(o,a,Y,7Z)
Return K

/

H queries

random string a included in ciphertexts and

In proof a = encode’(u), a,; = encode,(i)
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Summary

Hashed ElGamal

Fujisaki-Okamoto

(‘

Scheme S Problem P
aECIES [AbdBelRog98] Pair CDH
aCramer-Shoup [CraSha01b] Strong CDH
aTwin ElGamal [CasKilSho09] CDH
aFujisaki-Okamoto [FujOka13] IND-CPA

PKE = KD[KEM,SKE]

IND-CCA(KEM),
IND-CCA(SKE)
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Summary

Hashed ElGamal

Fujisaki-Okamoto

(‘

Scheme S Problem P
aECIES [AbdBelRog98] Pair CDH
aCramer-Shoup [CraSha01b] Strong CDH
aTwin ElGamal [CasKilSho09] CDH
aFujisaki-Okamoto [FujOka13] IND-CPA

PKE = KD[KEM,SKE]

IND-CCA(KEM),
IND-CCA(SKE)

Thank You!
Questions?
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