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Hashed ElGamal KEMs

ECIES Cramer-Shoup

Single Challenge ⇒ Multi-Challenge (TAM tight from DH rerandomization!)
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Extensions

➔ Multi-user ai = encode(i) ai = encode(u,i) 

★ Also augment encapsulation key with a random string α!
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H queries
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Summary

Scheme S Problem P

aECIES [AbdBelRog98] ✅ Pair CDH

aCramer-Shoup [CraSha01b] ✅ Strong CDH

aTwin ElGamal [CasKilSho09] CDH

aFujisaki-Okamoto [FujOka13] IND-CPA

PKE = KD[KEM,SKE] IND-CCA(KEM), 
IND-CCA(SKE)

Hashed ElGamal

Fujisaki-Okamoto
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