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Vector Commitments

Definition. Commit to a vector, and selectively open single entries

C = Com(m)

7m; = Prove(s, m;)

Verify(C, i, m;, m;)
= b e {0,1}
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Vector Commitments

Definition. Commit to a vector, and selectively open single entries

Security. Position Binding X Open to two different values at the same position X

Hiding X Reveal information about the unopened positions X

C = Com(m)

m; = Prove(i, m;)

Verify(C, i, m;, m;)
= b e {0,1}
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

PointProofs:

e Vector commitment supporting non-interactive aggregations of proofs
e Supports commitment updates

e Very efficient
o Applications: Blockchain smart contracts (reducing storage and bandwidth 60%)

e Security: Perfectly hiding & Computationally binding
(N J

Y
Under n-wBDHE in AGM+ ROM
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

PointProofs:

e Vector commitment supporting non-interactive aggregations of proofs
e Supports commitment updates

e Very efficient
o Applications: Blockchain smart contracts (reducing storage and bandwidth 60%)

e Security: Perfectly hiding & Computationally binding
(N J
06{/’ Cahtr/‘éatlbh. Under n—DP}(E inw ROM
Removing AGM From the proof without changing the ccheme

[& From a weaker acsumption )
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

PointProofs:

e Vector commitment supporting non-interactive aggregations of proofs
o Same-commitment aggregations
Aggregating single-position proofs for the same commitment
——> Proofs for sub-vectors
o Cross-commitment aggregations

Aggregating proofs across different commitments
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

PointProofs:

e Vector commitment supporting non-interactive aggregations of proofs
o Same-commitment aggregations
Aggregating single-position proofs for the same commitment

——>= Proofs for sub-vectors
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Same-Commitment Aggregation
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Same-Commitment Aggregation

C = Com(m)

m; < Prove(i,m;); Vi € S
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Same-Commitment Aggregation

C = Com(m)

TS

m; < Prove(i,m;); Vi € S Verify(C, S, m[S], ms)=b € {0,1}
mg = Aggregate (C, S, ml[S], {ﬂ'i}ies)
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Same-Commitment Aggregation

Security. Batch Binding
X Open to two different batches with different values at their intersection X

C = Com(m)

TS

m; < Prove(i,m;); Vi € S Verify(C, S, m[S], ms)=b € {0,1}
mg = Aggregate (C’, S, ml[S], {ﬂ'i}ies)
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Same-Commitment Aggregation

Security. Batch Binding
X Open to two different batches with different values at their intersection X

m= (my,...,my), S ={i1,...,5} C{1,...,n}
m[S] = (mi); s

C = Com(m)

7 : m[S]is the subvector on indices in S

7 m [S '] is the subvector on indices in S’

Verify(C, S, m[S],7) =1
N
Ji* e SNS s.t. m[z*] =+ ml[i*] Verify(C, Sl,ml [S'],TF/) —1
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Same-Commitment Aggregation

Security. Batch Binding
X Open to two different batches with different values at their intersection X

TonS T~

-

C = Com(m)

7 : m[S]is the subvector on indices in S

7 m [S '] is the subvector on indices in S’

Verify(C, S, m[S],7) =1
N
Ji* e SNS s.t. m[z*] =+ ml[i*] Verify(C, Sl,ml [Sl],ﬂ_/) —1
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Same-Commitment Aggregation

Security. Batch Binding
X Open to two different batches with different values at their intersection X

TonS T~
mo= 0 0 1
~_____mons
C = Com(m)
4>

7 : m[S]is the subvector on indices in S

7 m [S '] is the subvector on indices in S’

Verify(C, S, m[S],7) =1
N
Ji* e SNS s.t. m[z*] =+ ml[i*] Verify(C, Sl,ml [S'],TF/) —1
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Same-Commitment Aggregation

Security. Batch Binding
X Open to two different batches with different values at their intersection X

TonS T~

o= 0 o | 1

C = Com(m)

7 : m[S]is the subvector on indices in S

7 m [S '] is the subvector on indices in S’

Verify(C, S, m[S],7) =1
N
Ji* e SNS s.t. m[z*] =+ ml[i*] Verify(C, Sl,ml [Sl],ﬂ_/) —1
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PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Our contribution.

A new security proof for the PointProofs in the ROM without AGM, from
a weaker assumption.

+ perfectly-hiding polynomial commitment with constant size batch openings
inspired by PointProofs techniques (full version).



PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Our contribution.

A new security proof for the PointProofs in the ROM without AGM, from

a weaker assumption.

Generic Group Model (GGM) [Sho97]

- Only generic adversaries are
considered.

X Only giving access to a random
representation of the group.

Computing group operations
via oracle queries.

Black-Box Accecs To The Grouvp

Algebraic Group Model (AGM) [FKL18]

- Only algebraic adversaries are
considered.

\/ No restriction on the access to
the group representation

X If A —z € G, then
t
A= (a1,...,a) € 7 s.t.z:HLgi
1
for known (L, ..., L).

517



517

PointProofs [Gorbunov, Reyzin, Wee, Zhang, 2020]

Our contribution.

A new security proof for the PointProofs in the ROM without AGM, from
a weaker assumption.

~ —
Wup Model (GGM) [Sho97] Algebraic Group Model (AGMW

- Only geneéricadversaries are - Only algebraic rsaries are
considered. considere

o restriction on the access to
the group representation

X <z € G, then

X Only giving access to a rando
representation of the group. ><

Computing group o

c t
via oracle que

A — (ay,...,aq ! s.t.z:HL"“

i=1
ccess 7-0 TAe 6FUUP for known (Ly, ..., Lt).




PointProofs [GRWZ20]

Improved Proof of Same-Commitment Agaregation



PointProofs [GRWZ20]

Construction
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e Public Parameters

. 2 n n+2 2n
G = (g) of prime order p, (g,ga,ga oo 90X 9% 0" )

e Committo m = (mq,...,my)
1 041 ot a” an+1 a2n
n Y | Tu m; mn | 0 0
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e Public Parameters

. 2 n n+2 2n
G = (g) of prime order p, (g,ga,ga oo 90X 9% 0" )

e Committo m = (mq,...,my)
1 Oél a’i o™ an—|—1 a2n
n | ")/ mq e e | TNy o o o my 0 o o o 0
— . al-mj __
C=g Hg =g |
=1 Remove and shift
e Open the position i
1 041 an+1—i a” an+1 a2n+1—i 2n
i 0 0 0 "'mi_lx SRR . . . |

i = (C/g“i'm")a =g



Commit to m = (my,...,mMmy,)
n .
c=g [
7=1
1 al ai a” an+1 O£2n
Lo fm [ ] 7] 0 | [o]
=9
Open the position i
n+1—1
aim; |
™, — (C’/g ")
1 al an+17i a’ an+1 a2n
[0 o] - [ X[ [ma]] 0 |

=g

717



Commit to m = (my,...,mMmy,)

n
=g ILs™

1 al az an an+1 a2n
L7 [ ][ N o]

=9

Open the position i

T = (C/gai.mi)

1 al a o o a2n+17i

[0 (o] - [7 [ X[ ]m]-] 0|
— g

anJrlfz

a2n

o Verify (C,1,m;,m;)

Aot ~ m;-a
G(Caga ) — 6(777;79) 'gT

+1

717
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Commit to m = (my,...,mMmy,) o Verify (C,1,m;,m;)
n _ gntli . S |
J=1
1 ot ot a® ot o2 1 o o™it o atl! o2l o 2n
|7|m1|...mi |mn 0| |0| |0 |0| |'y|...|mi_1-...|mn|...|0|

=9

Open the position i

™ = (C/gai'mi)

1 ot

anJrlfz

a"ti-i gt a1

z—

(LHS) Shifting the committed value

a2n+171, a2n

[0 (o] - [7 [ X[ ]m]-] 0|

=g



Commit to m = (my,...,mMmy,) o Verify (C,1,m;,m;)
n ] R n+1—1 " m;- n+1
C=gq"- Hgoﬂ-mj 6(0, g ) = e(7i,9) - 90"
j=1
1 al ai a” a’fH-l a2n 1 al an+1—i a” an+1 a2n+1—i a2n
|7|m1|...mi |mn 0| |0| |0 |0| |'y|...|mi_1-...|mn|...|0|

(LHS) Shifting the committed value
Open the position i

™ = (C/gai'mi)

anJrlfz

1 o ottt g qntl g2ntlei 20 1 1 ntl—i  n o ontl o2rtl—i o 2n

(6 [0 (8% (8
[0 o] - [ X[ [ma]] 0| |0 |0| |7|m,l-|mn||0|

(RHS) Adding the opened value

717



Commit to m = (ml, e ,mn) e Verify (C, 1, T, mi)

n . N N e
C=gqg"- Hga]'mj 6(0, 9" ) = e(mi,§) - 97
J=1

n+1

1 Oll ot a an+1 O[2n 1 al an+1—i a” an-‘rl a2n+1—i 2n
o]

(01
B 0| o[ - [o ]l Tma] ] 0]

(LHS) Shifting the committed value

m;

[

—————

Open the position i

™ = (C/ga ml)
1 o atl=i gt ol Q2ntl=i o 2n 1 al an+1—i a” an+1 a2n+1—i a2n
[0 o] - [ X[ [ma]] 0| |0|0| |7|m,l-|mn||0|

anJrlfz

<« -

(RHS) Adding the opened value
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Commit to m = (my,...,mMmy,) o Verify (C,1,m;,m;)
n ] R n+1—1 " m;- n+1
C=gq"- Hgoﬂ-mj 6(0, g ) = e(7i,9) - 90"
j=1
1 0[1 ai a” a’fH-l a2n 1 al an+1—i a” an+1 a2n+1—i a2n
|’y|m1|...m,- |mn 0| |0| |0 |0| |'y|...|mi_1-...|mn|...|0|

(LHS) Shifting the committed value
Open the position i Correct \/
) an+17i
T, .
T = (C/ g m’)
1 o P e RPN Q2ntl=i o 2n 1 o oMt o atl! o2rtl—i o 2n
[0 o] - [ X[ [ma]] 0| |0|0| |7|m,l-|mn||0|

(RHS) Adding the opened value
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e Public Parameters

. 2 n n+2 2n
G = (g) of prime order p, (g,ga,ga oo 90X 9% 0" )

A

(97.@()'7"'79(1”)7 G = <g>7 €ZGX©%GT, gT:6(97g)

e Committo m = (ml, - ,mn) o Verify(C, 1, T, mz)
n . _
C=g-1[o™ e(C.6”") = e(mng) g
j=1

e Open the position i

anJrlfz

T = (C/gai'm")
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e Public Parameters n-DHE assumption:
y n N+ 2n ] 3 an+1
G = (g) of prime order p, (g, TR S LN ) it s hard to compute g
) X given these elements

(gu@a)"'?ga)? G:<g>7 €ZGXG%GT, gT_e(g7§)(\/

e Committom = (ml, e ,mn) o Verify(C, T, i, mz)
n .
Jom,- e . ot
C=g -[[s*™ e(C5") = e(m9) - g5
j=1

e Open the position i

anJrlfz

T = (C/Qai'mi)



o Verify (C, i, m;, m;)

n+1—1 N my;-
e(Caga ) = e(m:,8) - 97 .

n+1

9/17

1 of ottt g gt gt o™

» 5 5 ._.mz_lx e My, 0
+

0|0 0 o Jill--[ o "

ar
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. Verify (C, i, m;, m;)

Aan-l—l—i " m;- n+1
G(Cag ) — 6(7riag)'gT i}

) 1 Oll an—l—l—i an an+1 a2n—|—1—z’ 2n
0|0 v m;-1| X My 0
1 Oél an+1—i o an+1 a2n—|—1—i a2n -+
00 v "’mi—l.'“mn"' 0 —_ 0 0 0 0 | My 0 0

n+1
@ g~ isunknown )
Any proof (even adversarial) should have 0 as the coeff of ot i
Only the same value of m; as in the LHS (commitment) gets accepted.
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o Verify (C, i, m;, m;)

~ n+1-—1 " m;- n+1
e(C,g“ ) = e(m;,§9) - 97

1 al ot ot ot ot 2n
0|0 gl mi—y| X [+« | ma 0
1 of oM s o2t o 2n
01 0 v ...ml-_l....mn... 0 —_ 0| o 0 0. 0 0

8/'h6/l'hg\/J /(C, 7TZ) — M,




PointProofs [GRWZ20]

Same-Commitment Proof Aggregation



Commit to m = (my,...,mMmy,)

n

C=gq- Hgaj'mj

j=1

Open the position i

an—!—l—z

T = (C/gai'mi)

Aggregate (m;), . g

(H:G — Z,)

10/17
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Commit to m = (my,...,mMmy,)

C _ - a]mj -~ 1 al a’fH—l—i a” an+1 a2n+1—i a2n
— 9 'Hg h; X/ o |o Y mid X |- mal---] 0
J=1
+ <
o, o . . 0 0 ’y M. mn
Open the position i hj X -1l X 0
S hi x| o | o s X oo ma] o

T = (C/gai'mi)a L

)

Aggregate (m;), . g
Missing Part of 775 .
=[I="; hi=H(G,C,8m[9) (cooffof 1) s E m; - h;
s icS

(H:G — Z,)
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Commit to m = (my,...,mMmy,)

n

C = ’Y.H aj-mj - 1 ot P N s Q2ntl=i o 2n
J g h; X/ o |o y mid X |- mal--] 0
j=1
+ <
. . . 0 m_ n
Open the position i h] X 0 v -1l X m 0
S hi x| o | o s X oo ma] o

T = (C/gai'mi)a L

Aggregate (m;), . g \
= Hﬁihi; h; = H(i,C,S,ml[S]) (07 ) — Zmz - h;

(H:G — Z,)



Commit to m = (my,...,mMmy,)

n

C=gq- Hgaj'mj

j=1

Open the position i

an—!—l—z

T = (C/gai'mi)

Aggregate (m;), . g

(H:G — Z,)
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o Verify (C, S, {m}, s, m[5])

H . (0, gan—l—l—z’) hi

R h..ontl
6( 7g)'Hgg’%hla

€S €S
u J u J
Y Y
Shift and sum all of Adding the missing
the values to the proofs

committed values

1€S



Commit to m = (my,...,mMmy,)
n .
C=g-]]g*™
=1

Open the position i

n+1—i

;= (C/gai'mi)a

Aggregate (m;), . g

= Hmh"; h; = H(i,C,S,m[S])

(H:G — Z,)

11/17

o Verify (C, S, {m}, s, m[5])

H € (C’ ganﬂ—i) h; _ e( , g) . H g?i‘hi'anﬂ

€S €S
u J u J
Y Y
Shift and sum all of Adding the missing
the values to the proofs
committed values
S ik
€S

Correct \/J
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Batch Binding
A% (Ca 5075177ﬁ0[50]777_i1[51]7 y )

such that
Verify(C, So, mio|So), 70) = 1 (C, 1) — Zmo[z’] : hEO)
1€8)
N\
Verify(C, S1,m1[S1],7m1) =1 (Cym1) = Zml 2] - hz(l)
1€5]
N\

Ji* € SoNSy s.t. Tfio[z*] ?é m [’1,*]
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Batch Binding

A% (C7 5075177ﬁ0[50]777_i1[51]7 y )
such that
D

Verify(C, So, mio|So), 70) = 1 (C, 1) — Zmo[i]-hgo)
1€8)
A
Verify(C', Sy, [S1], 1) = 1 (Com) e > mui] - ALY
1€5] >

A
Ji* € SoNSy s.t. 7772:()[’1,*] 7§ m [’1,*]
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Batch Binding

A% (C7 5075177ﬁ0[50]777_i1[51]7 y )
such that
D

Verify(C, So, mio|So), 70) = 1 (C, 1) — Zmo[i] : hgo)
1€8)
A
Verify(C, S1,m1[S1],7m1) =1 (Cymi) = Zml[z] 'hz(l)

/
- ’ _Get rid of other elements to find 151 >
A Nz conflicting proofs for the single
position *
i € So NSy s.t. my [’l,*] =+ My [’1,*]
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Batch Binding

A% (C7 5075177ﬁ0[50]77ﬁ1[51]7 y )
such that

Verify(C, So, mio|So), 70) = 1 (C, 1) — Zmo[i] : hgo)
1€8)
A
Verify(C, S1,m1[S1],7m1) =1 (Cymi) = Zml[z] 'hz(l)

|
- ’ _Get rid of other elements to find 1€51 >
A Nz conflicting proofs for the single
position * M
3i* € SgN Sy s.t. 1t [7,*] 7& 1y [’1,*] L Control the randomnese 1




PointProofs [GRWZ20]

Improved Proof of Same-Commitment Agaregation
Ueing

Local Forking Lemma
Bellare, Dali, Li (Asiacrypt’19)



13/17

First Run
L1 |
hi | *1 | M
x;. = (i, C, Sy, mo[So]
(0 120 | Y
ZL; :
7
Lt ht

(07 SO) 517W0[SO]7HI>[SI]7 o, 7Tl)

(Cymo) = > mgld] - B

1€8)
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First Run Second Run
H '
L1 | L1 |
hi | 1 | M hy | 21 | My
= (i*,C, So,mo[So] LU9) = (i*,C, So,mo[So]
A0 | mgg) }fz@ P | m}gg) hiﬁo )
T; ’ T; :
1 1
Lt hy Lt hy

(07 SO) 517W0[SO]7HI>[SI]7 o, 71-1)

(Cymo) = > mgld] - B

1€8)



First Run
L1 |
hi | *1 | M
( C So,m()[So]
Y | 120 Y
ZL; :
()
Lt ht

(07 SO) 517W0[SO]7HI>[SI]7 o, 7Tl)

— Y myli]

1€8)

Second Run

13/17

Y
Z1 hq
w;?) h;i&m
5|

— !/ / /
<C SOaSme[SO]am,l [51},7707771)

= Y mgli]

1€.8)
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First Run Second Run
H e vl
L1 | L1 |
hi |z | M ha | 1 | Iy
(¢, C, So, mo[So] D = (%, C, So,m0|[S]
o RS | [0 | 5O
T; : T; .
h; | T hi B | i hi
7 7
Lt h Lt hy

(C, So, sl,ﬁo[so],ﬁ[sl],m,m)

Local
Forking
Lemma

— Y myli] - B (Corl) = ) mold]

1€80 €8y

— !/ / /
<C SOaSme[SO]am,l [51},7707771)
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First Run Second Run
H '

L1 | L1 |
hi | 1 | M hy | 21 | My

332(9) = (i*,C, So,m()[So] ;UZ(P) = (i*,C, So,m()[So]
ST 0 e
ZL; : ZL; :

Lt hy Lt hy
—
— — !/ —> !/ / /
(C, S0, 51, mo[So], mq [51], 70, 7T1) <C, S0, 515 mo[So], m’l [51] y 70 7T1)

(Como) = Y moli] B +mo[i]- B (Con)) = Y mgli] - A+ mglit] - AL

i >

i€Sp\{i*} i€8o\{i*}
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First Run Second Run

L1 | |
hy | 1 | Iy | =1 | W
0 = (Z , C, S(], my [So] C S(], myg [So] ‘ ‘
(0) (0) () 1(0)
pit—— [ pEa:
; . :
1
Lt hy Lt hy

(C, So, sl,ﬁo[so],ﬁ[sl],m,m)

@

H/ / / /
1,m0 [So}, m} [51},7707771

Dividing the two verification equations ot I\1/ARS o™y [i*]
g of S q AN (C ) —e (7-‘-0/7-(-0) 9 )97
0
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First Run Third Run
‘H '
L1 | L1 |
hs | *1 | M hs | *1 | M

.’13(*1) = (i*, C, Sl, mq [Sl]

1

z(*l) = (i*, C, Sl, mq [Sl]

O [ @ M )
i L) i JE I
Lt h Lt hy
— — / e = "o
C7 SO) Sl) my [50]7 mq [Sl]a o, 1 C) SO7 Sla m [SO} y M [Sl]a Ty T

Dividing the two verification equations ~~~. ¢ (C’, ga”+1‘i*) ( ( . /ﬂ_//) 1/A h(l), A) . g;n+l'm1 [i*]
(For S1)
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e Extracting two conflicting proofs for position ;* from two conflicting batches:

. n+1—i* 1 Ah(g) R n+1, %
e(C,g“ ) 26((7fo/ﬂ6) o ,g> gy ™"

ntl_i* (1) n+l, .k
e(C,ga " ) = e((m/ﬂ'l')l/Ah” ,Q) '9;+ ]

e Contradicting position binding.

e Solving n-DHE problem. X
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e Extracting two conflicting proofs for position ;* from two conflicting batches:

. n+1—i* 1 Ah(g) R n+1, %
e(C,g“ ) 26((7ro/7f6) o ,g> gy ™"

el (1) bl ok
e(C,ga " ) = e((m/w'{)lmh’* ,g) '9;+ ]

e Contradicting position binding.

Batch Binding \/ J

e Solving n-DHE problem. X



Conclusion

e A new security proof for the PointProofs in the ROM (without AGM)
without changing the scheme.

o Same-commitment (generalized or local forking lemma)
o Cross-commitment (local forking lemma)

e Proposing the first perfectly-hiding polynomial commitment with
optimal batch openings (1 group element) inspired by PointProofs
techniques.

Based on inner-product functional commitment of Libert, Ramanna, and
Yung (ICALP’16), under the n-DHE assumption.
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Conclusion

e A new security proof for the PointProofs in the ROM (without AGM)
without changing the scheme.

o Same-commitment (generalized or local forking lemma)
o Cross-commitment (local forking lemma)

e Proposing the first perfectly-hiding polynomial commitment with
optimal batch openings (1 group element) inspired by PointProofs
techniques.

Based on inner-product functional commitment of Libert, Ramanna, and
Yung (ICALP’16), under the n-DHE assumption.

Thank You!



