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Isogeny-based key exchanges

Based on class group actions Not based on class group actions
© CRS (1997-2004) © SIDH (2011)
@ CSIDH (2018) @ B-SIDH (2020)

© OSIDH (2020)
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Key exchange from a class group action

Private Public Private

Ey

Alice Bob
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Key exchange from a class group action

Private Public Private
Ey
[a] [a] E [b]
Alice | Bob
[b] Eo
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Key exchange from a class group action

Private Public Private
Ey
[a] [a] Eo (6]
Alice | Bob
[a][b] E [b] Eo [b][a] Eo
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CSIDH

Connected component of a union of supersingular 3-, 5-, and 7-isogeny graphs
over some prime field IF),.

Marc Houben (COSIC, Belgium) Horizontal racewalking using radical isogenies 06/12/2022 4/10



CSIDH

e ® o
° )
) )
® )

° )
® )
® )
° )

) )

° ®
) ]
° ®
e o ©

Marc Houben (COSIC, Belgium) Horizontal racewalking using radical isogenies 06/12/2022 4/10



CSIDH

e<9 o
® )
® o)
® )
® )
® ®
® )
° )
) )
® °
) ®
° ®
o o ©

Marc Houben (COSIC, Belgium) Horizontal racewalking using radical isogenies 06/12/2022 4/10



CSIDH

o~ )
) ®
° ®
® ®
® ®
® °
° °
® °
° ®
) ®
° °
e o ©

Marc Houben (COSIC, Belgium) Horizontal racewalking using radical isogenies 06/12/2022 4/10



Introduction Isogeny-based key exchanges

CSIDH
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CSIDH
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Introduction Isogeny-based key exchanges

CSIDH
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Computing a chain of N-isogenies

Problem
Given an isogeny ¢ : E — E' = E/(P) of degree N, find P’ on E’ such
that the composition E 2> E' — E'/(P') is cyclic of degree N2
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Computing a chain of N-isogenies

Problem
Given an isogeny ¢ : E — E' = E/(P) of degree N, find P’ on E’ such
that the composition E 2> E' — E'/(P') is cyclic of degree N2

Possible solution
Sample a random point @ on E’, and hope that P’ = (#E’/N)Q works.

Marc Houben (COSIC, Belgium) Horizontal racewalking using radical isogenies 06/12/2022 5/10



Introduction Computing the group action

Computing a chain of N-isogenies

Problem
Given an isogeny ¢ : E — E' = E/(P) of degree N, find P’ on E’ such
that the composition E 2> E' — E'/(P') is cyclic of degree N2

Possible solution
Sample a random point @ on E’, and hope that P’ = (#E’/N)Q works.

Alternative solutions

@ Extract a root of the modular polynomial ®y(j(E’), X) different
from j(E).
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Introduction Computing the group action

Computing a chain of N-isogenies

Problem
Given an isogeny ¢ : E — E' = E/(P) of degree N, find P’ on E’ such
that the composition E 2> E' — E'/(P') is cyclic of degree N2

Possible solution
Sample a random point @ on E’, and hope that P’ = (#E’/N)Q works.

Alternative solutions
@ Extract a root of the modular polynomial ®y(j(E’), X) different
from j(E).
@ Extract a root of the N-division polynomial on E’.
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Radical Isogenies Example

Radical 5-isogenies
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Radical Isogenies Example

Radical 5-isogenies

Any elliptic curve with a point of P order 5 can be written as

E:y*— (1 —b)xy —by = 2> — bx?, where P = (0,0).
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Radical Isogenies Example

Radical 5-isogenies

Any elliptic curve with a point of P order 5 can be written as
E:y*— (1 —b)xy —by = 2> — bx?, where P = (0,0).
Write down the (general) equation for E/(P):

Y2+ (1—b)xy—by = 23 —bax® —5b(b*+2b— 1)z —b(b*+106% — 5624+ 15b—1).
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Radical Isogenies Example

Radical 5-isogenies

Any elliptic curve with a point of P order 5 can be written as

E:y*— (1 —b)xy —by = 2> — bx?, where P = (0,0).
Write down the (general) equation for E/(P):
Y2+ (1—b)zy—by = 23 —ba® —5b(b*+2b— 1)z —b(b*+106> — 56 +156—1).
Find the coordinates of an appropriate 5-torsion point P’ on E’:

zy = 5a* 4 (b—3)ad + (b+2)a® + (2b— 1)a — 2b,
yh = Bat4 (b—3)ad + (b —10b + 1)a® + (13b — b*)a — b? — 11b,

where o = V/b.
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Radical Isogenies Example

Radical 5-isogenies

Any elliptic curve with a point of P order 5 can be written as

E:y*— (1 —b)xy —by = 2> — bx?, where P = (0,0).
Write down the (general) equation for E/(P):
Y2+ (1—b)zy—by = 23 —ba® —5b(b*+2b— 1)z —b(b*+106> — 56 +156—1).
Find the coordinates of an appropriate 5-torsion point P’ on E’:
zy = bat+(b—3)ad+ (b+2)a?+ (20— 1)a — 20,
yh = Bat4 (b—3)ad + (b —10b + 1)a® + (13b — b*)a — b? — 11b,
where a = v/b. Translate P’ to (0,0) to obtain

at+3024+402+2a+1
ot —2a3 +402 —3a+1°
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E':y’—(1-b)ay—b'y = 2° V2%, where ) = a




New method

In general, we have the Tate normal form,

E:y*+ (1 —c)xy — bx = 2% — ba®, where (b,¢) € X;(N).
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New method

In general, we have the Tate normal form,
E:y*+ (1 —c)xy — bx = 2% — ba®, where (b,¢) € X;(N).

For a = Y/tn(P, P), we can write

N-1 N-1
V= Z u; (b, c)a’, d = vi (b, c)a’.
=0 1=0
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New method

In general, we have the Tate normal form,
E:y*+ (1 —c)xy — bx = 2% — ba®, where (b,¢) € X;(N).

For a = Y/tn(P, P), we can write

N-1 N-1
V= Z u; (b, c)a’, d = vi (b, c)a’.
=0 1=0

Idea

Determine u;(b, ¢), vi(b, c) over many (smallish) fields IF,, by rational
interpolation, then lift to Q using CRT.
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New method

In general, we have the Tate normal form,
E:y*+ (1 —c)xy — bx = 2% — ba®, where (b,¢) € X;(N).

For a = Y/tn(P, P), we can write

N-1 N-1
V= Z u; (b, c)a’, d = vi (b, c)a’.
=0 1=0

Idea

Determine u;(b, ¢), vi(b, c) over many (smallish) fields IF,, by rational
interpolation, then lift to Q using CRT.

— extended formulas from N < 13 to V < 37.
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Optimizing the formulae
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Optimizing the formulae

Previously, on radical 8-isogenies. ..

—A3+6A% - 12448 , 443 —24A%+484-32 4
Az Y Y Ry
—4A3 +24A% — 484 +32 5 2A3—12A2+24A-16 ,
B2 44 O T B dAZ 44
A-2 4 242444 34%2 -4 —A%?+24
R Ry S Sy g ey g

A =

where v = {/(—A3 + A2) /(A% — 843 + 24A2 — 324 + 16).
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Optimizing the formulae

Previously, on radical 8-isogenies. ..

—A3+6A4%2 - 12A+8 , 4A3 —24A% 4+ 484 -32
(0%

[
A= A2 A3+ 4A2 — 4A
—4A3 +24A% — 484 +32 5 2A3—12A2+24A-16 ,
A3 +4A2 — 44 A3 +4A2 — 44
A-2 4 242444 34%2 -4 —A%?+24
o + o+ ,
A A2+ 444 A2+ 4A -4 A2 +4A—4

where v = {/(—A3 + A2) /(A% — 843 + 24A2 — 324 + 16).

New radical 8-isogeny formula

—2A(A—2)a? — A(A-2)
(A—2)2a*— A(A—2)a?2 — A(A—2)a+ A’

where a = {/—A2(A - 1)/(A - 2)%.
Horizontal racewalking using radical isogenies

Al =
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RESTISM  \Walking horizontally

Walking horizontally
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Figure: Connected component of a supersingular 2-isogeny graph over [,
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Benchmarks

© Factor 3 improvement for chains of 2-isogenies over 512-bit prime
fields.

@ 12% acceleration compared to CSURF-512.
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The End

Thank you!
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