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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Overview

1 Summary of Collision Attacks on SHA-3
SHA-3 Hash Function
Collision Attacks - Review and Progress

2 SAT-based Automatic Search Toolkit
SAT Implementation
Truncated Differential Trail Search
Colliding Trail Search
Connecting Trail Search

3 6-round Collision Attacks
Basic Attack Strategy
Classical Collision Attack
Quantum Collision Attacks

4 Conclusion
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

SHA-3 Hash Family
Sponge construction

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

0

<latexit sha1_base64="2Fw0tYkoHQj8k1S+Z8AszaOALHo=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2Vmm6/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/fPmMwA==</latexit>

0

<latexit sha1_base64="2Fw0tYkoHQj8k1S+Z8AszaOALHo=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2Vmm6/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/fPmMwA==</latexit>

�

<latexit sha1_base64="GzX5Dlt5+DlVJJ/ptmRhLzRmsww=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKQL0FvXiMYB6QLGF2MpuMmZ1Z5iGEJf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpZxp4/vfXmFtfWNzq7hd2tnd2z8oHx61tLSK0CaRXKpOhDXlTNCmYYbTTqooTiJO29H4dua3n6jSTIoHM0lpmOChYDEj2Dip1ZMpt7pfrvhVfw60SoKcVCBHo1/+6g0ksQkVhnCsdTfwUxNmWBlGOJ2WelbTFJMxHtKuowInVIfZ/NopOnPKAMVSuRIGzdXfExlOtJ4kketMsBnpZW8m/ud1rYmvwoyJ1BoqyGJRbDkyEs1eRwOmKDF84ggmirlbERlhhYlxAZVcCMHyy6ukdVENatXr+1qlfpPHUYQTOIVzCOAS6nAHDWgCgUd4hld486T34r17H4vWgpfPHMMfeJ8/096PUQ==</latexit>

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

�

<latexit sha1_base64="GzX5Dlt5+DlVJJ/ptmRhLzRmsww=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKQL0FvXiMYB6QLGF2MpuMmZ1Z5iGEJf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpZxp4/vfXmFtfWNzq7hd2tnd2z8oHx61tLSK0CaRXKpOhDXlTNCmYYbTTqooTiJO29H4dua3n6jSTIoHM0lpmOChYDEj2Dip1ZMpt7pfrvhVfw60SoKcVCBHo1/+6g0ksQkVhnCsdTfwUxNmWBlGOJ2WelbTFJMxHtKuowInVIfZ/NopOnPKAMVSuRIGzdXfExlOtJ4kketMsBnpZW8m/ud1rYmvwoyJ1BoqyGJRbDkyEs1eRwOmKDF84ggmirlbERlhhYlxAZVcCMHyy6ukdVENatXr+1qlfpPHUYQTOIVzCOAS6nAHDWgCgUd4hld486T34r17H4vWgpfPHMMfeJ8/096PUQ==</latexit>

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

�

<latexit sha1_base64="GzX5Dlt5+DlVJJ/ptmRhLzRmsww=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKQL0FvXiMYB6QLGF2MpuMmZ1Z5iGEJf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpZxp4/vfXmFtfWNzq7hd2tnd2z8oHx61tLSK0CaRXKpOhDXlTNCmYYbTTqooTiJO29H4dua3n6jSTIoHM0lpmOChYDEj2Dip1ZMpt7pfrvhVfw60SoKcVCBHo1/+6g0ksQkVhnCsdTfwUxNmWBlGOJ2WelbTFJMxHtKuowInVIfZ/NopOnPKAMVSuRIGzdXfExlOtJ4kketMsBnpZW8m/ud1rYmvwoyJ1BoqyGJRbDkyEs1eRwOmKDF84ggmirlbERlhhYlxAZVcCMHyy6ukdVENatXr+1qlfpPHUYQTOIVzCOAS6nAHDWgCgUd4hld486T34r17H4vWgpfPHMMfeJ8/096PUQ==</latexit>

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

�

<latexit sha1_base64="GzX5Dlt5+DlVJJ/ptmRhLzRmsww=">AAAB7XicbVDLSgNBEOyNrxhfUY9eBoPgKexKQL0FvXiMYB6QLGF2MpuMmZ1Z5iGEJf/gxYMiXv0fb/6Nk2QPmljQUFR1090VpZxp4/vfXmFtfWNzq7hd2tnd2z8oHx61tLSK0CaRXKpOhDXlTNCmYYbTTqooTiJO29H4dua3n6jSTIoHM0lpmOChYDEj2Dip1ZMpt7pfrvhVfw60SoKcVCBHo1/+6g0ksQkVhnCsdTfwUxNmWBlGOJ2WelbTFJMxHtKuowInVIfZ/NopOnPKAMVSuRIGzdXfExlOtJ4kketMsBnpZW8m/ud1rYmvwoyJ1BoqyGJRbDkyEs1eRwOmKDF84ggmirlbERlhhYlxAZVcCMHyy6ukdVENatXr+1qlfpPHUYQTOIVzCOAS6nAHDWgCgUd4hld486T34r17H4vWgpfPHMMfeJ8/096PUQ==</latexit>

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

f

<latexit sha1_base64="bQ2xxwIBNSDKgn4cTQRi0mYf7FY=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmmG/XHGr7hxklXg5qUCORr/81RvELI1QGiao1l3PTYyfUWU4Ezgt9VKNCWVjOsSupZJGqP1sfuiUnFllQMJY2ZKGzNXfExmNtJ5Ege2MqBnpZW8m/ud1UxNe+RmXSWpQssWiMBXExGT2NRlwhcyIiSWUKW5vJWxEFWXGZlOyIXjLL6+S9kXVq1Wvm7VK/SaPowgncArn4MEl1OEOGtACBgjP8ApvzqPz4rw7H4vWgpPPHMMfOJ8/ztGM9g==</latexit>

pad10⇤1

<latexit sha1_base64="+nsAi69Tkbduww096cipUFCXxIM=">AAAB+3icbVBNS8NAEN3Ur1q/Yj16WSyCeCiJFNRb0YvHCvYD2lg2m227dLMJuxNpCfkrXjwo4tU/4s1/47bNQVsfDDzem2Fmnh8LrsFxvq3C2vrG5lZxu7Szu7d/YB+WWzpKFGVNGolIdXyimeCSNYGDYJ1YMRL6grX98e3Mbz8xpXkkH2AaMy8kQ8kHnBIwUt8u94BNQIVpTIIMu87judu3K07VmQOvEjcnFZSj0be/ekFEk5BJoIJo3XWdGLyUKOBUsKzUSzSLCR2TIesaKknItJfOb8/wqVECPIiUKQl4rv6eSEmo9TT0TWdIYKSXvZn4n9dNYHDlpVzGCTBJF4sGicAQ4VkQOOCKURBTQwhV3NyK6YgoQsHEVTIhuMsvr5LWRdWtVa/va5X6TR5HER2jE3SGXHSJ6ugONVATUTRBz+gVvVmZ9WK9Wx+L1oKVzxyhP7A+fwATapPS</latexit>

{

<latexit sha1_base64="X8QMMZnk1jIk+FOAFCKaNUxcnbU=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsR/QhrLZbtqlm03YnQgl9B948aCIV/+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqEScJ9yM6VCIUjKKVHnpZv1xxq+4cZJV4OalAjka//NUbxCyNuEImqTFdz03Qz6hGwSSflnqp4QllYzrkXUsVjbjxs/mlU3JmlQEJY21LIZmrvycyGhkziQLbGVEcmWVvJv7ndVMMr/xMqCRFrthiUZhKgjGZvU0GQnOGcmIJZVrYWwkbUU0Z2nBKNgRv+eVV0rqoerXq9X2tUr/J4yjCCZzCOXhwCXW4gwY0gUEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH59kjXE=</latexit>

{

<latexit sha1_base64="X8QMMZnk1jIk+FOAFCKaNUxcnbU=">AAAB6XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsR/QhrLZbtqlm03YnQgl9B948aCIV/+RN/+N2zYHbX0w8Hhvhpl5QSKFQdf9dgpr6xubW8Xt0s7u3v5B+fCoZeJUM95ksYx1J6CGS6F4EwVK3kk0p1EgeTsY38789hPXRsTqEScJ9yM6VCIUjKKVHnpZv1xxq+4cZJV4OalAjka//NUbxCyNuEImqTFdz03Qz6hGwSSflnqp4QllYzrkXUsVjbjxs/mlU3JmlQEJY21LIZmrvycyGhkziQLbGVEcmWVvJv7ndVMMr/xMqCRFrthiUZhKgjGZvU0GQnOGcmIJZVrYWwkbUU0Z2nBKNgRv+eVV0rqoerXq9X2tUr/J4yjCCZzCOXhwCXW4gwY0gUEIz/AKb87YeXHenY9Fa8HJZ47hD5zPH59kjXE=</latexit>

r

<latexit sha1_base64="ygyqlkFM1MlD09sJ/2Q9IlUZaeQ=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmqpfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/IzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6Lq1arXzVqlfpPHUYQTOIVz8OAS6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8f4QGNAg==</latexit>

c

<latexit sha1_base64="bhiSapZqB4YpGiPqZwij2aj/HSs=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjy2YGuhDWWznbRrN5uwuxFK6C/w4kERr/4kb/4bt20O2vpg4PHeDDPzgkRwbVz32ymsrW9sbhW3Szu7e/sH5cOjto5TxbDFYhGrTkA1Ci6xZbgR2EkU0igQ+BCMb2f+wxMqzWN5byYJ+hEdSh5yRo2VmqxfrrhVdw6ySrycVCBHo1/+6g1ilkYoDRNU667nJsbPqDKcCZyWeqnGhLIxHWLXUkkj1H42P3RKzqwyIGGsbElD5urviYxGWk+iwHZG1Iz0sjcT//O6qQmv/IzLJDUo2WJRmApiYjL7mgy4QmbExBLKFLe3EjaiijJjsynZELzll1dJ+6Lq1arXzVqlfpPHUYQTOIVz8OAS6nAHDWgBA4RneIU359F5cd6dj0VrwclnjuEPnM8fykWM8w==</latexit>

Absorbing

<latexit sha1_base64="+R+CT18PQfx4yhEHKC/MKEfVVUk=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKoN6iXjxGMA9JljA7mU2GzGOZmRXCkq/w4kERr36ON//GSbIHTSxoKKq66e6KEs6M9f1vr7Cyura+UdwsbW3v7O6V9w+aRqWa0AZRXOl2hA3lTNKGZZbTdqIpFhGnrWh0O/VbT1QbpuSDHSc0FHggWcwItk56vI6M0hGTg1654lf9GdAyCXJSgRz1Xvmr21ckFVRawrExncBPbJhhbRnhdFLqpoYmmIzwgHYclVhQE2azgyfoxCl9FCvtSlo0U39PZFgYMxaR6xTYDs2iNxX/8zqpjS/DjMkktVSS+aI45cgqNP0e9ZmmxPKxI5ho5m5FZIg1JtZlVHIhBIsvL5PmWTU4r17dn1dqN3kcRTiCYziFAC6gBndQhwYQEPAMr/Dmae/Fe/c+5q0FL585hD/wPn8A2oiQdw==</latexit>

Squeezing

<latexit sha1_base64="yQoODtol7paBGoTxj3jEupJa/XI=">AAAB8HicbVDLSgNBEOyNrxhfUY9eBoPgKeyKoN6CXjxGNA9JljA76SRDZmfXmVkhLvkKLx4U8ernePNvnCR70MSChqKqm+6uIBZcG9f9dnJLyyura/n1wsbm1vZOcXevrqNEMayxSESqGVCNgkusGW4ENmOFNAwENoLh1cRvPKLSPJJ3ZhSjH9K+5D3OqLHS/e1DgvjEZb9TLLlldwqySLyMlCBDtVP8ancjloQoDRNU65bnxsZPqTKcCRwX2onGmLIh7WPLUklD1H46PXhMjqzSJb1I2ZKGTNXfEykNtR6Fge0MqRnoeW8i/ue1EtM791Mu48SgZLNFvUQQE5HJ96TLFTIjRpZQpri9lbABVZQZm1HBhuDNv7xI6idl77R8cXNaqlxmceThAA7hGDw4gwpcQxVqwCCEZ3iFN0c5L8678zFrzTnZzD78gfP5AxIOkJs=</latexit>

Truncd

<latexit sha1_base64="C/QM9r+G5C/UUb817dqv50rPNFs=">AAAB+XicbVBNS8NAEN3Ur1q/oh69LBbBU0lEUG9FLx4r9AvaEDabTbt0swm7k2IJ/SdePCji1X/izX/jNuagrQ8GHu/NMDMvSAXX4DhfVmVtfWNzq7pd29nd2z+wD4+6OskUZR2aiET1A6KZ4JJ1gINg/VQxEgeC9YLJ3cLvTZnSPJFtmKXMi8lI8ohTAkbybXsI7BFUnLdVJuncD3277jScAniVuCWpoxIt3/4chgnNYiaBCqL1wHVS8HKigFPB5rVhpllK6ISM2MBQSWKmvby4fI7PjBLiKFGmJOBC/T2Rk1jrWRyYzpjAWC97C/E/b5BBdO3lXKYZMPNXsSjKBIYEL2LAIVeMgpgZQqji5lZMx0QRCiasmgnBXX55lXQvGu5l4+bhst68LeOoohN0is6Ri65QE92jFuogiqboCb2gVyu3nq036/2ntWKVM8foD6yPb0+vlB4=</latexit>

<latexit sha1_base64="OKeJSrXjEd0c9+t2GoxkmJBRGy0=">AAAB8XicbVDLSgNBEOyNrxhfUY9ehgRBEOJuEPUY9OJFiGAemCxhdjKbDJmdXWZmhWWTv8jFgyJe/Rtv+Rsnj4MmFjQUVd10d3kRZ0rb9sTKrK1vbG5lt3M7u3v7B/nDo7oKY0lojYQ8lE0PK8qZoDXNNKfNSFIceJw2vMHd1G+8UKlYKJ50ElE3wD3BfEawNtLzw3BoOxeOQSdftEv2DGiVOAtSrBTa5+NJJal28t/tbkjigApNOFaq5diRdlMsNSOcjnLtWNEIkwHu0ZahAgdUuens4hE6NUoX+aE0JTSaqb8nUhwolQSe6Qyw7qtlbyr+57Vi7d+4KRNRrKkg80V+zJEO0fR91GWSEs0TQzCRzNyKSB9LTLQJKWdCcJZfXiX1csm5Kl0+mjRuYY4snEABzsCBa6jAPVShBgQEjOEN3i1lvVof1ue8NWMtZo7hD6yvH5hbkos=</latexit>

M ||01/1111 digest

<latexit sha1_base64="rnFzwP5RsXg/5dbeZp86sj/pN6U=">AAAB7XicbVBNS8NAEJ3Ur1q/qh69LBbBU0mkoN6KXjxWsB/QhrLZTNq1m2zY3Qil9D948aCIV/+PN/+N2zYHbX0w8Hhvhpl5QSq4Nq777RTW1jc2t4rbpZ3dvf2D8uFRS8tMMWwyKaTqBFSj4Ak2DTcCO6lCGgcC28Hodua3n1BpLpMHM07Rj+kg4RFn1FipFfIBatMvV9yqOwdZJV5OKpCj0S9/9ULJshgTwwTVuuu5qfEnVBnOBE5LvUxjStmIDrBraUJj1P5kfu2UnFklJJFUthJD5urviQmNtR7Hge2MqRnqZW8m/ud1MxNd+ROepJnBhC0WRZkgRpLZ6yTkCpkRY0soU9zeStiQKsqMDahkQ/CWX14lrYuqV6te39cq9Zs8jiKcwCmcgweXUIc7aEATGDzCM7zCmyOdF+fd+Vi0Fpx85hj+wPn8Ab0Hj0I=</latexit>

· · ·

<latexit sha1_base64="nHiio+O6vzRzvXR7MTZb6sccQ1o=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lEUG9FLx4r2A9oQ9lsNu3SzSbsToRS+iO8eFDEq7/Hm//GTZuDtj4YeLw3w8y8IJXCoOt+O6W19Y3NrfJ2ZWd3b/+genjUNkmmGW+xRCa6G1DDpVC8hQIl76aa0ziQvBOM73K/88S1EYl6xEnK/ZgOlYgEo2ilTp+FCZrKoFpz6+4cZJV4BalBgeag+tUPE5bFXCGT1Jie56boT6lGwSSfVfqZ4SllYzrkPUsVjbnxp/NzZ+TMKiGJEm1LIZmrvyemNDZmEge2M6Y4MsteLv7n9TKMrv2pUGmGXLHFoiiTBBOS/05CoTlDObGEMi3srYSNqKYMbUJ5CN7yy6ukfVH3Lus3D5e1xm0RRxlO4BTOwYMraMA9NKEFDMbwDK/w5qTOi/PufCxaS04xcwx/4Hz+AOjGj08=</latexit>

<latexit sha1_base64="3FG8LBdEqC18A4jUfll6ka4bLSE=">AAAB6HicbZC7SgNBFIbPxltcb1FLm8EgWIVdEbURgzaWCZgLJEuYnZxNxsxemJkVwpInsLFQxFYfxt5GfBsniYUm/jDw8f/nMOccPxFcacf5snILi0vLK/lVe219Y3OrsL1TV3EqGdZYLGLZ9KlCwSOsaa4FNhOJNPQFNvzB1Thv3KFUPI5u9DBBL6S9iAecUW2squoUik7JmYjMg/sDxYt3+zx5+7QrncJHuxuzNMRIM0GVarlOor2MSs2ZwJHdThUmlA1oD1sGIxqi8rLJoCNyYJwuCWJpXqTJxP3dkdFQqWHom8qQ6r6azcbmf1kr1cGZl/EoSTVGbPpRkAqiYzLemnS5RKbF0ABlkptZCetTSZk2t7HNEdzZleehflRyT0rHVadYvoSp8rAH+3AILpxCGa6hAjVggHAPj/Bk3VoP1rP1Mi3NWT89u/BH1us3QSmQPQ==</latexit>s <latexit sha1_base64="3FG8LBdEqC18A4jUfll6ka4bLSE=">AAAB6HicbZC7SgNBFIbPxltcb1FLm8EgWIVdEbURgzaWCZgLJEuYnZxNxsxemJkVwpInsLFQxFYfxt5GfBsniYUm/jDw8f/nMOccPxFcacf5snILi0vLK/lVe219Y3OrsL1TV3EqGdZYLGLZ9KlCwSOsaa4FNhOJNPQFNvzB1Thv3KFUPI5u9DBBL6S9iAecUW2squoUik7JmYjMg/sDxYt3+zx5+7QrncJHuxuzNMRIM0GVarlOor2MSs2ZwJHdThUmlA1oD1sGIxqi8rLJoCNyYJwuCWJpXqTJxP3dkdFQqWHom8qQ6r6azcbmf1kr1cGZl/EoSTVGbPpRkAqiYzLemnS5RKbF0ABlkptZCetTSZk2t7HNEdzZleehflRyT0rHVadYvoSp8rAH+3AILpxCGa6hAjVggHAPj/Bk3VoP1rP1Mi3NWT89u/BH1us3QSmQPQ==</latexit>s <latexit sha1_base64="3FG8LBdEqC18A4jUfll6ka4bLSE=">AAAB6HicbZC7SgNBFIbPxltcb1FLm8EgWIVdEbURgzaWCZgLJEuYnZxNxsxemJkVwpInsLFQxFYfxt5GfBsniYUm/jDw8f/nMOccPxFcacf5snILi0vLK/lVe219Y3OrsL1TV3EqGdZYLGLZ9KlCwSOsaa4FNhOJNPQFNvzB1Thv3KFUPI5u9DBBL6S9iAecUW2squoUik7JmYjMg/sDxYt3+zx5+7QrncJHuxuzNMRIM0GVarlOor2MSs2ZwJHdThUmlA1oD1sGIxqi8rLJoCNyYJwuCWJpXqTJxP3dkdFQqWHom8qQ6r6azcbmf1kr1cGZl/EoSTVGbPpRkAqiYzLemnS5RKbF0ABlkptZCetTSZk2t7HNEdzZleehflRyT0rHVadYvoSp8rAH+3AILpxCGa6hAjVggHAPj/Bk3VoP1rP1Mi3NWT89u/BH1us3QSmQPQ==</latexit>s

State

slice

row

column

lane

<latexit sha1_base64="i8fRYI7JJtRam+icXVd3jJLB0fg=">AAAB83icbVBNSwMxEJ2tX7V+VT16CbaCp7Iroh6rXjxWsB+wXUo2zbaxSXZJskJZ+je8eFDEq3/Gm//GtN2Dtj4YeLw3w8y8MOFMG9f9dgorq2vrG8XN0tb2zu5eef+gpeNUEdokMY9VJ8SaciZp0zDDaSdRFIuQ03Y4up367SeqNIvlgxknNBB4IFnECDZW6lavfRb4j4E/Cqq9csWtuTOgZeLlpAI5Gr3yV7cfk1RQaQjHWvuem5ggw8owwumk1E01TTAZ4QH1LZVYUB1ks5sn6MQqfRTFypY0aKb+nsiw0HosQtspsBnqRW8q/uf5qYmugozJJDVUkvmiKOXIxGgaAOozRYnhY0swUczeisgQK0yMjalkQ/AWX14mrbOad1E7vz+r1G/yOIpwBMdwCh5cQh3uoAFNIJDAM7zCm5M6L8678zFvLTj5zCH8gfP5A9SOkOg=</latexit>

A[i][j][k]

<latexit sha1_base64="vM7dnU514d5D3AFifD+XPPI+Fbg=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIph4IrvEqEeiF48Y5ZHAhswOszBhdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmd+64lrI2L1iOOE+xEdKBEKRtFKD2VR7hVLbsWdg6wSLyMlyFDvFb+6/ZilEVfIJDWm47kJ+hOqUTDJp4VuanhC2YgOeMdSRSNu/Mn81Ck5s0qfhLG2pZDM1d8TExoZM44C2xlRHJplbyb+53VSDK/9iVBJilyxxaIwlQRjMvub9IXmDOXYEsq0sLcSNqSaMrTpFGwI3vLLq6RZrXiXlYv7aql2k8WRhxM4hXPw4ApqcAd1aACDATzDK7w50nlx3p2PRWvOyWaO4Q+czx+JdY1Q</latexit>

i
<latexit sha1_base64="Lam0rA5vcLwLc9KqeJmgcFJOsyw=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIph4IrvGqEeiF48Y5ZHAhswOvTAyO7uZmTUhhE/w4kFjvPpF3vwbB9iDgpV0UqnqTndXkAiujet+O7mV1bX1jfxmYWt7Z3evuH/Q0HGqGNZZLGLVCqhGwSXWDTcCW4lCGgUCm8HwZuo3n1BpHssHM0rQj2hf8pAzaqx0X34sd4slt+LOQJaJl5ESZKh1i1+dXszSCKVhgmrd9tzE+GOqDGcCJ4VOqjGhbEj72LZU0gi1P56dOiEnVumRMFa2pCEz9ffEmEZaj6LAdkbUDPSiNxX/89qpCa/8MZdJalCy+aIwFcTEZPo36XGFzIiRJZQpbm8lbEAVZcamU7AheIsvL5PGWcW7qJzfnZWq11kceTiCYzgFDy6hCrdQgzow6MMzvMKbI5wX5935mLfmnGzmEP7A+fwBivqNUQ==</latexit>

j

<latexit sha1_base64="mojReNy+UmnSpcB0xb9qQU2Gdns=">AAAB6nicbVDLTgJBEOzFF+IL9ehlIph4IrvEqEeiF48Y5ZHAhswOszBhdnYz02tCCJ/gxYPGePWLvPk3DrAHBSvppFLVne6uIJHCoOt+O7m19Y3Nrfx2YWd3b/+geHjUNHGqGW+wWMa6HVDDpVC8gQIlbyea0yiQvBWMbmd+64lrI2L1iOOE+xEdKBEKRtFKD+VRuVcsuRV3DrJKvIyUIEO9V/zq9mOWRlwhk9SYjucm6E+oRsEknxa6qeEJZSM64B1LFY248SfzU6fkzCp9EsbalkIyV39PTGhkzDgKbGdEcWiWvZn4n9dJMbz2J0IlKXLFFovCVBKMyexv0heaM5RjSyjTwt5K2JBqytCmU7AheMsvr5JmteJdVi7uq6XaTRZHHk7gFM7BgyuowR3UoQEMBvAMr/DmSOfFeXc+Fq05J5s5hj9wPn8AjH+NUg==</latexit>

k

Keccak-f permutation
θ: A[i][j][k]←A[i][j][k]⊕

∑4
j′=0 A[i−1][j′][k]⊕

∑4
j′=0 A[i+1][j′][k−1]

ρ: A[i][j]←A[i][j] ≪ T (i, j),where T (i, j)s are constants

π: A[j][2i+3j]←A[i][j]

χ: A[i][j][k]←A[i][j][k]⊕ (A[i+1][j][k]⊕1) ·A[i+2][j][k]

ι: A[0][0]←A[0][0]⊕RCir ,where RCir is the ir-th round constant

6 Instances
SHA-3 SHA3-224

SHA3-256

SHA3-384

SHA3-512

SHAKE SHAKE128

SHAKE256
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Collision Attacks against the SHA-3 family
Overview of the state-of-the-art cryptanalytic results

Target Type Rounds Time Complexity Reference

SHA3-224 Classical 5 Practical Guo et al. 20201

Quantum 6 297.75/
√

S Sect.4.4

SHA3-256 Classical 5 Practical Guo et al. 20201

Quantum 6 2104.25/
√

S Sect.4.3
SHA3-384 Classical 4 259.64 Huang et al. 20222

SHA3-512 Classical 3 Practical Dinur et al. 20133

SHAKE128
Classical 5 Practical Guo et al. 20201

Classical 6 2123.5
Sect.4.2Quantum 6 267.25/

√
S

SHAKE256 - - - -

1Guo et al, JoC2020, Practical collision attacks against round-reduced
SHA-3

2Huang et al, ToSC2022, Finding Collisions against 4-round SHA3-384
in Practical Time

3Dinur et al, FSE2013, Collision attacks on up to 5 rounds of sha-3
using generalized internal differentials
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Collision Attacks - Revisit Previous Works

Basic attack framework1,2,3,4,5

1 nr2 -round colliding trail
2 nr1 -round connector
3 exhaustive collision search

<latexit sha1_base64="RyT78uq8KhtxWPje6/DIrfLbPv0=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaEDbbSbt0swm7G6GE/ggvHhTx6u/x5r9x2+agrQ8GHu/NMDMvTAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTDFssEYnqhlSj4BJbhhuB3VQhjUOBnXB8N/M7T6g0T+SjmaTox3QoecQZNVbqyCBXgTcNqjW37s5BVolXkBoUaAbVr/4gYVmM0jBBte55bmr8nCrDmcBppZ9pTCkb0yH2LJU0Ru3n83On5MwqAxIlypY0ZK7+nshprPUkDm1nTM1IL3sz8T+vl5noxs+5TDODki0WRZkgJiGz38mAK2RGTCyhTHF7K2EjqigzNqGKDcFbfnmVtC/q3lXdfbisNW6LOMpwAqdwDh5cQwPuoQktYDCGZ3iFNyd1Xpx352PRWnKKmWP4A+fzB02oj4s=</latexit>nr1
-round connecting trail <latexit sha1_base64="V3X6AC7ozXzhl/HrKdyaDsOgD/Y=">AAAB7nicbVBNS8NAEJ34WetX1aOXxSJ4KklR9Fj04rGC/YA2hM120y7dbMLuRCihP8KLB0W8+nu8+W/ctjlo64OBx3szzMwLUykMuu63s7a+sbm1Xdop7+7tHxxWjo7bJsk04y2WyER3Q2q4FIq3UKDk3VRzGoeSd8Lx3czvPHFtRKIecZJyP6ZDJSLBKFqpo4JcB/VpUKm6NXcOskq8glShQDOofPUHCctirpBJakzPc1P0c6pRMMmn5X5meErZmA55z1JFY278fH7ulJxbZUCiRNtSSObq74mcxsZM4tB2xhRHZtmbif95vQyjGz8XKs2QK7ZYFGWSYEJmv5OB0JyhnFhCmRb2VsJGVFOGNqGyDcFbfnmVtOs176rmPlxWG7dFHCU4hTO4AA+uoQH30IQWMBjDM7zCm5M6L86787FoXXOKmRP4A+fzB08tj4w=</latexit>nr2-round colliding trail

<latexit sha1_base64="nth9mrxL3+Kaxz4QIacYpRqBC08=">AAAB8nicbVBNS8NAEN3Ur1q/qh69LBbBU0lE0WNRD3qraD8gDWWznbZLN9mwOxFK6M/w4kERr/4ab/4bt20OWn0w8Hhvhpl5YSKFQdf9cgpLyyura8X10sbm1vZOeXevaVSqOTS4kkq3Q2ZAihgaKFBCO9HAolBCKxxdTf3WI2gjVPyA4wSCiA1i0RecoZX8zjVIZNl993bSLVfcqjsD/Uu8nFRIjnq3/NnpKZ5GECOXzBjfcxMMMqZRcAmTUic1kDA+YgPwLY1ZBCbIZidP6JFVerSvtK0Y6Uz9OZGxyJhxFNrOiOHQLHpT8T/PT7F/EWQiTlKEmM8X9VNJUdHp/7QnNHCUY0sY18LeSvmQacbRplSyIXiLL/8lzZOqd1Z1704rtcs8jiI5IIfkmHjknNTIDamTBuFEkSfyQl4ddJ6dN+d93lpw8pl98gvOxzceapEl</latexit>

�SI
<latexit sha1_base64="pEwlDp+Fc5Gjf2Fn9fIogcAvOcg=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWw2k3btZhN2N0Ip/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAqujet+O4W19Y3NreJ2aWd3b/+gfHjU0kmmGDZZIhLVCahGwSU2DTcCO6lCGgcC28Hobua3n1BpnsgHM07Rj+lA8ogzaqzUCPvlilt15yCrxMtJBXLU++WvXpiwLEZpmKBadz03Nf6EKsOZwGmpl2lMKRvRAXYtlTRG7U/mh07JmVVCEiXKljRkrv6emNBY63Ec2M6YmqFe9mbif143M9GNP+EyzQxKtlgUZYKYhMy+JiFXyIwYW0KZ4vZWwoZUUWZsNiUbgrf88ippXVS9q6rbuKzUbvM4inACp3AOHlxDDe6hDk1ggPAMr/DmPDovzrvzsWgtOPnMMfyB8/kDyTuM7A==</latexit>

d

<latexit sha1_base64="UCRq+UaFMTJgfNPYqGRX5QCArQE=">AAAB8nicbVDLSgNBEJz1GeMrKnjxMhgET2FXRD2G6MGbCZoHbJYwO5kkQ2ZnlpleISz5DC8eFPGqf+EXePPitzh5HDSxoKGo6qa7K4wFN+C6X87C4tLyympmLbu+sbm1ndvZrRmVaMqqVAmlGyExTHDJqsBBsEasGYlCweph/3Lk1++ZNlzJOxjELIhIV/IOpwSs5DevmACS3rZuhq1c3i24Y+B54k1Jvrhf+ebvpY9yK/fZbCuaREwCFcQY33NjCFKigVPBhtlmYlhMaJ90mW+pJBEzQTo+eYiPrNLGHaVtScBj9fdESiJjBlFoOyMCPTPrjcT/PD+BzkWQchknwCSdLOokAoPCo/9xm2tGQQwsIVRzeyumPaIJBZtS1obgzb48T2onBe+scFqxaZTQBBl0gA7RMfLQOSqia1RGVUSRQg/oCT074Dw6L87rpHXBmc7soT9w3n4AB8yUzQ==</latexit>

�SO

<latexit sha1_base64="DMhI+j9WmrSyME+AaEzbcfnxi+A=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUYP1yxa26c5BV4uWkAjnq/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5oVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTcmG4C2/vEpaF1Xvquo2Liu12zyOIpzAKZyDB9dQg3uoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/gfP4Ax7eM6w==</latexit>c

<latexit sha1_base64="kkYfHEkJaFTdmfjaYt65H6sssaw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUUP1yxa26c5BV4uWkAjnq/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5oVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTcmG4C2/vEpaF1Xvquo2Liu12zyOIpzAKZyDB9dQg3uoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/gfP4A3nOM+g==</latexit>r

<latexit sha1_base64="VJGMJ5iEQ4sn5lZOtO/Wn9iD6+0=">AAAB+3icbVDLSgMxFM3UV62vWpduBovgqsyIosuiLtwIFewDOkPJpJk2NJMMyR2xDPMrblwo4tYfceffmGlnoa0HAodzzk1uThBzpsFxvq3Syura+kZ5s7K1vbO7V92vdbRMFKFtIrlUvQBrypmgbWDAaS9WFEcBp91gcp373UeqNJPiAaYx9SM8EixkBIORBtWad0M5YE+aUH5HepcNqnWn4cxgLxO3IHVUoDWofnlDSZKICiAca913nRj8FCtghNOs4iWaxphM8Ij2DRU4otpPZ7tn9rFRhnYolTkC7Jn6eyLFkdbTKDDJCMNYL3q5+J/XTyC89FMm4gSoIPOHwoTbIO28CHvIFCXAp4ZgopjZ1SZjrDABU1fFlOAufnmZdE4b7nnDuT+rN6+KOsroEB2hE+SiC9REt6iF2oigJ/SMXtGblVkv1rv1MY+WrGLmAP2B9fkDaIOUrg==</latexit>

�M

Limitations & Obstacles
Colliding trail search: highly
dependent on truncated
differential trail search
Connector construction:

difficult to generate
connecting trails
quick consumption of
the Degree of Freedom

Lack of efficient trail search
strategy.

1Dinur et al, FSE2012, New attacks on Keccak-224 and Keccak-256
2Dinur et al, JoC2014, Improved practical attacks on round-reduced Keccak
3Qiao et al, EuroCrypt2017, New collision attacks on round-reduced Keccak
4Song et al, Crypto2017, Non-full sbox linearization: Applications to collision attacks on

round-reduced Keccak
5Guo et al, JoC2020, Practical collision attacks against round-reduced SHA-3
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Collision Attacks - Our Progress
SAT-based Collision Attacks on SHA-3

SAT-based trail search toolkit
colliding trail search

satisfying any digest length
covering more rounds
following specific differential pattern
supporting exact probability constraint

connecting trail search
a simpler and more efficient method compared with the previous
Target Difference Algorithm (TDA)
providing adequate Degree of Freedom (DF)

Improved collision attacks
6-round collision attacks on SHAKE128
6-round quantum collision attacks on SHA3-224 and SHA3-256
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SAT implementation
Basics

General approach
Describe 

Problem with 
CNFs

Solve CNFs 
with solvers

solutions

The SAT-based
automatic search

SAT the boolean SATisfiability problems
whether there exist valid assignments for a set
of boolean formulas

CNF the conjunctive normal form
a literal, e.g., x or ¬x

a clause is a disjunction of literals
a CNF is a conjunction of clauses or one clause

Solvers
DPLL solvers, the systematic backtracking search
strategy
CDCL solvers, the conflict-driven clause learning
method
CryptoMiniSAT, CaDiCal, MapleSAT, Lingeling, ...
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SAT implementation
Description of difference propagation over round function

CryptoMiniSAT
high efficiency
supporting XOR
clauses
simple interfaces

Propagation over 1-round

αr
θ−→ cr

π◦ρ−−→ βr
χ−→ αr+1

each difference bit αr[i][j][k] is
represented by a variable indexed
with (320× j +64× i+k)αr .

Describing propagation over Keccak-f with CNFs
θ: adding the XOR clauses to the solver

ρ and π: simple index mapping
χ: relation between βr and αr+1, for each Sbox

1 represent DDT with truth table
2 generate CNFs of truth table with Logic Friday
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SAT implementation
Description of objective function

Cardinality encodings
The Cardinality constraint, e.g.,

∑n−1
i=0 xi ≤ w or

∑n−1
i=0 xi ≥ w

Translate the problem to CNFs with the sequential encoding method1

(n · (w + 1) − w) auxiliary variables
O(n · w) clauses

Describing the objective function with CNFs
constraints on the number of active Sboxes - Describe relation between
difference and the variables that represent the activeness of an Sbox.
constraints on propagation weight - Describe relation between
difference and the variables that represent the propagation weight.

1Carsten Sinz, 2005, Towards an Optimal CNF Encoding of Boolean
Cardinality Constraints
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Truncated Differential Trail Search
SAT based Automatic Search Toolkit

Truncated differential trail and trail core
<latexit sha1_base64="kTdWK/wM7DZr3QE5Lqj8jN4kews="></latexit>

↵i
��! �i

��! ↵i+1
��! �i+1

��! ↵i+2
��! �i+2

��! ↵i+3
��! �i+3

��! ↵i+4
<latexit sha1_base64="Be991Fuu57fgJ/Rxp4pXgGDaXwE=">AAAB/nicbVDLSsNAFJ3UV62vqLhyM7QIlUJJRNRl0Y3LCvYBTQyT6aQdOpmEmUklhIIf4Q+4caGIW7/DXf/G6WOhrQcuHM65l3vv8WNGpbKssZFbWV1b38hvFra2d3b3zP2DpowSgUkDRywSbR9JwignDUUVI+1YEBT6jLT8wc3Ebw2JkDTi9yqNiRuiHqcBxUhpyTOPHh8yQYajsoNY3EdeRiv26NQzS1bVmgIuE3tOSrWiU3ke19K6Z3473QgnIeEKMyRlx7Zi5WZIKIoZGRWcRJIY4QHqkY6mHIVEutn0/BE80UoXBpHQxRWcqr8nMhRKmYa+7gyR6stFbyL+53USFVy5GeVxogjHs0VBwqCK4CQL2KWCYMVSTRAWVN8KcR8JhJVOrKBDsBdfXibNs6p9UT2/02lcgxny4BgUQRnY4BLUwC2ogwbAIAMv4A28G0/Gq/FhfM5ac8Z85hD8gfH1A/x1mHo=</latexit>

wrev(↵i+1)
<latexit sha1_base64="4acNlO8NOzudjfRyfAA4E113C3o=">AAAB9XicbVDLSgNBEOyNrxhfUY9ehgQhEgi7Iuox6MVjBPOA7BpmJ5NkyOzsMjNrWJb8hQcvHhTx6r94y984eRw0saChqOqmu8uPOFPatidWZm19Y3Mru53b2d3bP8gfHjVUGEtC6yTkoWz5WFHOBK1rpjltRZLiwOe06Q9vp37ziUrFQvGgk4h6Ae4L1mMEayM9jkquTzXupKzsjM86+aJdsWdAq8RZkGK14JafJ9Wk1sl/u92QxAEVmnCsVNuxI+2lWGpGOB3n3FjRCJMh7tO2oQIHVHnp7OoxOjVKF/VCaUpoNFN/T6Q4UCoJfNMZYD1Qy95U/M9rx7p37aVMRLGmgswX9WKOdIimEaAuk5RonhiCiWTmVkQGWGKiTVA5E4Kz/PIqaZxXnMvKxb1J4wbmyMIJFKAEDlxBFe6gBnUgIOEF3uDdGlmv1of1OW/NWIuZY/gD6+sHrUOU9g==</latexit>

w(�i+1)
<latexit sha1_base64="PZ2ENzCc9eLE1xXB9HTQ5dgW3bI=">AAAB9XicbVDLSgNBEJz1GeMr6tHLkCBEAmE3iHoMevEYwTwgu4bZSW8yZHZ2mZk1hCV/4cGLB0W8+i/e8jdOHgdNLGgoqrrp7vJjzpS27Ym1tr6xubWd2cnu7u0fHOaOjhsqSiSFOo14JFs+UcCZgLpmmkMrlkBCn0PTH9xO/eYTSMUi8aBHMXgh6QkWMEq0kR6HRdcHTTopK1XG551cwS7bM+BV4ixIoZp3S8+T6qjWyX273YgmIQhNOVGq7dix9lIiNaMcxlk3URATOiA9aBsqSAjKS2dXj/GZUbo4iKQpofFM/T2RklCpUeibzpDovlr2puJ/XjvRwbWXMhEnGgSdLwoSjnWEpxHgLpNANR8ZQqhk5lZM+0QSqk1QWROCs/zyKmlUys5l+eLepHGD5sigU5RHReSgK1RFd6iG6ogiiV7QG3q3htar9WF9zlvXrMXMCfoD6+sHrsmU9w==</latexit>

w(�i+2)
<latexit sha1_base64="ZAHGljKnMEErrm/PkHBjlMCddkY=">AAAB9XicbVDLSgNBEJz1GeMr6tHLkCBEAmFXRT0GvXiMYB6QXcPspJMMmZ1dZmYNy5K/8ODFgyJe/Rdv+Rsnj4MmFjQUVd10d/kRZ0rb9thaWV1b39jMbGW3d3b39nMHh3UVxpJCjYY8lE2fKOBMQE0zzaEZSSCBz6HhD24nfuMJpGKheNBJBF5AeoJ1GSXaSI/DouuDJu2Ulc5Hp+1cwS7bU+Bl4sxJoZJ3S8/jSlJt577dTkjjAISmnCjVcuxIeymRmlEOo6wbK4gIHZAetAwVJADlpdOrR/jEKB3cDaUpofFU/T2RkkCpJPBNZ0B0Xy16E/E/rxXr7rWXMhHFGgSdLerGHOsQTyLAHSaBap4YQqhk5lZM+0QSqk1QWROCs/jyMqmflZ3L8sW9SeMGzZBBxyiPishBV6iC7lAV1RBFEr2gN/RuDa1X68P6nLWuWPOZI/QH1tcPsE+U+A==</latexit>

w(�i+3)

4-round trail: (αi,αi+1,αi+2,αi+3) or (βi, βi+1, βi+2, βi+3)
4-round trail core: (αi+1,αi+2,αi+3) or (βi+1, βi+2, βi+3)

SAT-based truncated trail search
1 Translate the trail core (αi+1,βi+1,αi+2,βi+2,αi+3,βi+3) to CNFs.
2 Add constraints on propagation weight,

wrev(αi+1) + w(βi+1) + w(βi+2) + w(βi+3) ≤ W .

Exhaustive 3-round trail search with W =52.
2 best 4-round truncated trail with propagation weight 133.
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Colliding Trail Search

Translate the digest collision to CNFs.

αd
6, d=256 δout= ∗0000

δin ∈{00000, 00001, 00101,
10101, 00011, 01011, 00111,
10111, 01111, 11111}

Colliding trail: (α3,β3,α4,β4,α5,βd
5 )

Constraints on propagation weight or the number of active Sbox
wrev(α3) + w(β3) + w(β4) + w(βd

5 ) ≤ W

AS(α3) + AS(α4) + AS(β4) + AS(βd
5 ) ≤ N

Efficiency of colliding trail search
Rounds Weight Time Reference

3 43 Several weeks Guo et al.
3 32 2s Our work
4 141 5mins Our work
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Connecting Trail Search

<latexit sha1_base64="nr0iGpLtv5/ESFTpoA2Brq3Lzfc="></latexit>

↵0
x0

��! �0
y0,Ey0

�0�! ↵1
x1

��! �1
y1,Ey1

�1�! ↵2
x2

��! �2
�2�! ↵3

��! �3
�3�! ↵4

��! �4
�4�! ↵5

��! �5
�5�! ↵d

6

<latexit sha1_base64="bFlMZBq3m1BGoPY3KGpH2OLvRsQ=">AAACAnicbVDLSsNAFJ3UV62vqCtxM7QIFaUkWh/LohuXFewDmhAm02kdOpmEmYkQQnHjJ/gLblwo4tavcNe/cdp0oa0Hhns4517u3ONHjEplWSMjt7C4tLySXy2srW9sbpnbO00ZxgKTBg5ZKNo+koRRThqKKkbakSAo8Blp+YPrsd96IELSkN+pJCJugPqc9ihGSkueuVd2fKKQd3qc1eq0nh16ZsmqWBPAeWJPSalWdI6eR7Wk7pnfTjfEcUC4wgxJ2bGtSLkpEopiRoYFJ5YkQniA+qSjKUcBkW46OWEID7TShb1Q6McVnKi/J1IUSJkEvu4MkLqXs95Y/M/rxKp36aaUR7EiHGeLejGDKoTjPGCXCoIVSzRBWFD9V4jvkUBY6dQKOgR79uR50jyp2OeV6q1O4wpkyIN9UARlYIMLUAM3oA4aAINH8ALewLvxZLwaH8Zn1pozpjO74A+Mrx80bJkD</latexit>

(�3,�4,�5)
<latexit sha1_base64="PX9y0TuNwnsOezsr7U7nNwf6X10=">AAAB+nicbVDLSsNAFJ3UV62vVJduhhahopSkiLosunFZwT6gCWEynbRDJ5MwM1FC7F+4deNCEbd+ibv+jdOmC60euNzDOfcyd44fMyqVZU2Nwsrq2vpGcbO0tb2zu2eW9zsySgQmbRyxSPR8JAmjnLQVVYz0YkFQ6DPS9cfXM797T4SkEb9TaUzcEA05DShGSkueWa45PlHIs0/z3jj2zKpVt+aAf4m9INVmxTl5mjbTlmd+OYMIJyHhCjMkZd+2YuVmSCiKGZmUnESSGOExGpK+phyFRLrZ/PQJPNLKAAaR0MUVnKs/NzIUSpmGvp4MkRrJZW8m/uf1ExVcuhnlcaIIx/lDQcKgiuAsBziggmDFUk0QFlTfCvEICYSVTqukQ7CXv/yXdBp1+7x+dqvTuAI5iuAQVEAN2OACNMENaIE2wOABPINX8GY8Gi/Gu/GRjxaMxc4B+AXj8xuuZ5X3</latexit>

(�1,�2)
<latexit sha1_base64="FsYArWWu61FueGUbvKHfyM/8WOo=">AAAB8HicbVDLSgNBEOz1GeMr6tHLkCBEhLAroh6DXjxGMA/JLmF2MpsMmZldZmaFsOQr9OBBEa9+jrf8jZPHQRMLGoqqbrq7woQzbVx37Kysrq1vbOa28ts7u3v7hYPDho5TRWidxDxWrRBrypmkdcMMp61EUSxCTpvh4HbiN5+o0iyWD2aY0EDgnmQRI9hY6bHsh9TgjnvaKZTcijsFWibenJSqRf/sZVwd1jqFb78bk1RQaQjHWrc9NzFBhpVhhNNR3k81TTAZ4B5tWyqxoDrIpgeP0IlVuiiKlS1p0FT9PZFhofVQhLZTYNPXi95E/M9rpya6DjImk9RQSWaLopQjE6PJ96jLFCWGDy3BRDF7KyJ9rDAxNqO8DcFbfHmZNM4r3mXl4t6mcQMz5OAYilAGD66gCndQgzoQEPAMb/DuKOfV+XA+Z60rznzmCP7A+foB0N2SwA==</latexit>

(�0)

3-round Connector
2-round Connector

Phase 1.

Generating (β1,β2) trail
describing trail
(β1,α2,β2,α3) with CNFs
weight constraints

w(β1) + w(β2) ≤ W
w(β1) ≤ w1 and
w(β2) ≤ w2

Phase 2.

Generating (β0)
adding α0 and α1 to the solver
ensuring β0 is a valid connector by
introducing (x1

0,x2
0) variables

weight constraint : the degree of
freedom will be maximally produced
for connectors
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Basic Attack Strategy - Trail Search

<latexit sha1_base64="Orsq6y8XqTAYVEFS7GMBxK1XEoE=">AAAB7nicbVDLSgNBEOz1GeMr6tHLkCB4Crsi6jHoxWME84AkLLOT2WTI7Owy0yuEJR/g0YuCIl79D//Ai/g3Th4HTSxoKKq66e4KEikMuu63s7S8srq2ntvIb25t7+wW9vbrJk414zUWy1g3A2q4FIrXUKDkzURzGgWSN4LB1dhv3HFtRKxucZjwTkR7SoSCUbRSQ/mZ9r2RXyi5ZXcCski8GSlViu3i/dPHV9UvfLa7MUsjrpBJakzLcxPsZFSjYJKP8u3U8ISyAe3xlqWKRtx0ssm5I3JklS4JY21LIZmovycyGhkzjALbGVHsm3lvLP7ntVIMLzqZUEmKXLHpojCVBGMy/p10heYM5dASyrSwtxLWp5oytAnlbQje/MuLpH5S9s7Kpzc2jUuYIgeHUIRj8OAcKnANVagBgwE8wDO8OInz6Lw6b9PWJWc2cwB/4Lz/ACLdkyY=</latexit>nr1-round connecting trail
generate

<latexit sha1_base64="yI4smFnZcnLNc/KA3+p4qPmgSAc=">AAAB7nicbVDLSgNBEOyJrxhfUY9ehgTBU9gNoh6DXjxGMA9IlmV2MpsMmZ1dZmaFsOQDPHpRUMSr/+EfeBH/xsnjoIkFDUVVN91dQSK4No7zjXIrq2vrG/nNwtb2zu5ecf+gqeNUUdagsYhVOyCaCS5Zw3AjWDtRjESBYK1geDXxW3dMaR7LWzNKmBeRvuQhp8RYqSX9TPnVsV8sOxVnCrxM3Dkp10rd0v3Tx1fdL352ezFNIyYNFUTrjuskxsuIMpwKNi50U80SQoekzzqWShIx7WXTc8f42Co9HMbKljR4qv6eyEik9SgKbGdEzEAvehPxP6+TmvDCy7hMUsMknS0KU4FNjCe/4x5XjBoxsoRQxe2tmA6IItTYhAo2BHfx5WXSrFbcs8rpjU3jEmbIwxGU4ARcOIcaXEMdGkBhCA/wDC8oQY/oFb3NWnNoPnMIf4DefwAkYpMn</latexit>nr2-round colliding trail
generate 2/3-round connector 

construction

Generating 4-round colliding trail core
With the SAT-based toolkit, propagation weight w ≥141.

Generating 2.5-round connecting trail
With the SAT-based toolkit, (1) determine (β1,β2), (2)
determine (β0).
Advantage: significant DF gain, e.g., increase from 124 to
330∼ 430.
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Basic Attack Strategy - Connector Construction

<latexit sha1_base64="DMhI+j9WmrSyME+AaEzbcfnxi+A=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUYP1yxa26c5BV4uWkAjnq/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5oVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTcmG4C2/vEpaF1Xvquo2Liu12zyOIpzAKZyDB9dQg3uoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/gfP4Ax7eM6w==</latexit>c

<latexit sha1_base64="kkYfHEkJaFTdmfjaYt65H6sssaw=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUUP1yxa26c5BV4uWkAjnq/fJXbxCzNEJpmKBadz03MX5GleFM4LTUSzUmlI3pELuWShqh9rP5oVNyZpUBCWNlSxoyV39PZDTSehIFtjOiZqSXvZn4n9dNTXjjZ1wmqUHJFovCVBATk9nXZMAVMiMmllCmuL2VsBFVlBmbTcmG4C2/vEpaF1Xvquo2Liu12zyOIpzAKZyDB9dQg3uoQxMYIDzDK7w5j86L8+58LFoLTj5zDH/gfP4A3nOM+g==</latexit>r

<latexit sha1_base64="/XGiWt6mcSnvQ1kQq7qhPSVLi/w=">AAAB6HicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cW7Ae0oWy2k3btZhN2N0IJ/QVePCji1Z/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4bua3n1BpHssHM0nQj+hQ8pAzaqzUSPrlilt15yCrxMtJBXLU++Wv3iBmaYTSMEG17npuYvyMKsOZwGmpl2pMKBvTIXYtlTRC7WfzQ6fkzCoDEsbKljRkrv6eyGik9SQKbGdEzUgvezPxP6+bmvDGz7hMUoOSLRaFqSAmJrOvyYArZEZMLKFMcXsrYSOqKDM2m5INwVt+eZW0LqreVdVtXFZqt3kcRTiBUzgHD66hBvdQhyYwQHiGV3hzHp0X5935WLQWnHzmGP7A+fwB22uM+A==</latexit>p

<latexit sha1_base64="WA3Fvq3tNCii8/boKy2gfBuEd8M=">AAAB7nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKosegF48RzAOSJcxOepMhsw9meoUQ8hFePCji1e/x5t84SfagiQUNRVU33V1BqqQh1/12CmvrG5tbxe3Szu7e/kH58KhpkkwLbIhEJbodcINKxtggSQrbqUYeBQpbwehu5reeUBuZxI80TtGP+CCWoRScrNTqBki85/bKFbfqzsFWiZeTCuSo98pf3X4isghjEoob0/HclPwJ1ySFwmmpmxlMuRjxAXYsjXmExp/Mz52yM6v0WZhoWzGxufp7YsIjY8ZRYDsjTkOz7M3E/7xORuGNP5FxmhHGYrEozBSjhM1+Z32pUZAaW8KFlvZWJoZcc0E2oZINwVt+eZU0L6reVdV9uKzUbvM4inACp3AOHlxDDe6hDg0QMIJneIU3J3VenHfnY9FacPKZY/gD5/MH7ByPSw==</latexit>

�0
<latexit sha1_base64="siqVzodMnsESNnb5lZ7RMba1vIc=">AAAB7nicbVDLSgNBEOyNrxhfUY9eBoPgKeyKosegF48RzAOSJcxOepMhsw9meoUQ8hFePCji1e/x5t84SfagiQUNRVU33V1BqqQh1/12CmvrG5tbxe3Szu7e/kH58KhpkkwLbIhEJbodcINKxtggSQrbqUYeBQpbwehu5reeUBuZxI80TtGP+CCWoRScrNTqBki85/XKFbfqzsFWiZeTCuSo98pf3X4isghjEoob0/HclPwJ1ySFwmmpmxlMuRjxAXYsjXmExp/Mz52yM6v0WZhoWzGxufp7YsIjY8ZRYDsjTkOz7M3E/7xORuGNP5FxmhHGYrEozBSjhM1+Z32pUZAaW8KFlvZWJoZcc0E2oZINwVt+eZU0L6reVdV9uKzUbvM4inACp3AOHlxDDe6hDg0QMIJneIU3J3VenHfnY9FacPKZY/gD5/MH7aCPTA==</latexit>

�1
<latexit sha1_base64="iynXOuVD6AL9zc3RlMlGLEEVl40=">AAAB7nicbVDLSgNBEOz1GeMr6tHLYBA8hd2g6DHoxWME84BkCbOT3mTI7IOZXiGEfIQXD4p49Xu8+TdOkj1oYkFDUdVNd1eQKmnIdb+dtfWNza3twk5xd2//4LB0dNw0SaYFNkSiEt0OuEElY2yQJIXtVCOPAoWtYHQ381tPqI1M4kcap+hHfBDLUApOVmp1AyTeq/ZKZbfizsFWiZeTMuSo90pf3X4isghjEoob0/HclPwJ1ySFwmmxmxlMuRjxAXYsjXmExp/Mz52yc6v0WZhoWzGxufp7YsIjY8ZRYDsjTkOz7M3E/7xORuGNP5FxmhHGYrEozBSjhM1+Z32pUZAaW8KFlvZWJoZcc0E2oaINwVt+eZU0qxXvquI+XJZrt3kcBTiFM7gAD66hBvdQhwYIGMEzvMKbkzovzrvzsWhdc/KZE/gD5/MH7ySPTQ==</latexit>

�2
<latexit sha1_base64="ih/QNcvV22G8GQ6PtNYPaLlRSB8=">AAAB73icbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmAckS+idzCZDZmfXmVkhLPkJLx4U8ervePNvnCR70MSChqKqm+6uIBFcG9f9dgorq2vrG8XN0tb2zu5eef+gqeNUUdagsYhVO0DNBJesYbgRrJ0ohlEgWCsY3U791hNTmsfywYwT5kc4kDzkFI2V2l0UyRB7571yxa26M5Bl4uWkAjnqvfJXtx/TNGLSUIFadzw3MX6GynAq2KTUTTVLkI5wwDqWSoyY9rPZvRNyYpU+CWNlSxoyU39PZBhpPY4C2xmhGepFbyr+53VSE177GZdJapik80VhKoiJyfR50ueKUSPGliBV3N5K6BAVUmMjKtkQvMWXl0nzrOpdVt37i0rtJo+jCEdwDKfgwRXU4A7q0AAKAp7hFd6cR+fFeXc+5q0FJ585hD9wPn8AuSuPwg==</latexit>↵3

<latexit sha1_base64="yv+U2CENk8G3ge9293mRPFgGCWY=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoseiF48V7Ae0oUy2m3bpZhN3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqKGvSWMSqE6BmgkvWNNwI1kkUwygQrB2Mb2d++4kpzWP5YCYJ8yMcSh5yisZKnR6KZIT9Wr9ccavuHGSVeDmpQI5Gv/zVG8Q0jZg0VKDWXc9NjJ+hMpwKNi31Us0SpGMcsq6lEiOm/Wx+75ScWWVAwljZkobM1d8TGUZaT6LAdkZoRnrZm4n/ed3UhNd+xmWSGibpYlGYCmJiMnueDLhi1IiJJUgVt7cSOkKF1NiISjYEb/nlVdKqVb3Lqnt/Uanf5HEU4QRO4Rw8uII63EEDmkBBwDO8wpvz6Lw4787HorXg5DPH8AfO5w+3p4/B</latexit>↵2
<latexit sha1_base64="Zs0eq26yd3BS2UtuzdKlrVA49mE=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUCbbTbt0s0l3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqKGvQWMSqHaBmgkvWMNwI1k4UwygQrBWM7mZ+64kpzWP5aCYJ8yMcSB5yisZK7S6KZIg9r1euuFV3DrJKvJxUIEe9V/7q9mOaRkwaKlDrjucmxs9QGU4Fm5a6qWYJ0hEOWMdSiRHTfja/d0rOrNInYaxsSUPm6u+JDCOtJ1FgOyM0Q73szcT/vE5qwhs/4zJJDZN0sShMBTExmT1P+lwxasTEEqSK21sJHaJCamxEJRuCt/zyKmleVL2rqvtwWand5nEU4QRO4Rw8uIYa3EMdGkBBwDO8wpszdl6cd+dj0Vpw8plj+APn8we2I4/A</latexit>↵1

<latexit sha1_base64="/20/7Po+/wI5yBfykaJb53ENmbs=">AAAB73icbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8cK9gPaUCbbTbt0s0l3N0IJ/RNePCji1b/jzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU1HGqKGvQWMSqHaBmgkvWMNwI1k4UwygQrBWM7mZ+64kpzWP5aCYJ8yMcSB5yisZK7S6KZIg9t1euuFV3DrJKvJxUIEe9V/7q9mOaRkwaKlDrjucmxs9QGU4Fm5a6qWYJ0hEOWMdSiRHTfja/d0rOrNInYaxsSUPm6u+JDCOtJ1FgOyM0Q73szcT/vE5qwhs/4zJJDZN0sShMBTExmT1P+lwxasTEEqSK21sJHaJCamxEJRuCt/zyKmleVL2rqvtwWand5nEU4QRO4Rw8uIYa3EMdGkBBwDO8wpszdl6cd+dj0Vpw8plj+APn8we0n4+/</latexit>↵0

<latexit sha1_base64="BtJkNbRjuyaXDdEb/ve4QjzOxow=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK9gPaUDbbTbt0swm7E7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmFldW19o7hZ2tre2d0r7x80TZxqxhsslrFuB9RwKRRvoEDJ24nmNAokbwWjm6nfeuTaiFg94DjhfkQHSoSCUbTS/VPP7ZUrbtWdgSwTLycVyFHvlb+6/ZilEVfIJDWm47kJ+hnVKJjkk1I3NTyhbEQHvGOpohE3fjY7dUJOrNInYaxtKSQz9fdERiNjxlFgOyOKQ7PoTcX/vE6K4ZWfCZWkyBWbLwpTSTAm079JX2jOUI4toUwLeythQ6opQ5tOyYbgLb68TJpnVe+i6t6dV2rXeRxFOIJjOAUPLqEGt1CHBjAYwDO8wpsjnRfn3fmYtxacfOYQ/sD5/AELfo2j</latexit>x0
<latexit sha1_base64="AtJtjzw5Di51mrbGp6Uv55+E150=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK9gPaUDbbSbt0swm7G7GE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSATXxnW/ncLK6tr6RnGztLW9s7tX3j9o6jhVDBssFrFqB1Sj4BIbhhuB7UQhjQKBrWB0M/Vbj6g0j+WDGSfoR3QgecgZNVa6f+p5vXLFrbozkGXi5aQCOeq98le3H7M0QmmYoFp3PDcxfkaV4UzgpNRNNSaUjegAO5ZKGqH2s9mpE3JilT4JY2VLGjJTf09kNNJ6HAW2M6JmqBe9qfif10lNeOVnXCapQcnmi8JUEBOT6d+kzxUyI8aWUKa4vZWwIVWUGZtOyYbgLb68TJpnVe+i6t6dV2rXeRxFOIJjOAUPLqEGt1CHBjAYwDO8wpsjnBfn3fmYtxacfOYQ/sD5/AENAo2k</latexit>x1

<latexit sha1_base64="ZXSuBGkmMKn4rpnM6x5dT2R25j4=">AAAB6nicbVBNS8NAEJ34WetX1aOXxSJ4KklR9Fj04rGi/YA2lM120y7dbMLuRCyhP8GLB0W8+ou8+W/ctjlo64OBx3szzMwLEikMuu63s7K6tr6xWdgqbu/s7u2XDg6bJk414w0Wy1i3A2q4FIo3UKDk7URzGgWSt4LRzdRvPXJtRKwecJxwP6IDJULBKFrp/qlX7ZXKbsWdgSwTLydlyFHvlb66/ZilEVfIJDWm47kJ+hnVKJjkk2I3NTyhbEQHvGOpohE3fjY7dUJOrdInYaxtKSQz9fdERiNjxlFgOyOKQ7PoTcX/vE6K4ZWfCZWkyBWbLwpTSTAm079JX2jOUI4toUwLeythQ6opQ5tO0YbgLb68TJrVindRce/Oy7XrPI4CHMMJnIEHl1CDW6hDAxgM4Ble4c2Rzovz7nzMW1ecfOYI/sD5/AEOho2l</latexit>x2
<latexit sha1_base64="NGq5xJYg8Qt6ZP8Ue8ATey4qnyU=">AAAB6nicbVDLSgNBEOyNrxhfUY9eBoPgKez6QI9BLx4jmgckS5id9CZDZmeXmVkxLPkELx4U8eoXefNvnCR70GhBQ1HVTXdXkAiujet+OYWl5ZXVteJ6aWNza3unvLvX1HGqGDZYLGLVDqhGwSU2DDcC24lCGgUCW8Hoeuq3HlBpHst7M07Qj+hA8pAzaqx099g77ZUrbtWdgfwlXk4qkKPeK392+zFLI5SGCap1x3MT42dUGc4ETkrdVGNC2YgOsGOppBFqP5udOiFHVumTMFa2pCEz9edERiOtx1FgOyNqhnrRm4r/eZ3UhJd+xmWSGpRsvihMBTExmf5N+lwhM2JsCWWK21sJG1JFmbHplGwI3uLLf0nzpOqdV93bs0rtKo+jCAdwCMfgwQXU4Abq0AAGA3iCF3h1hPPsvDnv89aCk8/swy84H98QCo2m</latexit>x3

<latexit sha1_base64="rdWZB+cjwTh9yV8cDHT2H6mcFOs=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0mKoseiF48V7Qe0oWy2k3bpZhN2N0Io/QlePCji1V/kzX/jts1BWx8MPN6bYWZekAiujet+O4W19Y3NreJ2aWd3b/+gfHjU0nGqGDZZLGLVCahGwSU2DTcCO4lCGgUC28H4dua3n1BpHstHkyXoR3QoecgZNVZ6yPq1frniVt05yCrxclKBHI1++as3iFkaoTRMUK27npsYf0KV4UzgtNRLNSaUjekQu5ZKGqH2J/NTp+TMKgMSxsqWNGSu/p6Y0EjrLApsZ0TNSC97M/E/r5ua8NqfcJmkBiVbLApTQUxMZn+TAVfIjMgsoUxxeythI6ooMzadkg3BW355lbRqVe+y6t5fVOo3eRxFOIFTOAcPrqAOd9CAJjAYwjO8wpsjnBfn3flYtBacfOYY/sD5/AEQDI2m</latexit>y2
<latexit sha1_base64="3Y8igZ3J/puW9pUuO7BrwzMTr0U=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK1hbaUDbbTbt0swm7EyGE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmlldW19o7xZ2dre2d2r7h88mjjVjLdYLGPdCajhUijeQoGSdxLNaRRI3g7GN1O//cS1EbF6wCzhfkSHSoSCUbTSfdb3+tWaW3dnIMvEK0gNCjT71a/eIGZpxBUySY3pem6Cfk41Cib5pNJLDU8oG9Mh71qqaMSNn89OnZATqwxIGGtbCslM/T2R08iYLApsZ0RxZBa9qfif100xvPJzoZIUuWLzRWEqCcZk+jcZCM0ZyswSyrSwtxI2opoytOlUbAje4svL5PGs7l3U3bvzWuO6iKMMR3AMp+DBJTTgFprQAgZDeIZXeHOk8+K8Ox/z1pJTzBzCHzifPw6IjaU=</latexit>y1

<latexit sha1_base64="WWFDb2KWdw7IR607e3SXQVW+y40=">AAAB6nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WPRi8eK1hbaUDbbTbt0swm7EyGE/gQvHhTx6i/y5r9x2+agrQ8GHu/NMDMvSKQw6LrfTmlldW19o7xZ2dre2d2r7h88mjjVjLdYLGPdCajhUijeQoGSdxLNaRRI3g7GN1O//cS1EbF6wCzhfkSHSoSCUbTSfdZ3+9WaW3dnIMvEK0gNCjT71a/eIGZpxBUySY3pem6Cfk41Cib5pNJLDU8oG9Mh71qqaMSNn89OnZATqwxIGGtbCslM/T2R08iYLApsZ0RxZBa9qfif100xvPJzoZIUuWLzRWEqCcZk+jcZCM0ZyswSyrSwtxI2opoytOlUbAje4svL5PGs7l3U3bvzWuO6iKMMR3AMp+DBJTTgFprQAgZDeIZXeHOk8+K8Ox/z1pJTzBzCHzifPw0EjaQ=</latexit>y0

<latexit sha1_base64="5GiafSfxEKUA3FnYO6AYNJdhedk=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WNRBI8VrC20IWy2k3bpZhN2N0IJ/RFePCji1d/jzX/jts1BWx8MPN6bYWZemAqujet+O6WV1bX1jfJmZWt7Z3evun/wqJNMMWyxRCSqE1KNgktsGW4EdlKFNA4FtsPRzdRvP6HSPJEPZpyiH9OB5BFn1FipfRvk48CdBNWaW3dnIMvEK0gNCjSD6levn7AsRmmYoFp3PTc1fk6V4UzgpNLLNKaUjegAu5ZKGqP289m5E3JilT6JEmVLGjJTf0/kNNZ6HIe2M6ZmqBe9qfif181MdOXnXKaZQcnmi6JMEJOQ6e+kzxUyI8aWUKa4vZWwIVWUGZtQxYbgLb68TB7P6t5F3b0/rzWuizjKcATHcAoeXEID7qAJLWAwgmd4hTcndV6cd+dj3lpyiplD+APn8wcXuo9o</latexit>

Ey0

<latexit sha1_base64="iwg0WAlZBe99vxHd/37hrPdn9F8=">AAAB7nicbVBNS8NAEJ3Ur1q/qh69LBbBU0lE0WNRBI8VrC20IWy2m3bpZhN2J0IJ/RFePCji1d/jzX/jts1BWx8MPN6bYWZemEph0HW/ndLK6tr6RnmzsrW9s7tX3T94NEmmGW+xRCa6E1LDpVC8hQIl76Sa0ziUvB2ObqZ++4lrIxL1gOOU+zEdKBEJRtFK7dsgHwfeJKjW3Lo7A1kmXkFqUKAZVL96/YRlMVfIJDWm67kp+jnVKJjkk0ovMzylbEQHvGupojE3fj47d0JOrNInUaJtKSQz9fdETmNjxnFoO2OKQ7PoTcX/vG6G0ZWfC5VmyBWbL4oySTAh099JX2jOUI4toUwLeythQ6opQ5tQxYbgLb68TB7P6t5F3b0/rzWuizjKcATHcAoeXEID7qAJLWAwgmd4hTcndV6cd+dj3lpyiplD+APn8wcZP49p</latexit>

Ey1

2R Connector

3R Connector

<latexit sha1_base64="P3HG43zigpD3ywGkfhi01453otw=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7V3X34bLWuC3qKMMJnMI5eHANDbiHJrSAwhie4RXenNR5cd6dj0W05BQzx/AHzucPPhePgQ==</latexit>

�
<latexit sha1_base64="XVjIXKgZRSdPqB9EWrU/N67HpKY=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV1R9Bj04jGCeUCyhNlJbzJmdmaZmRVCyD948aCIV//Hm3/jJNmDJhY0FFXddHdFqeDG+v63t7K6tr6xWdgqbu/s7u2XDg4bRmWaYZ0poXQrogYFl1i33ApspRppEglsRsPbqd98Qm24kg92lGKY0L7kMWfUOqnRYQPe9bulsl/xZyDLJMhJGXLUuqWvTk+xLEFpmaDGtAM/teGYasuZwEmxkxlMKRvSPrYdlTRBE45n107IqVN6JFbalbRkpv6eGNPEmFESuc6E2oFZ9Kbif147s/F1OOYyzSxKNl8UZ4JYRaavkx7XyKwYOUKZ5u5WwgZUU2ZdQEUXQrD48jJpnFeCy4p/f1Gu3uRxFOAYTuAMAriCKtxBDerA4BGe4RXePOW9eO/ex7x1xctnjuAPvM8fJyyO2Q==</latexit>�0

<latexit sha1_base64="L76xSt3voMBlHxaxv9x+7NhEfG8=">AAAB7XicbVDLSgNBEOz1GeMr6tHLYBA8hV1R9Bj04jGCeUCyhNlJbzJmdmaZmRVCyD948aCIV//Hm3/jJNmDJhY0FFXddHdFqeDG+v63t7K6tr6xWdgqbu/s7u2XDg4bRmWaYZ0poXQrogYFl1i33ApspRppEglsRsPbqd98Qm24kg92lGKY0L7kMWfUOqnRYQPeDbqlsl/xZyDLJMhJGXLUuqWvTk+xLEFpmaDGtAM/teGYasuZwEmxkxlMKRvSPrYdlTRBE45n107IqVN6JFbalbRkpv6eGNPEmFESuc6E2oFZ9Kbif147s/F1OOYyzSxKNl8UZ4JYRaavkx7XyKwYOUKZ5u5WwgZUU2ZdQEUXQrD48jJpnFeCy4p/f1Gu3uRxFOAYTuAMAriCKtxBDerA4BGe4RXePOW9eO/ex7x1xctnjuAPvM8fKLCO2g==</latexit>�1
<latexit sha1_base64="yIraoNYfrBLT8Q2EO6iB8yD0aFY=">AAAB7XicbVBNSwMxEJ3Ur1q/qh69BIvgqewWRY9FLx4r2A9ol5JNs21sNlmSrFCW/gcvHhTx6v/x5r8xbfegrQ8GHu/NMDMvTAQ31vO+UWFtfWNzq7hd2tnd2z8oHx61jEo1ZU2qhNKdkBgmuGRNy61gnUQzEoeCtcPx7cxvPzFtuJIPdpKwICZDySNOiXVSq0dHvF/rlyte1ZsDrxI/JxXI0eiXv3oDRdOYSUsFMabre4kNMqItp4JNS73UsITQMRmyrqOSxMwE2fzaKT5zygBHSruSFs/V3xMZiY2ZxKHrjIkdmWVvJv7ndVMbXQcZl0lqmaSLRVEqsFV49joecM2oFRNHCNXc3YrpiGhCrQuo5ELwl19eJa1a1b+sevcXlfpNHkcRTuAUzsGHK6jDHTSgCRQe4Rle4Q0p9ILe0ceitYDymWP4A/T5Ayo0jts=</latexit>�2

<latexit sha1_base64="P3HG43zigpD3ywGkfhi01453otw=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7V3X34bLWuC3qKMMJnMI5eHANDbiHJrSAwhie4RXenNR5cd6dj0W05BQzx/AHzucPPhePgQ==</latexit>

�
<latexit sha1_base64="P3HG43zigpD3ywGkfhi01453otw=">AAAB7nicbVDLSsNAFL2pr1pfVZduBovgqiSi6LLoxmUF+4A2lJvJpB06mYSZiVBCP8KNC0Xc+j3u/BunbRbaemDgcM65zL0nSAXXxnW/ndLa+sbmVnm7srO7t39QPTxq6yRTlLVoIhLVDVAzwSVrGW4E66aKYRwI1gnGdzO/88SU5ol8NJOU+TEOJY84RWOlTl/YaIiDas2tu3OQVeIVpAYFmoPqVz9MaBYzaahArXuemxo/R2U4FWxa6WeapUjHOGQ9SyXGTPv5fN0pObNKSKJE2ScNmau/J3KMtZ7EgU3GaEZ62ZuJ/3m9zEQ3fs5lmhkm6eKjKBPEJGR2Owm5YtSIiSVIFbe7EjpChdTYhiq2BG/55FXSvqh7V3X34bLWuC3qKMMJnMI5eHANDbiHJrSAwhie4RXenNR5cd6dj0W05BQzx/AHzucPPhePgQ==</latexit>

�

<latexit sha1_base64="2EInQgBItz324AwgF8klrw8oTgE=">AAAB7nicbVDLSsNAFL2pr9r6qLp0M1gFVyUpoi6LIrisYB9QQ5hMJ+3QySTMTAoh9CPcuFDErV/gD/gH7vwQXTt9LLT1wIXDOfdy7z1+zJnStv1p5ZaWV1bX8uuF4sbm1nZpZ7epokQS2iARj2Tbx4pyJmhDM81pO5YUhz6nLX9wOfZbQyoVi8StTmPqhrgnWMAI1kZqXXlZ6lVHXqlsV+wJ0CJxZqRcO/x6ex8Wv+te6eOuG5EkpEITjpXqOHas3QxLzQino8JdomiMyQD3aMdQgUOq3Gxy7ggdGaWLgkiaEhpN1N8TGQ6VSkPfdIZY99W8Nxb/8zqJDs7djIk40VSQ6aIg4UhHaPw76jJJieapIZhIZm5FpI8lJtokVDAhOPMvL5JmteKcVk5uTBoXMEUe9uEAjsGBM6jBNdShAQQGcA+P8GTF1oP1bL1MW3PWbGYP/sB6/QHeIZO0</latexit>

Ey2

2-round connector
List a system of linear
equations on y1 satisfying

c+p condition
χ0 propagation
partial of χ1
propagation

Generate message pairs
that partially follow α2.

Key techniques
Fully linearize χ0 to bypass the first round.
Partially linearize χ1. Due to significant DF consumption, only
part of β1 bits are linearized. A greedy algorithm is used to
determine which bits should be linearized.
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Collision Attacks on 6-round SHAKE128

<latexit sha1_base64="9Ekywkwphz5KKCtQ2LPvCQ2WW50="></latexit>

↵0
x0

��! �0
y0,Ey0

�0�! ↵1
x1

��! �1
y1,Ey1

�1�! ↵2
x2

��! �2
y2,Ey2

�2�! ↵3
��! �3

�3�! ↵4
��! �4

�4�! ↵5
��! �5

�5�! ↵256
6<latexit sha1_base64="uxNbOLMF7MITHqjE9s+1dS2Sc1o=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMKuSGIjhNhYJmAekCxhdjKbDJmdXWZmlbDkI2wsFLG18S/8Ajsbv8XZJIUmHrhwOOde7r3HizhT2ra/rMzK6tr6RnYzt7W9s7uX3z9oqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbXad+645KxUJxq8cRdQM8EMxnBGsjte579lWpbPfyBbtoT4GWiTMnhcpR/Zu9Vz9qvfxntx+SOKBCE46V6jh2pN0ES80Ip5NcN1Y0wmSEB7RjqMABVW4yPXeCTo3SR34oTQmNpurviQQHSo0Dz3QGWA/VopeK/3mdWPuXbsJEFGsqyGyRH3OkQ5T+jvpMUqL52BBMJDO3IjLEEhNtEsqZEJzFl5dJ87zolIoXdZNGFWbIwjGcwBk4UIYK3EANGkBgBA/wBM9WZD1aL9brrDVjzWcO4Q+stx/N0ZJG</latexit>

w0 = 670

3-round colliding trail

<latexit sha1_base64="iq/NPLUNy9CfxRJBlud8IbAT3X0=">AAAB7nicbVC7SgNBFL0bXzE+EhVsbAaDYBV2Q4g2QoiNZQLmAckSZiezyZDZ2WVmVglLPsLGQhFbG//CL7Cz8VucPApNPHDhcM693HuPF3GmtG1/Wam19Y3NrfR2Zmd3bz+bOzhsqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbXU/91h2VioXiVo8j6gZ4IJjPCNZGat33nKtiudTL5e2CPQNaJc6C5CvH9W/2Xv2o9XKf3X5I4oAKTThWquPYkXYTLDUjnE4y3VjRCJMRHtCOoQIHVLnJ7NwJOjNKH/mhNCU0mqm/JxIcKDUOPNMZYD1Uy95U/M/rxNq/dBMmolhTQeaL/JgjHaLp76jPJCWajw3BRDJzKyJDLDHRJqGMCcFZfnmVNIsFp1wo1U0aVZgjDSdwCufgwAVU4AZq0AACI3iAJ3i2IuvRerFe560pazFzBH9gvf0AzcySRg==</latexit>

w1 = 264
<latexit sha1_base64="eOgsB3Vt5oGesC+/QZFy9KM0cmI=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMJukGgjhNhYJmAekCxhdjKbDJmdXWZmlbDkI2wsFLG18S/8Ajsbv8XZJIUmHrhwOOde7r3HizhT2ra/rMzK6tr6RnYzt7W9s7uX3z9oqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbXad+645KxUJxq8cRdQM8EMxnBGsjte57pSvHKffyBbtoT4GWiTMnhcpR/Zu9Vz9qvfxntx+SOKBCE46V6jh2pN0ES80Ip5NcN1Y0wmSEB7RjqMABVW4yPXeCTo3SR34oTQmNpurviQQHSo0Dz3QGWA/VopeK/3mdWPuXbsJEFGsqyGyRH3OkQ5T+jvpMUqL52BBMJDO3IjLEEhNtEsqZEJzFl5dJs1R0ysXzukmjCjNk4RhO4AwcuIAK3EANGkBgBA/wBM9WZD1aL9brrDVjzWcO4Q+stx/JPZJD</latexit>

w2 = 116
<latexit sha1_base64="AQ8o4oFhAcX89FbdNSGfnJYF/CE=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMJuDGojhNhYJmAekCxhdjKbjJndWWZmlbDkH2wsFLG18i/8Ajsbv8XJo9DEAxcO59zLvfd4EWdK2/aXlVpaXlldS69nNja3tneyu3t1JWJJaI0ILmTTw4pyFtKaZprTZiQpDjxOG97gauw37qhUTIQ3ehhRN8C9kPmMYG2k+n3n9LJQ7GRzdt6eAC0SZ0ZypYPqN3svf1Q62c92V5A4oKEmHCvVcuxIuwmWmhFOR5l2rGiEyQD3aMvQEAdUucnk2hE6NkoX+UKaCjWaqL8nEhwoNQw80xlg3Vfz3lj8z2vF2r9wExZGsaYhmS7yY460QOPXUZdJSjQfGoKJZOZWRPpYYqJNQBkTgjP/8iKpF/LOWb5YNWmUYYo0HMIRnIAD51CCa6hADQjcwgM8wbMlrEfrxXqdtqas2cw+/IH19gNYaJII</latexit>

w3 = 24
<latexit sha1_base64="6TI5eN24/UoHPR/rxKtx9s/o4HI=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMKuBLURQmwsEzAPSJYwO5lNxszOLDOzSgj5BxsLRWyt/Au/wM7Gb3HyKDTxwIXDOfdy7z1BzJk2rvvlpJaWV1bX0uuZjc2t7Z3s7l5Ny0QRWiWSS9UIsKacCVo1zHDaiBXFUcBpPehfjf36HVWaSXFjBjH1I9wVLGQEGyvV7tuFy1O3nc25eXcCtEi8GckVDyrf7L30UW5nP1sdSZKICkM41rrpubHxh1gZRjgdZVqJpjEmfdylTUsFjqj2h5NrR+jYKh0USmVLGDRRf08McaT1IApsZ4RNT897Y/E/r5mY8MIfMhEnhgoyXRQmHBmJxq+jDlOUGD6wBBPF7K2I9LDCxNiAMjYEb/7lRVI7zXtn+ULFplGCKdJwCEdwAh6cQxGuoQxVIHALD/AEz450Hp0X53XamnJmM/vwB87bD1PfkgU=</latexit>

w4 = 20
<latexit sha1_base64="ahCcnPXLtjmhJtPffcRWY1fqCNo=">AAAB8nicbVDLSgMxFM3UV62vqks3oUXoqswU+9gIRTcuK9gHTMeSSTNtaCYZkoxShn6GGwVF3Pojbt2Jfoxp60JbD1w4nHMv997jR4wqbdsfVmpldW19I72Z2dre2d3L7h+0lIglJk0smJAdHynCKCdNTTUjnUgSFPqMtP3R+dRv3xCpqOBXehwRL0QDTgOKkTaSe9srXyelcmVyWutl83bRngEuE+eH5Ou5wtdn9e2h0cu+d/sCxyHhGjOklOvYkfYSJDXFjEwy3ViRCOERGhDXUI5CorxkdvIEHhulDwMhTXENZ+rviQSFSo1D33SGSA/VojcV//PcWAc1L6E8ijXheL4oiBnUAk7/h30qCdZsbAjCkppbIR4iibA2KWVMCM7iy8ukVSo6leLJpUnjDMyRBkcgBwrAAVVQBxegAZoAAwHuwCN4srR1bz1bL/PWlPUzcwj+wHr9Bh+hlDw=</latexit>

w256
5 = 8

3-round connecting trail

Differential trail
3-round colliding trail
2−141⇒2−52

3-round connecting
trail

Solution space of Ey1

message pairs follow
partial of α3

DF = 27

Connector construction
List system of linear equations on y1, Ey1

Ey0 , (1) c + p (2) χ0 propagation
Ey1 , (1) χ1 propagation

(2) fully linearize χ0, and transfer
Ey0 to Ey1

Transfer Ey2 to Ey1

select β2 bit with greedy algorithm
partially linearize χ2, 36 out of 116
list Ey2 and transfer to Ey1
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Collision Attacks on 6-round SHAKE128
Complexity analysis

Exhaustive search
2123.2 6-round SHAKE128 computations

2132 SHAKE128 computations
The unsolved conditions of χ2,
i.e., 2−80=2−(116−36)

The colliding trail of
probability 2−52

early-abort technique, 2−9.8 gain for
one bit condition

1 1st bit condition, 1/2 pairs left
2 2nd bit condition, 1/4 pairs of

the remaining 1/2 pairs left
3 · · ·

Connector construction
2121.2 6-round SHAKE128 computations

2105 (= 2132/227) connectors
the equivalent conversion

56064 bitwise operations for
6-round SHAKE128 computation
O(m2n) bitwise operations for
solving equation system, i.e.,
≤ 16003=4.096 × 109 bitwise
operations

Total complexity
2123.5 6-round SHAKE128 computations
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

6-round Quantum Collision Attack on SHA3-256

2-round connecting trail

<latexit sha1_base64="uVPsHwNhlrWFTTHXAsMGtfFu+qM="></latexit>

↵0
x0

��! �0
y0,Ey0

�0�! ↵1
x1

��! �1
y1,Ey1

�1�! ↵2
x2

��! �2
�2�! ↵3

��! �3
�3�! ↵4

��! �4
�4�! ↵5

��! �5
�5�! ↵256

6

4-round colliding trail

<latexit sha1_base64="zd5eP1ve9n2IqTL3XrDwMRIQK44=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMKuBNdGCLGxTMA8IFnC7GQ2GTI7u8zMKmHJR9hYKGJr41/4BXY2fouTR6GJBy4czrmXe+/xY86Utu0vK7Oyura+kd3MbW3v7O7l9w8aKkokoXUS8Ui2fKwoZ4LWNdOctmJJcehz2vSH1xO/eUelYpG41aOYeiHuCxYwgrWRmvdd+8p13W6+YBftKdAyceakUD6qfbP3yke1m//s9CKShFRowrFSbceOtZdiqRnhdJzrJIrGmAxxn7YNFTikykun547RqVF6KIikKaHRVP09keJQqVHom84Q64Fa9Cbif1470cGllzIRJ5oKMlsUJBzpCE1+Rz0mKdF8ZAgmkplbERlgiYk2CeVMCM7iy8ukcV50LoqlmkmjAjNk4RhO4AwccKEMN1CFOhAYwgM8wbMVW4/Wi/U6a81Y85lD+APr7QfZ85JO</latexit>

w0 = 777
<latexit sha1_base64="iq/NPLUNy9CfxRJBlud8IbAT3X0=">AAAB7nicbVC7SgNBFL0bXzE+EhVsbAaDYBV2Q4g2QoiNZQLmAckSZiezyZDZ2WVmVglLPsLGQhFbG//CL7Cz8VucPApNPHDhcM693HuPF3GmtG1/Wam19Y3NrfR2Zmd3bz+bOzhsqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbXU/91h2VioXiVo8j6gZ4IJjPCNZGat33nKtiudTL5e2CPQNaJc6C5CvH9W/2Xv2o9XKf3X5I4oAKTThWquPYkXYTLDUjnE4y3VjRCJMRHtCOoQIHVLnJ7NwJOjNKH/mhNCU0mqm/JxIcKDUOPNMZYD1Uy95U/M/rxNq/dBMmolhTQeaL/JgjHaLp76jPJCWajw3BRDJzKyJDLDHRJqGMCcFZfnmVNIsFp1wo1U0aVZgjDSdwCufgwAVU4AZq0AACI3iAJ3i2IuvRerFe560pazFzBH9gvf0AzcySRg==</latexit>

w1 = 264
<latexit sha1_base64="eOgsB3Vt5oGesC+/QZFy9KM0cmI=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMJukGgjhNhYJmAekCxhdjKbDJmdXWZmlbDkI2wsFLG18S/8Ajsbv8XZJIUmHrhwOOde7r3HizhT2ra/rMzK6tr6RnYzt7W9s7uX3z9oqjCWhDZIyEPZ9rCinAna0Exz2o4kxYHHacsbXad+645KxUJxq8cRdQM8EMxnBGsjte57pSvHKffyBbtoT4GWiTMnhcpR/Zu9Vz9qvfxntx+SOKBCE46V6jh2pN0ES80Ip5NcN1Y0wmSEB7RjqMABVW4yPXeCTo3SR34oTQmNpurviQQHSo0Dz3QGWA/VopeK/3mdWPuXbsJEFGsqyGyRH3OkQ5T+jvpMUqL52BBMJDO3IjLEEhNtEsqZEJzFl5dJs1R0ysXzukmjCjNk4RhO4AwcuIAK3EANGkBgBA/wBM9WZD1aL9brrDVjzWcO4Q+stx/JPZJD</latexit>

w2 = 116
<latexit sha1_base64="AQ8o4oFhAcX89FbdNSGfnJYF/CE=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMJuDGojhNhYJmAekCxhdjKbjJndWWZmlbDkH2wsFLG18i/8Ajsbv8XJo9DEAxcO59zLvfd4EWdK2/aXlVpaXlldS69nNja3tneyu3t1JWJJaI0ILmTTw4pyFtKaZprTZiQpDjxOG97gauw37qhUTIQ3ehhRN8C9kPmMYG2k+n3n9LJQ7GRzdt6eAC0SZ0ZypYPqN3svf1Q62c92V5A4oKEmHCvVcuxIuwmWmhFOR5l2rGiEyQD3aMvQEAdUucnk2hE6NkoX+UKaCjWaqL8nEhwoNQw80xlg3Vfz3lj8z2vF2r9wExZGsaYhmS7yY460QOPXUZdJSjQfGoKJZOZWRPpYYqJNQBkTgjP/8iKpF/LOWb5YNWmUYYo0HMIRnIAD51CCa6hADQjcwgM8wbMlrEfrxXqdtqas2cw+/IH19gNYaJII</latexit>

w3 = 24
<latexit sha1_base64="6TI5eN24/UoHPR/rxKtx9s/o4HI=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMKuBLURQmwsEzAPSJYwO5lNxszOLDOzSgj5BxsLRWyt/Au/wM7Gb3HyKDTxwIXDOfdy7z1BzJk2rvvlpJaWV1bX0uuZjc2t7Z3s7l5Ny0QRWiWSS9UIsKacCVo1zHDaiBXFUcBpPehfjf36HVWaSXFjBjH1I9wVLGQEGyvV7tuFy1O3nc25eXcCtEi8GckVDyrf7L30UW5nP1sdSZKICkM41rrpubHxh1gZRjgdZVqJpjEmfdylTUsFjqj2h5NrR+jYKh0USmVLGDRRf08McaT1IApsZ4RNT897Y/E/r5mY8MIfMhEnhgoyXRQmHBmJxq+jDlOUGD6wBBPF7K2I9LDCxNiAMjYEb/7lRVI7zXtn+ULFplGCKdJwCEdwAh6cQxGuoQxVIHALD/AEz450Hp0X53XamnJmM/vwB87bD1PfkgU=</latexit>

w4 = 20
<latexit sha1_base64="ahCcnPXLtjmhJtPffcRWY1fqCNo=">AAAB8nicbVDLSgMxFM3UV62vqks3oUXoqswU+9gIRTcuK9gHTMeSSTNtaCYZkoxShn6GGwVF3Pojbt2Jfoxp60JbD1w4nHMv997jR4wqbdsfVmpldW19I72Z2dre2d3L7h+0lIglJk0smJAdHynCKCdNTTUjnUgSFPqMtP3R+dRv3xCpqOBXehwRL0QDTgOKkTaSe9srXyelcmVyWutl83bRngEuE+eH5Ou5wtdn9e2h0cu+d/sCxyHhGjOklOvYkfYSJDXFjEwy3ViRCOERGhDXUI5CorxkdvIEHhulDwMhTXENZ+rviQSFSo1D33SGSA/VojcV//PcWAc1L6E8ijXheL4oiBnUAk7/h30qCdZsbAjCkppbIR4iibA2KWVMCM7iy8ukVSo6leLJpUnjDMyRBkcgBwrAAVVQBxegAZoAAwHuwCN4srR1bz1bL/PWlPUzcwj+wHr9Bh+hlDw=</latexit>

w256
5 = 8

Basics
The time-space tradeoff
margin 2n/2/S

n, the digest length
S, the maximum
size of quantum and
classical computers

Assume quantum circuits
exist already and
concentrate on
complexity evaluation.

Quantum collision attack
Brute-force phase: 2206 6-round SHA3-256

colliding trail 2168

unsolved condition 238

Solution space: DF = 5, 2201 connectors.
Suppose there exists a quantum circuit C1
(resp. C2) for connector (resp. SHA3).

1 Prepare (M,M ′) with C1.
2 For (M,M ′), check digests with C2.
3 Repeat until collision found.
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

6-round Quantum Collision Attack on SHA3-256
Complexity analysis

Suppose C1 (resp. C2) of depth Tc (resp. Ts) and width Sc (resp. Ss).

Time complexity of parallelized Grover search
TA · (π/4) ·

√
SA/(p · S)

Defined Ts = 1, Ss = 1 and at least 3456 qubits are required in C2.
Depth (TA). As Tc is negligible, TA = Ts = 1.

Compared to Ts of nonlinear SHA3, Tc of C1 that only contains
linear operations (i.e., listing and solving equations) is negligible.

Width (SA). In C1, the quantum states include
m qubits that mark whether to treat a condition or not
k × 1601 qubits that store the k boolean equations

The overall SA=Sc + Ss=(m + k × 1601 + 3456)/3456 ≤= 742.
The total time complexity of the quantum collision attack is

1 · (π/4) ·
√

(742 × 2206)/S = 2104.25/
√

S < 2128/S
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

6-round Quantum Collision Attack on SHA3-224

<latexit sha1_base64="lXP3BEVj6NUerATxtu+RT08FEYw="></latexit>

↵0
x0

��! �0
y0,Ey0

�0�! ↵1
x1

��! �1
y1,Ey1

�1�! ↵2
x2

��! �2
�2�! ↵3

��! �3
�3�! ↵4

��! �4
�4�! ↵5

��! �5
�5�! ↵224

6<latexit sha1_base64="h0gRcRr/gN5otwTvACrw6hm0DTM=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMJuCImNEGJjmYB5QLKE2clsMmR2dpmZVcKSj7CxUMTWxr/wC+xs/BYnj0ITD1w4nHMv997jRZwpbdtfVmptfWNzK72d2dnd2z/IHh41VRhLQhsk5KFse1hRzgRtaKY5bUeS4sDjtOWNrqd+645KxUJxq8cRdQM8EMxnBGsjte579lW5UOxlc3bengGtEmdBcpWT+jd7r37UetnPbj8kcUCFJhwr1XHsSLsJlpoRTieZbqxohMkID2jHUIEDqtxkdu4EnRulj/xQmhIazdTfEwkOlBoHnukMsB6qZW8q/ud1Yu1fugkTUaypIPNFfsyRDtH0d9RnkhLNx4ZgIpm5FZEhlphok1DGhOAsv7xKmoW8U8oX6yaNKsyRhlM4gwtwoAwVuIEaNIDACB7gCZ6tyHq0XqzXeWvKWswcwx9Ybz/NzpJG</latexit>

w0 = 724
<latexit sha1_base64="DzTfO7lwVKtcC1XHoc68nKhftvw=">AAAB7nicbVC7SgNBFL0bXzG+VgUbm8EgWIXdKGojhNhYJmAekCxhdjKbDJmdXWZmlbDkI2wsFLG18S/8Ajsbv8XJo9DEAxcO59zLvff4MWdKO86XlVlaXlldy67nNja3tnfs3b26ihJJaI1EPJJNHyvKmaA1zTSnzVhSHPqcNvzB9dhv3FGpWCRu9TCmXoh7ggWMYG2kxn2neOW6px077xScCdAicWckXzqofrP38kelY3+2uxFJQio04VipluvE2kux1IxwOsq1E0VjTAa4R1uGChxS5aWTc0fo2ChdFETSlNBoov6eSHGo1DD0TWeIdV/Ne2PxP6+V6ODSS5mIE00FmS4KEo50hMa/oy6TlGg+NAQTycytiPSxxESbhHImBHf+5UVSLxbc88JZ1aRRhimycAhHcAIuXEAJbqACNSAwgAd4gmcrth6tF+t12pqxZjP78AfW2w/EsZJA</latexit>

w2 = 113
<latexit sha1_base64="sNdwgaj06m+AXEvEm1Y6uyLtc/A=">AAAB7nicbVC7SgNBFL0bXzG+ooKNzWAQrMJuCDGNEGJjmYB5QLKE2clsMmR2dpmZVcKSj7CxUMTWxr/wC+xs/BYnj0ITD1w4nHMv997jRZwpbdtfVmptfWNzK72d2dnd2z/IHh41VRhLQhsk5KFse1hRzgRtaKY5bUeS4sDjtOWNrqd+645KxUJxq8cRdQM8EMxnBGsjte57zlWhVO5lc3bengGtEmdBcpWT+jd7r37UetnPbj8kcUCFJhwr1XHsSLsJlpoRTieZbqxohMkID2jHUIEDqtxkdu4EnRulj/xQmhIazdTfEwkOlBoHnukMsB6qZW8q/ud1Yu2X3YSJKNZUkPkiP+ZIh2j6O+ozSYnmY0MwkczcisgQS0y0SShjQnCWX14lzULeKeWLdZNGFeZIwymcwQU4cAkVuIEaNIDACB7gCZ6tyHq0XqzXeWvKWswcwx9Ybz/T3JJK</latexit>

w1 = 268

2-round connecting trail 4-round colliding trail

<latexit sha1_base64="AQ8o4oFhAcX89FbdNSGfnJYF/CE=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMJuDGojhNhYJmAekCxhdjKbjJndWWZmlbDkH2wsFLG18i/8Ajsbv8XJo9DEAxcO59zLvfd4EWdK2/aXlVpaXlldS69nNja3tneyu3t1JWJJaI0ILmTTw4pyFtKaZprTZiQpDjxOG97gauw37qhUTIQ3ehhRN8C9kPmMYG2k+n3n9LJQ7GRzdt6eAC0SZ0ZypYPqN3svf1Q62c92V5A4oKEmHCvVcuxIuwmWmhFOR5l2rGiEyQD3aMvQEAdUucnk2hE6NkoX+UKaCjWaqL8nEhwoNQw80xlg3Vfz3lj8z2vF2r9wExZGsaYhmS7yY460QOPXUZdJSjQfGoKJZOZWRPpYYqJNQBkTgjP/8iKpF/LOWb5YNWmUYYo0HMIRnIAD51CCa6hADQjcwgM8wbMlrEfrxXqdtqas2cw+/IH19gNYaJII</latexit>

w3 = 24
<latexit sha1_base64="6TI5eN24/UoHPR/rxKtx9s/o4HI=">AAAB7XicbVC7SgNBFL0bXzG+ooKNzWAQrMKuBLURQmwsEzAPSJYwO5lNxszOLDOzSgj5BxsLRWyt/Au/wM7Gb3HyKDTxwIXDOfdy7z1BzJk2rvvlpJaWV1bX0uuZjc2t7Z3s7l5Ny0QRWiWSS9UIsKacCVo1zHDaiBXFUcBpPehfjf36HVWaSXFjBjH1I9wVLGQEGyvV7tuFy1O3nc25eXcCtEi8GckVDyrf7L30UW5nP1sdSZKICkM41rrpubHxh1gZRjgdZVqJpjEmfdylTUsFjqj2h5NrR+jYKh0USmVLGDRRf08McaT1IApsZ4RNT897Y/E/r5mY8MIfMhEnhgoyXRQmHBmJxq+jDlOUGD6wBBPF7K2I9LDCxNiAMjYEb/7lRVI7zXtn+ULFplGCKdJwCEdwAh6cQxGuoQxVIHALD/AEz450Hp0X53XamnJmM/vwB87bD1PfkgU=</latexit>

w4 = 20
<latexit sha1_base64="ahCcnPXLtjmhJtPffcRWY1fqCNo=">AAAB8nicbVDLSgMxFM3UV62vqks3oUXoqswU+9gIRTcuK9gHTMeSSTNtaCYZkoxShn6GGwVF3Pojbt2Jfoxp60JbD1w4nHMv997jR4wqbdsfVmpldW19I72Z2dre2d3L7h+0lIglJk0smJAdHynCKCdNTTUjnUgSFPqMtP3R+dRv3xCpqOBXehwRL0QDTgOKkTaSe9srXyelcmVyWutl83bRngEuE+eH5Ou5wtdn9e2h0cu+d/sCxyHhGjOklOvYkfYSJDXFjEwy3ViRCOERGhDXUI5CorxkdvIEHhulDwMhTXENZ+rviQSFSo1D33SGSA/VojcV//PcWAc1L6E8ijXheL4oiBnUAk7/h30qCdZsbAjCkppbIR4iibA2KWVMCM7iy8ukVSo6leLJpUnjDMyRBkcgBwrAAVVQBxegAZoAAwHuwCN4srR1bz1bL/PWlPUzcwj+wHr9Bh+hlDw=</latexit>

w256
5 = 8

Collision attack and complexity
Brute-force phase: 2193 6-round SHA3-224,

colliding trail 2165

unsolved condition 228

Solution space of 2-round connector: DF=22
Complexity

1 · (π/4) ·
√

(((268 + 1600 × 1601 + 3424)/3424) × 2193)/S = 297.75/
√

S < 2112/S
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Summary of Collision Attacks on SHA-3 SAT-based Automatic Search Toolkit 6-round Collision Attacks Conclusion

Conclusion

SAT-based automatic toolkit
colliding trail search - covering one more round
connecting trail search - providing sufficient DF for connector
construction
truncated differential trail search

Collision attacks on 6-round SHA-3 instances
Target Type Connector Time DF of Connector Complexity

SHAKE128 Classical 0.8s 27 2123.5

Quantum 267.25/
√

S

SHA3-256 Quantum 3s 5 2104.25/
√

S

SHA3-224 Quantum 3s 22 297.75/
√

S



Thank you for listening!
Questions? Comments?
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