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Stream cipher Invented by Daniel J. Bernstein in 2005


20 rounds


Fast in software


Resistance against timing attacks and cache attacks


You can generate         streams264
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Stream cipher invented by Daniel J. Bernstein


Fast in software environment


Resistance against timing attacks and cache 
attacks 


20 rounds


Better Diffusion than Salsa


Actually used in TLS v1.3
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εd

 72|k|−nN + 2|k|−α + 2|k|−m

N =
α log(4) + 3 1 − ε2

aε2
d

εaεd

2

Data Complexity

Time Complexity
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s0 = a0 ⊕ b0
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[Choudhuri and Maitra FSE’17]


8 rules


[Coutinho et al EUROCRYPT’21]


18 rules


This work


3 rules

<<< 8

<<< 7

am bm cm dm

<<< 16

<<< 12

am−1 bm−1 cm−1 dm−1

as−1 bs−1 ds−1cs−1

 14
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Complexity
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Γin
Γout

ΓoutΓin

Δin Δout 22×(−11−2×53) ≈ 2214
Complexity

2224
Complexity Previous Best Attack

2−11
[Coutinho and Souza ePrint’20]

2−53
[This work]
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Salsa and ChaCha
Quarter Rounds

 19

<<< 7

<<< 9

<<< 13

<<< 18

<<< 12

<<< 7

<<< 16

<<< 8
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Description

 20

<<< 10

<<< 27

<<< 8

256 key bits


Same number of components as ChaCha and Salsa (12 components)


Daniel J. Bernstein advice [Bernstein, D.J.’08] -> “Replacing some of 
the rotations with a comparable number of additions might achieve 
comparable diffusion in less time.” 


Better Diffusion than ChaCha -> Less rounds -> 14 rounds
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We reach up to 5 and 5.25 rounds against Forró by using the state of the art attacks against Salsa and 
ChaCha


We attack 5 rounds of Forró in the key-recovery setting why using PNBs


We implemented Forró in several hardware architectures and we conclude that Forró has slightly better 
performance than ChaCha and Salsa in hardware using some contained architectures (for example 
ARMv7).


In some Intel architectures Forró has a comparable performance to ChaCha and Salsa

Security and Performance



TII – Technology Innovation Institute Cryptography Research Centre

Conclusion

 23

New technique to attack Salsa


First time ever reaching 8-round using a “pure” differential-linear distinguisher


Our key-recovery attack against 8-round improve previous by a factor of 2^32


Less rules to derive linear approximations in ChaCha 


Our attack is 2^10 times faster


Looking forward to apply in other ciphers


New cipher with better diffusion called Forró


New tool https://github.com/MurCoutinho/forro_cipher


