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(Rotational) Differential-Linear Cryptanalysis

@ For a vectorial boolean function F: [F5 — 3, a rotational
differential-linear distinguisher with an input difference § and output
mask A holds with a correlation
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Problem: How to estimate the correlation?

Mind: When the rotational parameter is 0, then the rotational
differential-linear cryptanalysis is differential-linear cryptanalysis.
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(Rotational) Differential-Linear Approximation

o (Rotational) Differential: § — A, probability p.
@ Linear Approximation 1: I' — ~, probability % +ery;

@ Linear Approximation 2: ? — 7 probability % + €5 5

T X T c.7
2 Iy
p s
oY A | E—— D 0P G 1ente,
1
5 Te€r,
r.x 27 c' ey

(CRYPTO 2022) August 14, 2022 4 /22



(Rotational) Differential-Linear Approximation

(Rotational) Differential: 6 — A, probability p.

Linear Approximation 1: I" — ~, probability % +ery;

Linear Approximation 2: ? — 7 probability % + €5 5
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Estimating the (Rotational) Differential-Linear Correlation

o Differential-Linear Cryptanalysis

o Differential-Linear Connectivity Table (DLCT, EUROCRYPT 2019)
o Differential-Linear cryptanalysis from algebraic point (CRYPOTO 2021)

Only applicable for SPN !l
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Estimating the (Rotational) Differential-Linear Correlation

o Differential-Linear Cryptanalysis

o Differential-Linear Connectivity Table (DLCT, EUROCRYPT 2019)
o Differential-Linear cryptanalysis from algebraic point (CRYPOTO 2021)

Only applicable for SPN !l

@ Rotational Differential-Linear Cryptanalysis
o Morawiekci's technique ( EUROCRYPT 2021)

Only applicable for the output mask with Hamming weight 1 !!
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Importance

o tH is the core component for ARX ciphers.

o Differential-Linear Cryptanalysis is one of the most powerful methods
for ARX ciphers.
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@ How to accurately calculate the (rotational) differential-linear
correlation of H for arbitrary output linear masks?

o Can we evaluate the (rotational) differential-linear correlation of
Iterative ARX Primitives for arbitrary output linear masks?
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(Rotational) Differential-Linear Correlation of H

Definition
The ordinary differential-linear correlation of S(x,y) = x By with input
difference (, 3) € Fj x Fj, and output linear mask A € FJ is defined as

1 . XPox X

(x,y)€F3"

Definition

| \

The rotational differential-dinear correlation of the modulo addition
S(x,y) = xH y with rotational offset t, rotational difference (e, 3), and
linear mask X\ is defined as

CR-DL (5):% Z (_1))\~[(((x<<<t)€Ba)Eﬂ((Y<<<t)®ﬂ))GB((XEHy)<<<t)]‘

(a,8),A

(x,y)€F3"
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@ The time complexity for computing the (rotational) differential-linear
correlation of M is about O(22").

@ In practice, the modulo additions often operate on large words (e.g.,
32-bit or 64-bit words). The way of enumerating the input pairs is
infeasible.

How to compute the (rotational) differential-linear correlation of B in
polynomial time?
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Related work in [LSL21] (EUROCRYPT 2021)

Some constraints:
@ Liu.etc's method is only applicable for the output mask with
Hamming weight 1.
@ For the rotational differential-linear correlation of H, Liu.etc's method
adopts certain statistical assumptions, which may give rise to some
inaccurate result.
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Related work in [LSL21] (EUROCRYPT 2021)

Some constraints:

@ Liu.etc's method is only applicable for the output mask with
Hamming weight 1.

@ For the rotational differential-linear correlation of H, Liu.etc's method
adopts certain statistical assumptions, which may give rise to some
inaccurate result.

Improvement:
@ A partition schemes of the sets ] x FJ.

@ Give a formula a formula efficiently computes the exact correlations of
arbitrary (rotational) differential-linear distinguishers of H.
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Ordinary Differential-Linear Correlation of H

Theorem

The differential-linear correlation of the modulo addition CPL can be

(a7B)7A
computed as
1
1 (n—1) (0 0
922n (1’ 1, 1, 1) Manflyﬁnfl)\nfl o Mao,ﬁo)\o 0
0

where M, p, . for All (a, b, c) € Fo x Fy x Fy is defined as:
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Rotational Differential-Linear Correlation of H

Theorem
The rotational differential-linear correlation of B with rotational offset t,
rotational difference («, (3), and linear mask A can be computed as
1 0
1 0 1 1
ﬁ(L 0, 1, 0)Capga 0 +ﬁ(o, 1, 0, 1)Capgna 0
0 0
where
1 1.0 0 )
000 0|1
a,B A — HManﬂn A 0 0 1 1 HMajyﬁjy)\j'
0000/ "
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Compared with [LSL21] in EUROCRYPT 2021

Consider the 32-bit modulo addition. Let (v, 3) € F3? x F32 be the input
difference

a =(01100011101110001111101101010111),
B =(01010011001111111101001111100111)9

Then, the rotational differential-linear correlations C&% o, With rotation

offset t = 30 can be computed with the formula presented in [LSL21] or
theorem in our work, and the results are listed in following table.

i 0 1 2 3 4 5

[LSL21] 0 —0.5 —0.75 —0.875 —0.0625 0
This work 0.25 —0.375 —0.6875 —0.84375 —0.078125 0

vy
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Rotational Morawiecki's technique revisited

@ Observation 1. Rotational cryptanalysis et al. is a special case of
rotational differential-linear cryanalysis, where the Hamming weight of
the output mask is equal to 1.

Prlyi_e = vi — Prlyi_c # v = Prler- (v, @ y,) = 0] — Prlei- (v, ® y) = 1]

@ Observation 2. The output RD-L probability for the function
F:TF5 — F5 can be evaluated by the distribution of input difference:

Prly,_. # vl —QHZ#{XGFzIXW—u Vi t#yt}H 1—u)—(=1)"p)

u€lFy =0

Problem: How to estimate the correlation for arbitrary output masks?
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Morawiecki's technique for arbitrary output masks

Lemma

Let F: 3" — [F§ be a vectorial Boolean function and 0 < t < m—1 be an
integer. Assume that the input pair (x,x') € F5' x FJ satisfies

Prixi_¢+ ® X; = 1] = p; for 0 < i < m, and the events xj_¢ # X; and xj_ # )é
for different i and j are mutually independent. Then, for A € F5 and
rotation offset t, the rotational differential-linear correlation of F can be
computed as

CXPY = Pr{A- (?(X) F(x')) = 0] - Prix - (F(x) @ F(x)) = 1]
. —1
Z o Z (F x)éBF((EGBu)) ((1 _ Ui) . (_1)u,-pi).
ueky x€Fy i=0
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New Morawiecki's technique for H

Differential-Linear Correlation :

Theorem

Let x, X', y, and 'y’ be random n-bit strings such that Pr[x; ® X; = 1] = p;
and Pr[y;® y. = 1] = q; for 0 < i < n. In addition, the events x; ® X, = 1
and y; ® )/J =1 for 0 < i,j < n are mutually independent. For A € F3, the
differential-linear correlation of F(x,y) = x By can be computed as

n—1

1
DL _ P;>q; T
e = 22,;(1,1,1,1) | O| H(1,0,0,0),
=

where HY"% js a 4 x 4 matrix and is defined as
1

B = N ((1-a) = (=1)?p)((1 - b) — (~1)°q) ML,
a,beFy

v
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New Morawiecki's technique for H

Rotational Differential-Linear Correlation :

Theorem

We use x, x', y, and y’ to represent random n-bit strings such that
Prixi—¢ ® X; = 1] = p; and Prly,_, @y, = 1] = q; for 0 < i < n. In addition,
the events xi_+ ® x; =1 and y;_, @ y; =1 for 0 < i,j < n are mutually
statistical independent. Let S(x,y) =xHy and W be

o= oo

0
n—1
0 H ( Z C(aa b7 Pi, q,')Ma,b,/\,') ?

1
0 i=t \ (a,b)EF3

1 1
t—1 0 0
H ( Z C(C> d? Pi, qi)MC,d»/\i> 0O 0
0 0

=0\ (c,d)€F3

where (3, b, p, q) = (1 — 3) — (—1)?p)((1 — b) — (~1)bq). Then, for
A € 3 and rotation offset t, the rotational differential-linear correlation of
S(x,y) can be computed as

CR-PL = (1,0,1,0)W(1,0,0,0)" + (0,1,0,1)W(0,1,0,0)".
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New Morawiecki's technique for the Linear part

Lemma

Let F:F5 — I3 be a vectorial Boolean function mapping x € IF§ to

Lo S(x) ® c, where ¢ € F] is a constant, S : F§ — F5 is a nonlinear
permutation, and L is an n X n binary matrix such that

Ly < t) = (Ly) < t for all y € F§ and integer t. Then, the correlation
of the rotational differential-linear approximation of F with rotation offset
t, RX-difference A, and output linear mask A € F§ can be computed as

. <_ -
CERL(F) = (—1)MCOPICRDL (5)
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Iterated evaluation of the D-L and R-L correlation

Algorithm 1: Iterated evaluation of the D-L and R-L correlation

Input: Input difference 6 € F]; Output mask A € FJ; Rotation offset t; Round m;
Round function F = L o S where L is a linear function.
Output: The D-L/R-L correlation
Initialization: generate the initial input RD-L probability distribution Dy according
to input difference 4.
for k=1tom—1do
fori=0ton—1do
Under the input RD-L probability distribution Dy_1, calculate the
D-L/R-L correlation ¢; of function S for output mask LTe,-;

According to ¢y, -+, Cn_1, generate input RD-L probability distribution Dy.
Under the input RD-L probability distribution D,,_1, calculate the D-L/R-L
correlation 6 of function S for output mask LT);
return 6;
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Summary of Applications

Probability/Correlation

Permutation/Block cipher Type # Round Ref.
Theoretical Experimental
DC 4 2—6 - [BBdS™20a]
R-DL 4 2—11.37 27735 [LSL21]
DL 4 2-0.27 201 [LSL21]
Alzette DC 8 <2732 - [BBdS™20a]
DL 4 1 1 This talk
R-DL 4 27557 2—3-14 This talk
DL 5 —270.33 —2-0.13 This talk
DL 6 2495 2—1.45 This talk
DL 8 —2—8:24 —275:50 This talk
DC 4 235 - [DSM14]
SipHash DL 3 2—2:19 2—0.78 This talk
DL 4 2—12.45 2—6.03 This talk
DC 8 224 - [ALLW14]
LC 9 214 - [FWG*16]
DC 10 2—31.01 - [SHY16]
SPECK32 DL 8 2—8.23 2—6.87 This talk
DL 9 2—10.23 2893 This talk
DL 10 2—15.23 21390 This talk
DL 4 - 2—1.19 [CM16]
ChacCh:
avha DL 4 2—0.02 2—0.98 This talk
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Conclusion

@ A formula efficiently computes the exact correlations of arbitrary
(rotational) differential-linear distinguishers of H.

@ A new method estimates the correlations of arbitrary (rotational)
differential-linear distinguishers of ARX Ciphers.

o It works well in round-reduced Alzette, SipHash, SPECK-32 and
ChaCha.
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