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Security Requirement: Unremovability
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Security Definitions of Watermarkable PRF
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A Watermarkable PRF with Public-Extraction Security:
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How to Get ek in the extraction algorithm?
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Constructing Public-Key Watermarkable PRF

K = (k, mk, ek)

Fr(x) = (F (%), Enc(pk, ek))

(pk, sk) is a key pair of a PKE scheme and is included in the public parameter of the watermarking scheme.
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Hinting Watermarkable PRF:

A hint associated with the PRF key can be used in the extraction algorithm.
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Pseudorandomness: F,(x*) is hidden given k .
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Thanks for your Attention!




