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Watermarking A Cryptographic Program
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Watermarking A Cryptographic Program
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Watermarking A Cryptographic Program

Decryption
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It is impossible to watermark a learnable functionality.



Decryption
Signing
PRF Evaluation

It is impossible to watermark a learnable functionality.

Watermarking A Cryptographic Program



Security Definitions of Watermarkable PRF

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪)
𝙲*

�̃�

The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Secret-Key Security
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K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
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2.
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Secret-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:
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2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Marking Security



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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Secret-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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Public-Marking Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Extraction Security



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
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Secret-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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Public-Marking Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK, EK
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𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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Public-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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The adversary wins if:
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2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Extraction Security



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Secret-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*
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𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Marking Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK, EK
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Public-Key Security

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Extraction Security

👍: No authority (holding secret mark 
key and/or extraction key) is needed.



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Secret-Key Security: [BLW17,KW17]

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Marking Security: [QWZ18,KW19,YAYX20]

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK, EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Key Security: ???

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Extraction Security: [CHN+16,YAL+19]



 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
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1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Secret-Key Security: [BLW17,KW17]

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Marking Security: [QWZ18,KW19,YAYX20]

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK, EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Key Security: This Work

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

Public-Extraction Security: [CHN+16,YAL+19]



Constructing Public-Key Watermarkable PRF
A Watermarkable PRF with Public-Extraction Security:

𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪k

𝙵′ k(x)

𝙲

𝙲(x)

𝔪



Constructing Public-Key Watermarkable PRF
A Watermarkable PRF with Public-Extraction Security:

K = (k, mk, ek)

𝙵K(x) = 𝙵′ k(x)

𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪k

𝙵′ k(x)

𝙲

𝙲(x)

𝔪



Constructing Public-Key Watermarkable PRF
A Watermarkable PRF with Public-Extraction Security:

𝙼𝚊𝚛𝚔(K, 𝔪) = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
K = (k, mk, ek)

𝙵K(x) = 𝙵′ k(x)

𝙲

𝙲(x)

𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪k

𝙵′ k(x)

𝙲

𝙲(x)

𝔪

𝔪



Constructing Public-Key Watermarkable PRF
A Watermarkable PRF with Public-Extraction Security:

𝙼𝚊𝚛𝚔(K, 𝔪) = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲) = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪K = (k, mk, ek)

𝙵K(x) = 𝙵′ k(x)

𝙲

𝙲(x)

𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪k

𝙵′ k(x)

𝙲

𝙲(x)

How to Get  in the extraction algorithm?

 

ek

𝔪

𝔪



Constructing Public-Key Watermarkable PRF
A Watermarkable PRF with Public-Extraction Security:

𝙼𝚊𝚛𝚔(K, 𝔪) = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲) = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪K = (k, mk, ek)

𝙵K(x) = 𝙵′ k(x)

𝙲

𝙲(x)

𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪k

𝙵′ k(x)

𝙲

𝙲(x)

How to Get  in the extraction algorithm?

Send  to the extraction algorithm.

ek
ek

𝔪

𝔪



Constructing Public-Key Watermarkable PRF

 is a key pair of a PKE scheme and is included in the public parameter of the watermarking scheme.(pk, sk)

K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))



Constructing Public-Key Watermarkable PRF

 is a key pair of a PKE scheme and is included in the public parameter of the watermarking scheme.(pk, sk)

K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

𝔪



Constructing Public-Key Watermarkable PRF

 is a key pair of a PKE scheme and is included in the public parameter of the watermarking scheme.(pk, sk)

𝔪K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

: 
    Get  from  on uniform 

    

𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲(x) x

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)
𝔪



Constructing Public-Key Watermarkable PRF

 is a key pair of a PKE scheme and is included in the public parameter of the watermarking scheme.(pk, sk)

𝔪K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

: 
    Get  from  on uniform 

    

𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲(x) x

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)

Distinguishable from random string given  ! sk

𝔪



Constructing Public-Key Watermarkable PRF

𝔪K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

: 
    Get  from  on uniform 

    

𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲(x) x

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)

Distinguishable from random string given  ! 

Use robust unobfuscatable PRF instead of PKE!

sk

𝔪



Constructing Public-Key Watermarkable PRF

𝔪K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

: 
    Get  from  on uniform 

    

𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲(x) x

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)

Distinguishable from random string given  ! 

Use robust unobfuscatable PRF instead of PKE!

sk

A PRF 


A PRF key  is associated with a secret .


Pseudorandomness:  is pseudorandom given oracle access to it.


Learnability: It is easy to get the secret  given a circuit .

𝚄𝙵ks( ⋅ )

ks s

𝚄𝙵ks( ⋅ )

s C( ⋅ ) ≡ 𝚄𝙵ks( ⋅ )

𝔪



Constructing Public-Key Watermarkable PRF

𝔪K = (k, mk, ek)

𝙵K(x) = (𝙵′ k(x), 𝙴𝚗𝚌(pk, ek))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
𝙲(x) := (𝙲1(x), 𝙴𝚗𝚌(pk, ek))

: 
    Get  from  on uniform 

    

𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲(x) x

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)

Distinguishable from random string given  ! 

Use robust unobfuscatable PRF instead of PKE!

sk

A PRF 


A PRF key  is associated with a secret .


Pseudorandomness:  is pseudorandom given oracle access to it.


Robust Learnability: It is easy to get the secret  given a circuit .

𝚄𝙵ks( ⋅ )

ks s

𝚄𝙵ks( ⋅ )

s C( ⋅ ) ≈ 𝚄𝙵ks( ⋅ )

𝔪



Constructing Public-Key Watermarkable PRF

K = (k, mk, ek, kek)

𝙵K(x) = (𝙵′ k(x), 𝚄𝙵kek(x))

A PRF 
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𝙵K(x) = (𝙵′ k(x), 𝚄𝙵kek(x))

𝙲

𝙲(x)

 
     
    

𝙼𝚊𝚛𝚔(K, 𝔪) :
𝙲1 = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪)
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𝙲(x) := (𝙲1(x), 𝚄𝙵kek(x))

: 
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𝙴𝚡𝚝𝚛𝚊𝚌𝚝(𝙲)
ek 𝙲

𝔪′ = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲1)
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A PRF key  is associated with a secret .
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Hinting Watermarkable PRF

𝙼𝚊𝚛𝚔(K, 𝔪) = 𝙼𝚊𝚛𝚔′ (mk, k, 𝔪) 𝙴𝚡𝚝𝚛𝚊𝚌𝚝(hint, 𝙲) = 𝙴𝚡𝚝𝚛𝚊𝚌𝚝′ (ek, 𝙲)
𝔪K = (k, mk)

𝙵K(x) = 𝙵′ k(x)
hint = ek

𝙲

𝙲(x)

Hinting Watermarkable PRF:


A hint associated with the PRF key can be used in the extraction algorithm.

𝔪
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Puncturing on an input x*

k kx*

Correctness:  

Pseudorandomness:  is hidden given 

 if x ≠ x*, 𝖥k(x) = Fkx*
(x)

𝖥k(x*) kx*

Constructing Public-Key Hinting Watermarkable 
PRF from Puncturable PRF
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z* = 𝚐(y*)
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K = (k, x*)

𝙵K(x) = 𝙵′ k(x)
hint = (x*, z*)
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k 𝙵′ 

x* 𝙵′ 

y* = 𝙵′ k(x*)
z* = 𝚐(y*)

K = (k, x*)

𝙵K(x) = 𝙵′ k(x)

𝙲

𝙲(x)
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Constructing Public-Key Hinting Watermarkable 
PRF from Puncturable PRF

 is a PRF key of .

 is a random input of .





k 𝙵′ 

x* 𝙵′ 

y* = 𝙵′ k(x*)
z* = 𝚐(y*)

marked/unmarkedK = (k, x*)

𝙵K(x) = 𝙵′ k(x)

𝙲

𝙲(x)

 
    
𝙼𝚊𝚛𝚔(K) :

𝙲(x) := 𝙵′ kx*
(x)

: 
    Output marked iff 
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(hint, 𝙲)

𝚐(𝙲(x*)) ≠ z*
hint = (x*, z*)

Marked

 is a puncturable PRF and  is an injective one-way function.𝙵′ 𝚐
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Conclusion
Assumption Message-Embedding ε

Lattice ✗ negl

Lattice + FHE ✗ 1/6

Lattice ✓ 1/exp

iO ✓ negl

iO+FHE ✓ 1/6

 (MK, EK) ← 𝙺𝚎𝚢𝙶𝚎𝚗
K ← 𝒦 MK, EK

𝔪

𝙲* ← 𝙼𝚊𝚛𝚔(MK, K, 𝔪) 𝙲*

�̃�
The adversary wins if:

1. 

2.

𝙲* ≈ �̃�
𝙴𝚡𝚝𝚛𝚊𝚌𝚝(EK, C̃) ≠ 𝔪

ε =
∣ {x ∈ 𝒳 : 𝙲*(x) ≠ �̃�(x)} ∣

∣ 𝒳 ∣
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Thanks for your Attention!


