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Naive Two-round Protocol with Passive Security (DLog)
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Insecurity of the Naive Two-round Protocol



How to Protect against Malicious Attackers in the DLog Setting

1. Commit&Open

• Send C1 = Comck(U1)

• Reveal U1 only after
receiving C2

• / Requires more rounds

2. Trapdoor-Hom-Com

• Generate ck from m

• Send C1 = Comck(U1)

• c := H(C1 + C2,m,pk)

• Simulator can equivocate C1

to anything

• , Preserves round
complexity

• / Two-round online phase

3. Linear Combinations

• Exchange multiple U
(j)
i

• Take random linear
combinations

U :=
∑
j

b(j)
(∑

i

U
(j)
i

)

• , Single-round online
phase!
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Landscape of Schnorr-like Multi-Signatures

# Round Method DLog Lattice

3 Commit&Open BN06, MuSig ES16,MJ19,FH20,BK20
2 TD-Hom-Com mBCJ, HBMS DOTT21

1 (Off) + 1 (On) Linear Combination MuSig2, DWMS MuSig-L

• “Usual” Schnorr–FSwA translation: DLog 7→ SIS

• MuSig2 and DWMS rely on the AGM or (algebraic) “one-more” DLog

Q. Can we construct a scheme with single-round online phase from
standard (module) LWE and SIS assumptions?
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Standard Rejection Sampling [Lyu12]
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Key Technique I: Generalized Rejection Sampling
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Key Technique II: Preimage Sampling with a Lattice Trapdoor [Ajt99,AP09,GPV08,MP12,. . .]
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Putting Them Together: Sign Oracle Simulation
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Takeaways

• Feasibility of FSwA multi-signature with single-round online phase
• Statistical simulation of sign oracle (no “one-more” assumption!)
• Forking lemma to show a reduction to M-SIS and M-LWE in the classical ROM

• Key observations:
1. Generalized rejection sampling lemma
2. Preimage sampling using a lattice trapdoor (only in the security proof)

Concurrent Work & Open Questions

• Squirrel [FSZ22]: Synchronized MS from OTS + Merkle tree
• Efficient instantiation: exploit NTRU or one-more SIS [AKSY21] to minimize
the overhead in signature size & communication?

• Proof in the QROM & simulation-based security

Thank you! – ePrint: https://ia.cr/2022/1036
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