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Security in the Plain Public Key Model

MS-UF-CMA game
o (0", m*, L") is valid
Attacker wins if: e pk; € L*

e (m*, L") hasn't been queried
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Lattice-based Schnorr

Schnorr ID
T4 Zq

U=r-G Y ~

c Cc sy
Accept iff
z:=c-sk+r z z-G=c-pk+U

Prover(sk) Verifier(pk = sk - G)



Lattice-based Schnorr

Schnorr ID Fiat-Shamir with Aborts ID [Lyul2]
T s ZLq r< D
U:i=r-G v u:=Ar u
c c sy c c+sCCR
W 8

z:=c-sk+r

Accept iff If RejSamp(z) = 0: Accept iff
zi=c-sk+r z z-G=c-pk+U Abort zZ Az =c-pk+u
Alell < B
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o)) (o]

Prover(sk) Verifier(pk = sk - G) Prover(sk) Verifier(pk = A - sk)




Naive Two-round Protocol with Passive Security (DLog)

Sign(sk,,m) Sign(sk,,m)
Py s Zq o Key pair: pk; =sk, -G
U =7 G U, > e Public key aggregation [MPSW19]:
< U — a; = H({pky, pky }, pk;) € Zg
U:=U; +U,
— pk:=ay - pk; +az - pk,
¢ := H(U, m, pk) _
z1:=c-ay sk, +7m1 e Works thanks to homomorphism of f(z) =z -G
<1
e
29 ¢ : = H(U, m, pk)
-
2 =21+ 2 m, (U’ Z) Accept iff

—_—
z-G=c-pk+U

Signer, Verifier



Sign(sk,,m)

u:=1u; +us

¢ := H(u, m, pk)
Z):=c-ay sk, +1r;
If RejSamp(z,) = 0:

Z =171+ 29

Naive Two-round Protocol with Passive Security (Lattice)

7z

Z3

Sign(sk,,m)
o Key pair: pk; = A - sk, mod ¢

e Public key aggregation:
— a; = H({pky, pky }, pk;) € C
— pk:=aj - pk; + az - pky
o Works thanks to homomorphism of f(x) = A - x

¢ := H(u, m, pk)

Az =c-pk+u
Azl <v2-B




Naive Two-round Protocol with Passive Security (Lattice)

Sign(sk,,m) Sign(sk,,m)
r; < D, o e Use Gaussian D, to benefit from convolution:
u; = Ar; > — Given z1,2y ~ Dy, 21 + 22 ~ D f5.,
uz
u:=u; +ug .

e Increase o or parallel repetitions

¢ := H(u, m, pk)
Z):=c-ay sk, +1r;
If RejSamp(z,) = 0:

~~ Pick an instance where all signers pass

z
Abort T . ¢ := H(u, m, pk)
V) q
- Accept iff
— m, (u,z)
4 5= = Y T, Az =c-pk+u
Azl <v2-B

Signer, Verifier



Insecurity of the Naive Two-round Protocol

i ign(sk.
Slgn(Skl ) m) S g ( 2 m) e Simple two-round protocol is insecure against
ry < Dy u; malicious attackers!
u; : = AI'1 —_—
u:=u; + us <u27 e Concurrent forgery attacks exist:
c = H(u, m, pk) — k-list sum problem [DEFKLNS19]
z) :=c-ay-sk; +1; — ROS problem [BLLOR21]
If RejSamp(z1) = 0:
[l
Abort - ¢ := H(u,m, pk)
VA q
-2 Accept iff
m, (u,2)

Z =171+ 29

Attacker(pk ) Verifier



How to Protect against Malicious Attackers in the DLog Setting

1. Commit&Open

- Send C; = Come(Un)

- Reveal U; only after
receiving Cy

- © Requires more rounds
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How to Protect against Malicious Attackers in the DLog Setting

1. Commit&Open

- Send C; = Come(Uh)

- Reveal U; only after
receiving Cy

- ® Requires more rounds

2. Trapdoor-Hom-Com

- Generate ck from m
- Send C; = Come(Un)
- ¢:= H(Cy + Ca, m, pk)

- Simulator can equivocate C;
to anything

- © Preserves round
complexity

- ® Two-round online phase

3. Linear Combinations

- Exchange multiple U

- Take random linear
combinations

U= Zb(j) <Z Ui<j)>
J o

- © Single-round online
phase!



Landscape of Schnorr-like Multi-Signatures

# Round Method DLog Lattice
3 Commit&Open BNO6, MuSig  ES16,MJ19,FH20,BK20
2 TD-Hom-Com mBCJ, HBMS DOTT21

1 (Off) + 1 (On) Linear Combination MuSig2, DWMS

- “Usual” Schnorr-FSwA translation: DLog — SIS

- MuSig2 and DWMS rely on the AGM or (algebraic) “one-more” DLog
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MuSig-L

Sign(5k1 ) m) Sign(5k27 m) e Assume a power-of-2 cyclotomic ring
Forj=1,...,¢ a® 4O R=7[X]/(X" +1)
rgj) « D, 1 9eeep™l . e First round can be computed offline!
u(lj) = Ar(lj) (1) 0 e b7 follows Gaussian D,
uy’, ..., uy
p . B S — e Hard to predict u without querying the RO
(B9)5y = (Pl (0?1 )is . oK) S ature <ive i the ot
S (G 4 o Signature size i - E
u=y, bm(u(lj) I ug)) g n the n-party case
r=3. b(]-)r(l_g) O(log(N - n)) larger than a single-user FSwA
5
¢:= H(u, m, pk) ¢ := H(u, m, pk)
Z1:=c-a; sk, +1r;
If RejSamp(z1, (b(-l))gjl) =0: A7 ~ Accept iff
Abort ' _
. m, (u,z) Az =c-pk+u
Z =71 + 22 -~ E— /\HZ||§\/§~B/

Signer, Verifier




Key Techniques to Simulate Honest Signer

Sign(sk,,m)
Forj=1,..., : (1) (e)

/ ’ u;’,...,u
b, B AT
u{) = Ar{? u®,... u®
) . -

(69— = H((PkilI(af”)5=y )i, m, ph)
u:= Zj bm(u(l]) + ug’))
— z]. b(j)r(l'j)
¢ := H(u, m, pk)
Z1:=c-a; sk, +1r;
If RejSamp(z1, (b(-l))éjl) =0: v »
Abort
Z2

Z:=1Z1 + Zo -

SimSign(pk,,m)

u® u®

u®,

Z1

Z2



Key Techniques to Simulate Honest Signer

Sign(sk,,m) SimSign(pk,, m)
Forj=1,..., £ (1) (0) (1) ()
/ ’ u;’,...,u u’,...,u
rgj) = D). —»1 ! 4>1 '
u(lg) — Ar(lj) e ) 1. Generalized rejection sampling o u®
2 5oy Ug . 2 ey Ug
‘ o < o Fixes o of z; -«
(b(y))§:1 = H((pkiH(u{J )ﬁzl)l,nupk)
u:= Zj bm(u(l]) 4F ug’))
rp =) b(j)r(l'j)
¢ := H(u, m, pk)
zy :=c-ay-sk, +1;
If RejSamp(z1, (b(-l))éjl) =0: # L
Abort
Zo )
Z =171 + 22 - -




Key Techniques to Simulate Honest Signer

Sign(sk,,m) SimSign(pk,,m)
Forj=1,...,¢ (1) O] & (©)
rgj)eD u ., u; .,y
oj _— e
u(1j) - Ar(lj) o) u® 1. Generalized rejection sampling o 40
4; e Fixes o of z; A

(b(j>)§:1 = H((sz\\(u§j>)_§:1)z,m, pk)
u:= Zj bm(u(l’) + ué’))

= bU)rﬁ”

¢ := H(u,m, pk)

2. Preimage sampling

e Generate ugj) with a known

z):=c-ay sk, +11 trapdoor
If RejSamp(z1, (b(-l))éjl) =0 # L
Abort
Zo )

Z:= 71 + 22 - -




Standard Rejection Sampling [Lyu12]

Pr[Z=2]

v:i=c-sk

Z < Dvﬁ

With prob. min{Ds(z)/(M - Dy +(2z)),1}
return z




Standard Rejection Sampling [Lyu12]

Pr[Z=2]
D, s
. D(%
v:i=c-sk
| Z < DVJ;—
With prob. min{Ds(z)/(M - Dy +(2z)),1}
It return z




Key Technique I: Generalized Rejection Sampling

Pr[Z=2]

v:=c-sk

z < Dy,

With prob. min{Ds(z)/(M - Dy .(z)),1}
return z

In MuSig-L:

# e o depends on random coefficients b(7)

e Output z ~ D; must be independent of b(9)’s



Key Technique I: Generalized Rejection Sampling

Pr[Z=2]

v:=c-sk

Z Dv,rr,A\ u

With prob. min{Ds(z)/(M - Dy ,(z)),1}
return z

In MuSig-L:

.
PO
0

# e o depends on random coefficients b(7)

e Output z ~ D; must be independent of b(9)’s



Key Technique Il: Preimage Sampling with a Lattice Trapdoor [Ajt99,AP09,GPV08,MP12,. . ]

s — Dy,

Output (BB, H)



Key Technique Il: Preimage Sampling with a Lattice Trapdoor [Ajt99,AP09,GPV08,MP12,. . ]

I - Dy,

Output (B, H)

S R

. SampIeDI o, td)

Output (BB, H@)

b follows a Gaussian D, over the coset

AL ={xeR': U-x=umod ¢}



Putting Them Together: Sign Oracle Simulation

Sign(sk,,m) SimSign(pk,,m)
Forj=1,....¢ ad (U, td) <+ GenTrap() O )
() i peceptil (1) (z) i peeepi
ry’ < Dy, —_— (u;’,..., ):=U —_—
) A (D)
= Arj u®, u®,
) - -
(6D):_y == H((pk;||(u (J))] iy m, pk) (a1, ¢,21)  ZKSim(pk,)
G) (12 () ) (b(]))’f:1 = b < SampleD(uy, 0y, td)
U3:E]'bj(u1 +u2 ) 9 (J)
_ ) ) H((pksl[(w;”)5=1 )i, m, pk) == b
rLi= 30 b G (@ 4 g
¢ = H(u, m, pk) u:=3 09 (uy” +uj”)
z ::c~a1-sk]+r1 H(.uam7pk) =€
If RejSamp(z1, (b9))4_,) = 0: Z With prob. 1/M: Z
Abort ’ Abort
7o Zy
- Z:=1Z + Z> -
e SimSign generates 115'/) with trapdoors
e ZKSim ensures A -z, = c-aj - pk, + uy
e Given td, sample bs.t. U-b=u;
e [MP12] trapdoor: ¢~ loggq




Putting Them Together: Sign Oracle Simulation

Sign(sk,,m) SimSign(pk,,m)
Forj=1,....¢ S I O (U, td) < GenTrap() a® o a®
() i peceptl (1) (e) i pecepta
ry”’ < Do, - (u;”,...,u;):=0U _—
) . ()
= Ar| RO W)
) - . -
(b5 1= H((Pkill(w)52a)i, m, k) (s cymn) £ 2KGim(pk)
G) (12 () ) (b(f))lf = b < SampleD(uy, 0y, td)
U::E]‘bj(ul +u3"”) (J)
_ ) @) H((pk,||(w;”)521)i, m, pk) :== b
Ty =505 D) 4 g
¢ = H(u, m, pk) u:=3 09 (uy” +uj”)
z1:=c-ay sk, +r; H(u,m,pk) =€
If RejSamp(z1, (b)6_,) = 0: 4! With prob. 1/M: Z
Abort Abort
7o Zy
- Z:=1Z1 + Z> -t
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o ZKSim ensures A -z; = c¢-aq - pk; + 14
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Putting Them Together: Sign Oracle Simulation

Sign(sk,,m) SimSign(pk,,m)
Forg=biost ), (U,19) « GenTrap() o,
rl(Jv) — D(,].( ; . (ugl), o 7u5 )) —U
J) . J
uy” = Aryg ug), o ,uée) US)? 200 7“5@
(OD)E_y = H((pk;ll(u{Ys_y )i, m, pk) (uy,¢,21) < ZKSim(pk,)
G) (12 () ) (b9)E_, := b + SampleD(uy, oy, td)
E= 2]' b (uy” +uz”) / ON;
= )@ H((pkil|(w;"")j=1)i,m, pk) := b
ry =3, 0r D (@ 4 4@
¢ = H(u, m, pk) u:= 3 0 (uy” +u”)
VAl ::c~a1-sk]+r1 H(u,m,pk) =cC
If RejSamp(z1, (b)6_,) = 0: 4! With prob. 1/M: Z
Abort Abort
7o Zy
- Z:=1Z1 + Z> -t
e SimSign generates u(lj) with trapdoors
! e ZKSim ensures A -z, = c-aj - pk, + uy
e Given td, sample bs.t. U-b =u4
e [MP12] trapdoor: ¢~ loggq




- Feasibility of FSwA multi-signature with single-round online phase

- Statistical simulation of sign oracle (no “one-more” assumption!)
- Forking lemma to show a reduction to M-SIS and M-LWE in the classical ROM
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- Key observations:
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Concurrent Work & Open Questions

- Squirrel [FSZ22]: Synchronized MS from OTS + Merkle tree

- Efficient instantiation: exploit NTRU or one-more SIS [AKSY21] to minimize
the overhead in signature size & communication?

- Proof in the QROM & simulation-based security

Thank you! - ePrint: https://ia.cr/2022/1036
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