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weak bFSS for arbitrary sets, from Bloom filters

e.g., A = { foo, bar, tpmpc, . . . }

1 1 1 1 1 1· · ·
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h(foo)
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1-hash-function Bloom filter

=

Ev( , foo) ⊕ Ev( , foo)
h(foo)

Ev( , var) ⊕ Ev( , var)
h(var)

+
our protocol

= [ChaseMiao20]
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weak bFSS for arbitrary sets, from polynomials

e.g., A = {foo, bar, tpmpc, . . .}

= a PRF seed
P = coeffs. of a polynomial s.t.

F ( , a) = P (a) for a ∈ A

(deg(P ) = |A |)

+
our protocol

= spot-light
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summary of our results

if Alice’s set has
weak function secret sharing

with share size 𝜎

then there is an OPRF/PSI protocol
with communication O(𝜆 · 𝜎)

+ new weak bFSS tricks
for union of ℓ∞ balls

(fuzzy PSI)



limitations (open problems)

▶ Alice’s communication is O(FSS share size)
but her computation is still O(cardinality)

▶ only Alice’s set has structure

▶ only semi-honest PSI

▶ various exponential dependence on dimension
(worse for ℓ1 metric)

▶ only explored bFSS for union of balls so far
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thanks!
eprint: https://eprint.iacr.org/2022/1011

Implementation: https://github.com/osu-crypto/FuzzyPSI

https://eprint.iacr.org/2022/1011
https://github.com/osu-crypto/FuzzyPSI
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