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= Replace semi-honest protocol with maliciously secure protocol
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= k-Delayed-Input Function MPC
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k-Delayed-Input MPC:

1. The input is needed in round k

2. but needs to be fixed before the protocol execution

k-Delayed-Input Function MPC:

1. The input is needed in round k
2. and is partially decided during the protocol execution

= 2n-Party k-delayed-input MPC protocol + information-theoretic MAC
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fx,,x,)=Dec( @y, ) ) )= BENC(, (24,%0), (4 §))

3. ==, can be generated arbitrarily
— Solve as 2. X — Adds an additional round

© )=, « Setup(d)

hf, o Keyg\en(({b 29 f)
[ 1

§,_ﬁ=((,>,)

— Do Coin Flipping outside of protocol— How to allow for honest behavior check? /
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Final Approach

© =, « Setup("®) > < 3 © ==, « Setup(2)
hﬂ — Keygen(@®1,f) hfﬂ hf,Z hf,Z «— Keyn(@mz,f)
S =( @r ) EIO Y : 3, D=( @ ®3)
/

Check | ] w.rt. - & = w.rt.

flx,,x,)=Dec( @ -) = Enc(®=,(x,.x,).(7 §5)) flx,,x,)=Dec( @ -)

1. @ . can be generated maliciously v/
2.(" ', used for encryption can be “bad” v/

3. =, can be generated arbitrarily /

88



Final Approach

o o
© ==, « Setup(“}) > < ¥
— K Q=
hf1 eygnen( 1’f) hfﬂ hﬁz
=[=( @p7 ) % (E]:=) >< 7 (2
Check | ] w.rt. - & = w.rt.
o) [ 1
f(X,] ,)C2)=DeC( hfa (x,.%,) n) () 1= EI’]C(@JR},()% ’xz)’( !?ﬂ))

1. @ . can be generated maliciously v/
2.(" ', used for encryption can be “bad” v/

3. =, can be generated arbitrarily /
= Communication Complexity: depth(f)

@ ==, « Setup(€)

hfz A Keygen(
=).[5)=( «

)
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Final Approach

o o
(7.9 >< (4.9)
@72« Setup("®) > < .
— K 0=
=, GYQ'J'GH( =, f) o~ o=,
2= @) NEID Y 3.0
/]
Check [ ] w.rt. -1 & = w.rt. 5]
a o
fx, x,)=Dec( @y, o ) s = BNC(@, (0,%,). (£150))

1. @ . can be generated maliciously v/

2.(" ', used for encryption can be “bad” v/

3. ==, can be generated arbitrarily v/

= Communication Complexity: depth(f) Can we do better?

(5)3] — Setup(2")

O""f2<—Keygen( = f)
=).[5)=( «
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Final Approach

o o
(7.9 >< (4.9)
@72« Setup("®) > < .
— K 0=
=, GYQ'J'GH( =, f) o~ o=,
2= @) NEID Y 3.0
/]
Check [ ] w.rt. -1 & = w.rt. 5]
a o
fx, x,)=Dec( @y, o ) s = BNC(@, (0,%,). (£150))

1. @ . can be generated maliciously v/

2.(" ', used for encryption can be “bad” v/

3. ==, can be generated arbitrarily v/

= Communication Complexity: depth(f) Can we do better? Yes!

(5)3] — Setup(2")

O""f2<—Keygen( = f)
=).[5)=( «
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Multi-Key Fully Homomorphic Encryption [LTV12]

2

(©=,,@= ) « Setup

g

(©==,,@,) < Setup
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Multi-Key Fully Homomorphic Encryption [LTV12]

2

(©=,,@= ) « Setup

— Enc(@=, x,)

g

(©==,,@,) < Setup
)

o | Enc(:;;_; 2 s x2)

X

X
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Multi-Key Fully Homomorphic Encryption [LTV12]

GD ua'\i,

f(x1x2) — Eval(©=f, -
(©=, 2)<—Se’[up

<—EnC =,
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Multi-Key Fully Homomorphic Encryption [LTV12]

2

ggg;;m:ﬁ Q= 1) «— Setup

o
x1 <« EnC(/,TM»]s x1)
@= = (@=,.0=,)
o 5
*o

(*M2 , hz) «— Setu P
N

X2 < EnC(,Tmzs xz)

o= = (o=, O,)

f(x1 aX2)= Dec( @, /) 3

N
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Multi-Key Fully Homomorphic Encryption [LTV12]

2

(w 1 ) < Setup

x, | < Enc(@=,, x,)

u> ua'\i;

f(X1 X2) — EV3.|( »MA;

1
2

(=

x2 «— Enc(¢

2) «— Setup

Compactness: | f(x1,x2)n| independent of f

o—-
) flx,,x,)=Dec( @, fx.x) .’

(@, @)

N
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Round-Optimal and Communication-Efficient MPC

2 g

((f{}xav’-”) «— Setup > < (({{)xyz,’nz) — Setup

<
><
<
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Round-Optimal and Communication-Efficient MPC

2

g

O, @) < Setup > < O, @) < Setup
o o
x, | < Enc(@=,, x,) x, | < Enc(@=,, x,)

< |
><
<
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2 g

N
15—“1 | "’1 ) — Se tUp ((wa ) Xy ﬂ > < ((51:1212, X ﬂ (= &.2) «— Setup

N

,.12,

x, < Enc(@=, x,) x, | < Enc(@=,, x,)

< |
><
<
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[
(©= x, B > < (©==,, xz'ﬂ (@, @) < Setup
M
o D ) ;
a) >< flex,) <= Eval(@©= f, =~
Xo
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Round-Optimal and Communication-Efficient MPC

N

lﬂ

)
(©=4 x, .ﬂ > < (©=2 1,

<

Jlx,5x,)

=]

) >< f(x1,x2)n, (2.2

<
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Round-Optimal and Communication-Efficient MPC

<

><

M, x2)

< ﬂx1’x2)n’ (,D)

Check || w.r.t. - & = w.r.t.

(©=,,@
G
X, Enc(
N
o .o
fxy x,) €= Eval( o f 16)
Xo
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Round-Optimal and Communication-Efficient MPC

2 g

M
(,TM ) - Se’[up ((:{{I:Img;z'], X1 ﬂ >< ((é{l:&;zz, Xzﬂ (,YM ) <« Setup

f\

[ 1] [ 1
Xy <« Enc(<1;;jw1, x1) Xy «— EﬂC(<i§34:1w?v‘2, x2)
0 L. o 0 ..o
fix,x,) |« Eval(@©=f,-'g) fix, x2) =) < fey s (2),12) fix,x,) |« Eval(@©=f,-g)
X, Xo

Check || w.r.t. - & = w.r.t.
Jlx,,x,)=Dec( @, fx.x) l!)
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Round-Optimal and Communication-Efficient MPC

(= x, o=

>< &
x, <« Enc(@r=.,
>< r B fiir) — Eval(@= f, "
*2

Check -] w.rt. - & = w.r.t.
Jlx,,x,)=Dec( @, fx.x) l')

N
[ £
a) fx, x2)

= Communication Complexity: L & L_ independent of f
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Conclusion

e Round-Optimal and Communication-Efficient Multiparty Computation

o Protocol with Communication Complexity depth(f)
based on Functional Encryption Combiners

o Protocol with Communication Complexity L & L .

based on Multi-Key Fully Homomorphic Encryption

e k-Delayed-Input Function MPC

Thank You!
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