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Succinctness: |       |≤ depth(𝑓)
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𝑓,𝑖
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

𝑓,𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(    ,    ))(𝑥1,𝑥2)



First Approach

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1

48

1.           can be generated maliciously
   → Privacy with Knowledge of Outputs

← 𝖲𝖾𝗍𝗎𝗉
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1.           can be generated maliciously
   → Privacy with Knowledge of Outputs
   → Can be lifted using [IKP10,PC12]

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

𝑓,𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(    ,    ))(𝑥1,𝑥2)



First Approach

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1

50

1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad”
3.          can be generated arbitrarily

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

𝑓,𝑖

𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(    ,    ))(𝑥1,𝑥2)



First Approach

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1
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2.(   ,   ) used for encryption can be “bad”

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(    ,    ))(𝑥1,𝑥2)



First Approach

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1

52

2.(   ,   ) used for encryption can be “bad”
   → Use XOR instead of concatenation

← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(    ,    ))(𝑥1,𝑥2)



First Approach
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← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1 ← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

2.(   ,   ) used for encryption can be “bad”
   → Use XOR instead of concatenation

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1 ← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad” ✓
3.          can be generated arbitrarily

𝑓,𝑖

𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1 ← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

3.          can be generated arbitrarily𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1
𝑓,2𝑓,1 ← 𝖲𝖾𝗍𝗎𝗉

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

3.          can be generated arbitrarily
   → Solve as 2.

𝑖

2, 𝑥1, , 𝑥2,  1

                           = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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3.          can be generated arbitrarily
   → Solve as 2.

𝑖



First Approach
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3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )



First Approach
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3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )



First Approach
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3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1 ← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1 ← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2𝑓,1 𝑓,2

3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1 ← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2𝑓,1 𝑓,2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

3.          can be generated arbitrarily
   → Solve as 2.

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1 ← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2𝑓,1 𝑓,2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round

𝑖

 (𝑥1,      )  (𝑥2,      )

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)



First Approach
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← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1 ← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2𝑓,1 𝑓,2

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

                  =  𝖲𝖾𝗍𝗎𝗉(       ) & 𝖲𝖾𝗍𝗎𝗉(       )

                        = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))

 (𝑥1,      )  (𝑥2,      )

(𝑥1,𝑥2)



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

(   ,   ) (   ,   )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

(   ,   ) (   ,   )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )1

(   ,   )

2 ← 𝖲𝖾𝗍𝗎𝗉(    )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

(   ,   )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

(   ,   )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

(   ,   )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   )

(   ,   )

(   ,   )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )



Final Approach

76

3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )



Final Approach
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol→ How to allow for honest behavior check?

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)



Final Approach

79

3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol→ How to allow for honest behavior check?
    ⇒ 𝑘-Delayed-Input Function MPC

𝑖

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

(   ,   )     ,     =(          ,   )(   ,   )𝑥1, (    ,    ) 

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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𝑘-Delayed-Input vs. 𝑘-Delayed-Input Function MPC

𝑘-Delayed-Input MPC:

1. The input is needed in round 𝑘 

2. but needs to be fixed before the protocol execution

𝑘-Delayed-Input Function MPC:

1. The input is needed in round 𝑘

2. and is partially decided during the protocol execution

⇒ 2𝑛-Party 𝑘-delayed-input MPC protocol + information-theoretic MAC
85
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol→ How to allow for honest behavior check?

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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3.          can be generated arbitrarily
   → Solve as 2. ✗→ Adds an additional round
   → Do Coin Flipping outside of protocol→ How to allow for honest behavior check? ✓

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad” ✓
3.          can be generated arbitrarily ✓

𝑓,𝑖

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad” ✓
3.          can be generated arbitrarily ✓
⇒ Communication Complexity: depth(𝑓)

𝑓,𝑖

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad” ✓
3.          can be generated arbitrarily ✓
⇒ Communication Complexity: depth(𝑓) Can we do better?

𝑓,𝑖

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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1.           can be generated maliciously ✓
2.(   ,   ) used for encryption can be “bad” ✓
3.          can be generated arbitrarily ✓
⇒ Communication Complexity: depth(𝑓) Can we do better? Yes!

𝑓,𝑖

𝑖

𝑓,1 𝑓,2

(   ,   )

← 𝖲𝖾𝗍𝗎𝗉(    )

← 𝖪𝖾𝗒𝗀𝖾𝗇(      1, 𝑓)𝑓,1

1

    ,     =(          ,   ) 𝑥1, (    ,    ) 

(   ,   )

(   ,   ) 𝑥1, (    ,    ) 

               Check      w.r.t.     &     w.r.t.   

                          = 𝖤𝗇𝖼(      ,(𝑥1,𝑥2),(       ))(𝑥1,𝑥2)𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)

← 𝖪𝖾𝗒𝗀𝖾𝗇(      2, 𝑓)𝑓,2

2 ← 𝖲𝖾𝗍𝗎𝗉(    )

    ,     =(          ,   )(   ,   )

𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(        ,            )𝑓 (𝑥1,𝑥2)
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1
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= (      1,      2)

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1
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= (      1,      2)

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2
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𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(       ,            )𝑓(𝑥1,𝑥2)

97

= (      1,      2)

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

= (       ,        )1 2
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𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(       ,            )𝑓(𝑥1,𝑥2)
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= (      1,      2)

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

= (       ,        )1 2

𝑓(𝑥1,𝑥2)Compactness: |           | independent of 𝑓
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉 (      2,      2) ← 𝖲𝖾𝗍𝗎𝗉
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

(      1,          )𝑥1 (      2,          )𝑥2
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

(      1,          )𝑥1 (      2,          )𝑥2
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

(      1,          )𝑥1 (      2,          )𝑥2

𝑓(𝑥1,𝑥2) 𝑓(𝑥1,𝑥2)   , (    ,    )    , (    ,    ) 
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(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

(      1,          )𝑥1 (      2,          )𝑥2

𝑓(𝑥1,𝑥2) 𝑓(𝑥1,𝑥2)   , (    ,    )    , (    ,    ) 

               Check      w.r.t.     &     w.r.t.      



Round-Optimal and Communication-Efficient MPC

106

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

(      1,          )𝑥1 (      2,          )𝑥2

𝑓(𝑥1,𝑥2) 𝑓(𝑥1,𝑥2)   , (    ,    )    , (    ,    ) 

               Check      w.r.t.     &     w.r.t.      

                     𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(       ,             )𝑓(𝑥1,𝑥2)
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               Check      w.r.t.     &     w.r.t.      

                     𝑓(𝑥1,𝑥2)=𝖣𝖾𝖼(       ,             )𝑓(𝑥1,𝑥2)

(      1,      1) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      1, 𝑥1)𝑥1

(      2,      2) ← 𝖲𝖾𝗍𝗎𝗉

← 𝖤𝗇𝖼(      2, 𝑥2)𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

         ← 𝖤𝗏𝖺𝗅(      ,𝑓,       )𝑓(𝑥1,𝑥2)
𝑥1

𝑥2

(      1,          )𝑥1 (      2,          )𝑥2

𝑓(𝑥1,𝑥2) 𝑓(𝑥1,𝑥2)

⇒ Communication Complexity: 𝐿𝗂𝗇 & 𝐿𝗈𝗎𝗍 independent of 𝑓

   , (    ,    )    , (    ,    ) 
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● Round-Optimal and Communication-Efficient Multiparty Computation

○ Protocol with Communication Complexity depth(𝑓)
based on Functional Encryption Combiners

○ Protocol with Communication Complexity 𝐿𝗂𝗇 & 𝐿𝗈𝗎𝗍
based on Multi-Key Fully Homomorphic Encryption

● 𝑘-Delayed-Input Function MPC

Thank You!


