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1. Contributions

New types of Public Key Encryption (PKE) schemes:
» Multi-Designated Receiver Signed Public Key Encryption (MDRS-PKE);
» Public Key Encryption for Broadcast (PKEBC);

Constructions of both schemes from standard assumptions;

MDRS-PKE scheme yields Multi-Designated Verifier Signature scheme (MDVS) with Privacy of
Identities;

The only prior construction is based on Verifiable Functional Encryption [1].

[1] Damgard et al. (TCC '20).
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2. Public Key Encryption for Broadcast (PKEBC)
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2. PKEBC — Syntax

(rpkgy, rska)

(rpkgp. rskgp)

(rpkgs, rskas)

(rpkgy. rskes)

(rpkgs, rskas)

D
SW 8060608

o
a
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2. PKEBC — Syntax

¢ = E((rpkgy, rpkgy, rpkgs), m)

ETHzirich
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(rpkgy, rska)

(rpkgy, rskap)

(rpkgs, rskas)

(rpkgy, rskas)

(rpkgs, rskas)
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2. PKEBC — Syntax

¢ = E((rpkgy, rpkgy, rpkgs), m)

D
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2. PKEBC — Syntax

D(xskg1,c) =

¢ = E((rpkgy, rpkgy, rpkgs), m)

D
SW 8000600

o
a

ETHziirich Eurocrypt’ 22 4/35



2. PKEBC — Syntax

D(rsksi; c) = ((rpkg, TPkps, TPkgs), m)

¢ = E((rpkgy, rpkgy, rpkgs), m)

D
SW 8000600

o
a
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2. PKEBC — Syntax

D(rsksi; c) = ((rpkg, TPkps, TPkgs), m)

Syntax of decryption:

* Only rskgy is needed;

¢ = E(xpke:. rpkas rplps). ) « Outputs vector of receivers’ rpk.

D
SW 8000600

o
a
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2. PKEBC — Security Notions

Consistency

Robustness

Confidentiality (IND-CCA-2 security)
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2. PKEBC — Security Notions

Consistency

Robustness

Confidentiality (IND-CCA-2 security)

+ Anonymity (IK-CCA-2 security)
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2. PKEBC — Consistency
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2. PKEBC — Consistency
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2. PKEBC — Consistency

D(rskes, c) = ((rpkgy, rPKg3, TPkgs), 1)

w00 0000 -0
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2. PKEBC — Consistency

D(rskes, c) = ((rpkgy, rPKg3, TPkgs), 1)

D(rskegs, ¢) = ((rpkgy, rPkgs, TPkgs), 1)

w00 0000 -0
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2. PKEBC — Robustness
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2. PKEBC — Robustness
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2. PKEBC — Robustness
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2. PKEBC — Robustness

D(rskpt,c) = ((rpkgy, rpkpy), m)
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2. PKEBC — Robustness

D(rskpt,c) = ((rpkgy, rpkpy), m)

¢ = E((rpkgy, rpkgs), m) D(rskas,c) = |
83,¢) =

806060 S

B4

"
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2. PKEBC — Confidentiality (IND-CCA-2 Security)

¢ = E((rpkgy, rpkgs), m)

W60 -60 6009

B5
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2. PKEBC — Confidentiality (IND-CCA-2 Security)

¢ = E((rpkgy, rpkgs), m)

...........................................
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2. PKEBC — Confidentiality (IND-CCA-2 Security)

¢ = E((rpkgy, rpkgs), m)

...........................................
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2. PKEBC — Anonymity (IK-CCA-2 Security)
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¢ = E((rpkgy, rpkgs), m)
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2. PKEBC — Anonymity (IK-CCA-2 Security)
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2. PKEBC — Anonymity (IK-CCA-2 Security)

¢ = E((rpkgy, rpkgs), m)

v

S 6o 6060 09

Are the (two) receivers of ¢ (B2, B4)?
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2. PKEBC — Anonymity (IK-CCA-2 Security)
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2. PKEBC — Anonymity (IK-CCA-2 Security)

o4
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Q ¢ = E((rpkgg, rpkpy), m)
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3. PKEBC Scheme Construction
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3. PKEBC Scheme Construction Roadmap

Recall Naor-Yung’s IND-CCA-1 PKE scheme construction [2];

Generalization to (non IK-CCA-2 secure) PKEBC scheme;

Making the PKEBC scheme IK-CCA-2 secure.

[2] Naor and Yung (STOC ’'90).
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3. Naor-Yung’'s PKE Scheme

Building blocks:

+ (IND-CPA secure) PKE scheme CPA = (Gen, Enc, Dec);
* NIZK = (Genggs, Prv, Viy);
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3. Naor-Yung’'s PKE Scheme

Building blocks:

+ (IND-CPA secure) PKE scheme CPA = (Gen, Enc, Dec);
* NIZK = (Genggs, Prv, Viy);

Construction of IND-CCA-1 secure PKE scheme II = (Gen, Enc, Dec):
I1.Gen:
(pko, ko), (pk;, sk1)> < (CPA.Gen, CPA.Gen);
crs < NIZK.Genggs;
Output (pk = (crs, pky, Pk, ), sk = (sko,pk)).
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3. Naor-Yung’'s PKE Scheme

I1.Enc(pk = (crs, pky, pk; ), m):
(co, c1) < (CPA.ENCyx, (m), CPA.Encyx, (m));
p < NIZK.Prv(crs,
stmt = “There is a message m such that ¢y and c; are encryptions of m under pk,
and pk, , resp.”,
w := (m, Encryption Randomness));
Output (p, co, c1).
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3. Naor-Yung’'s PKE Scheme

I1.Enc(pk = (crs, pky, pk; ), m):
(co, c1) < (CPA.ENCyx, (m), CPA.Encyx, (m));
p < NIZK.Prv(crs,
stmt = “There is a message m such that ¢y and c; are encryptions of m under pk,
and pk, , resp.”,
w := (m, Encryption Randomness));
Output (p, co, c1).

I1.Dec(sk := (sko, pk), ¢ := (p, co,c1)):
Output L if NIZK.Vfy(crs, stmt, p) = invalid;
m < CPA.DeCg, (co);
Output m otherwise.
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3. Naor-Yung’'s PKE Scheme

I1.Enc(pk = (crs, pky, pk; ), m):
(co, c1) < (CPA.ENCyx, (m), CPA.Encyx, (m));
p < NIZK.Prv(crs,
stmt = “There is a message m such that ¢y and c; are encryptions of m under pk,
and pk, , resp.”,
w := (m, Encryption Randomness));
Output (p, co, c1).

I1.Dec(sk := (sko, pk), ¢ := (p, co,c1)):
Output L if NIZK.Vfy(crs, stmt, p) = invalid;
m < CPA.DeCg, (co);
Output m otherwise.

Simulation Sound NIZK =- PKE scheme is IND-CCA-2 secure [3].

[3]: Sahai, FOCS '99
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

I1.Setup:

crs + NIZK.Gencgs;
Output crs;

1I.Gen:
((pko, sko), (pk,, skl)) < (CPA.Gen, CPA.Gen);

[l

Output (rpk = (pkg, Pk, ), rsk = (sko,rpk)).
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

II.Enc(pp == crs, ¥ := (rpk1 = (pky,0sPKy 1)s - - - TPK g = (Pk|6|,0vpkw\,1))7m):

(¢j.0,¢5,1) < (CPA.ENnCyy; o (m), CPA.Ency,  (m)) , for each j € {1,.... v}
p < NIZK.Prv(crs,
stmt := “There is a message m such that forall j € {1,...,|7|},and all b € {0, 1},

c;,» is an encryption of m under v;.”,
w := (m, Encryption Randomness));
Output (p, &= ((c1,0,¢1,1),- - (€310, a1.1) ) D).
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

II.Enc(pp == crs, ¥ := (rpk1 = (pky,0sPKy 1)s - - - TPK g = (Pk|6|,0>Pkw\,1))7m):

(¢j.0,¢5,1) < (CPA.ENnCyy; o (m), CPA.Ency,  (m)) , for each j € {1,.... v}
p < NIZK.Prv(crs,
stmt := “There is a message m such that forall j € {1,...,|7|},and all b € {0, 1},

c;,» is an encryption of m under v;.”,
w := (m, Encryption Randomness));
Output (p, &= ((c1,0,¢1,1),- - (€310, a1.1) ) D).

I1.Dec(pp := crs, rsk := (sko,rpk),c = (p,c:= ((cl,o7 c1,1)s- -5 (¢a),0s 0\5\71)),17)):

Output L if NIZK.Vfy(crs, stmt, p) = invalid;

Let: € {1,...,|7|} be (the least number) such that v; = rpk;
Output L if there is no such ;

m < CPA.DeCqy, (ci0);

Output (¢, m) otherwise.
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

Exists from Standard Assumptions

Does not exist from Standard Assumptions

Simulation Sound
NIZK
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

Exists from Standard Assumptions

Does not exist from Standard Assumptions

Simulation Sound
PKE (IND-CPA) NIZK
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3. Naor-Yung Scheme’s Trivial Generalization (Non IK-CCA-2 Secure)

Exists from Standard Assumptions

Does not exist from Standard Assumptions

Simulation Sound
PKE (IND-CPA) NIZK

/]

From [2]
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

Main idea:

Add a (Binding) Commitment to ¥ (vector of receivers’ public keys) and m;
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

Main idea:

Add a (Binding) Commitment to ¥ (vector of receivers’ public keys) and m;

Encrypt ¥, m and commitment’s randomness to each receiver;
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

Building Blocks:

+ (Statistically Binding) Commitment scheme CS = (Gencgs, Commit, Verify);
* (IND-CPA and IK-CPA secure) PKE scheme CPA = (Gen, Enc, Dec);
* (Simulation Sound) NIZK = (Gencgs, Prv, Vfy).

ETHziirich Eurocrypt' 22 18/35



3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

T1.Setup:

CI'SNIZK < N|ZK.G€I’ICF;5;
Crscs < CS.GGFICRS;
Output (CrSNIZK7 CrSCs);

II.Gen:
((pko, sko), (pk,, skl)) < (CPA.Gen, CPA.Gen);

Output (rpk = (pkg, Pk, ), rsk = (sko,rpk)).

ETHzirich
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

I1.Enc(pp = (crsnizk, crscs), ¥ = (rpk, = (P o, PKy 1), - - - » TPK; g = (PK)g.0: PKjg,1)) > ™):
comm < CS.Commit(crscs, (U, m); p);
(cj0,¢j,1) < (CPA.Encyx, , (p, U,m), CPA.EnCy; | (p, U, m)), foreach i € {1,...,[v]};
p « NIZK.Prv(crsniz,
stmt := “There is a message m, a vector ¥ and a sequence p such that:
foralli € {1,...,|9]}, b € {0,1}, ¢, is an encryption of (p, ¥, m) under v; 4,
and comm = CS.Commit(crscs, (U,m); p).”,
w = (m, U, p, Encryption Randomness));
Output (comm, p, ).
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

I1.Dec(pp := (crsnizk, crscs), rsk := (sko, rpk), ¢ := (comm, p, ¢)):

Output L if NIZK.Vfy(crs, stmt, p) = invalid;
Find the least i € {1,..., |0} with
(p, U, m) <= CPA.DecCsy, (ci,0) satisfying:
(p,v,m) # L;
V; = Irpk,
c.comm = CS.Commit(crscs, (U, m); p);
Output L if there is no such ¢;
Output (7, m) otherwise.

ETHzirich Eurocrypt’ 22
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

ETHzirich

PKE

(IND-CPA)

Simulation Sound

NIZK

Statistically Binding

PKEBC

L~

From [2]

Commitment Scheme

Eurocrypt’ 22

22/35



3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction
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3. Our (IK-CCA-2 Secure) PKEBC Scheme Construction

ETHzirich

IK-CPA

PKE (IND-CPA)

Statistically Binding

| A

From [2]

PKEBC

Qurs

Anonymous
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Outline

4. Multi-Designated Receiver Signed Public Key Encryption (MDRS-PKE)
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4. MDRS-PKE — Syntax

ETHzirich
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(rpkgy. Tskez)

(rpkgg. rskes)

(rpkgy, Tskea)
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4. MDRS-PKE — Syntax
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(rpkgy, Tsksq)

(rpkgy. Tskez)

(rpkgg. rskes)

(rpkgy, Tskea)

(rpkgs, rskes)
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(spkay. sskat)

(spkpp: sskaz) '

(spkag. sskas)

ETHzirich

. MDRS-PKE — Syntax
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(rpkgy, Tsksq)

(rpkgy. Tskez)

(rpkgg. rskes)

(rpkgy, Tskea)

(rpkgs, rskes)
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4. MDRS-PKE — Syntax

e T Esskar, (ke k), )
(spkay. sskat)

A1
(spkpp: sskaz) '

\

A2
(sPkag, ssKas)

A3

8660606904

@©
&

ETHzirich

(rpkgy, rskay)

(rpkgp, rskaz)

(rpkgy, rskas)

(rpkgy, rskps)

(rpkgs, rskas)
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4. MDRS-PKE — Syntax

(opk ) ? ¢ = E(sskar, (rpkgy, TPKgp), m)
spkpy, Sskat
A1
(spkpp: sskaz) '
\
A2

(spkag, sskas)

A3

ETHzirich

B0 00606904

D(rskgt,c) = (spkpy, (rpkgy, TPKgp), m)
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4. MDRS-PKE — Syntax

(spkay. sskat)

(spkpp: sskaz)

(spkag: sskag)

ETHzirich

-
7

Bl

1) ¢ = E(sska1, (rpkgy, Tpkgp), m) '

Al B2

o

\
A2

&

A3

IR SIS

D(rskss, c) = (spkay, (rpkgy, TPKg), m)

Syntax of decryption:
* Only rskg is needed;

» Outputs sender’s spk and vector of
receivers’ rpk.
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4. MDRS-PKE — Security Notions

Off-The-Record

Unforgeability

Consistency

Confidentiality (IND-CCA-2 security)

+ Anonymity (IK-CCA-2 security)
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4. MDRS-PKE — Off-The-Record

¢ = E(sskaz, (rpkps, TPkps, TPkgz), 1)

1 L0 B
Ow 60606004

®,
&

ETHzirich Eurocrypt' 22 26/35



4. MDRS-PKE — Off-The-Record

¢ = E(sskaz, (rpkps, TPkps, TPkgz), 1)

z,,’i 5/4. z L@

D(rskps, c) = (spkag, (rPkgs, TPKgs, TPKga), m)

88806069

®,
&
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4. MDRS-PKE — Off-The-Record

¢ = E(sskaz, (rpkps, TPkps, TPkgz), 1)

rskes, ¢

EQ’E 5/4. z L@

Look, A2 sent m to (B4, B5, B3)!
Check it with my secret key: rskgs.

D(rskps, c) = (spkag, (rPkgs, TPKgs, TPKga), m)

080606969
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4. MDRS-PKE — Off-The-Record

ETHzirich

Look, A2 sent m to (B4, B5.B3)!

3 ) — (splerr{rpk ) ) )
857 €)= (SPKazs (FPXpss TP¥p5s T PXB2) 1)

Check it with my secret key: rskgs.
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4. MDRS-PKE — Off-The-Record

T
\q ¢ = Forge(rskgs, spkp, (rpkgy. TPKgs: TpKgy), m)

Look, A2 sent m to (B4, B5, B3)!
Check it with my secret key: rskgs.
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4. MDRS-PKE — Off-The-Record

T
\q ¢ = Forge(rskgs, spkpp, (rpkpy. TPKgs: TPKgy), m)

a sskao not needed!

Look, A2 sent m to (B4, B5, B3)!
Check it with my secret key: rskgs.
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4. MDRS-PKE — Off-The-Record

©9 08

T
[

®
3

A2 .
I’'m not convinced!
rskgs, ¢

Look, A2 sent m to (B4, B5, B3)!
Check it with my secret key: rskgs.

8

¢ = Forge(rskgs, spkay, (rpkpy, rpkgs, rpkgp), 1)
sskaz not needed!

S8
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4. MDRS-PKE — Authenticity (Existential Unforgeability)
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4. MDRS-PKE — Authenticity (Existential Unforgeability)

3

3 3
e @
5 ....................................................... 6
............................... 3

ETHzirich

Eurocrypt 22 27/35



4. MDRS-PKE — Authenticity (Existential Unforgeability)

B1
Al B2
p 0 D(rskgs,c) = L, or D(rskgs, ¢) = (spk, ¥, m) and
s > for every (honest) sender Ai, either spk # spky; or
\! Ai sent m to @ before.
A2 H B3

A3
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4. MDRS-PKE — Consistency
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4. MDRS-PKE — Consistency
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4. MDRS-PKE — Consistency

D(rsksi, ) = (spk, (rpkg¢, rpkgy, TPkps), )
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4. MDRS-PKE — Consistency

D(rsksi, ) = (spk, (rpkg¢, rpkgy, TPkps), )

D(rskps. c) = (spkx. (rpkgy, TPkgq, TPkgs), m)

z,,’( x,‘ z L@

/
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4. MDRS-PKE — Confidentiality (IND-CCA-2 Security)

z,,’i % 4. z L@
@80 80600
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4. MDRS-PKE — Confidentiality (IND-CCA-2 Security)

ETHzirich
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4. MDRS-PKE — Anonymity (IK-CCA-2 Security)
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4. MDRS-PKE — Anonymity (IK-CCA-2 Security)
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Building Blocks:

+ MDVS = (Setup, Gensig, Genv, Sign, Viy);
+ (IK-CCA-2 secure) PKEBC = (Setup, Gensng, Gengey, Enc, Dec);

Main idea: “Sign-then-Encrypt”

Use MDVS to sign vector of receivers and message;
Then, use PKEBC to encrypt the sender’s and all receivers’ public keys, message and the
signature.

ETHziirich Eurocrypt’ 22 32/35



5. Our MDRS-PKE Scheme Construction

IK-CPA

Simulation Sound

Binding

PKE (IND-CPA) \ Nizk 7 Commitment Scheme
/ \ 7
From [2] Ours
|Anonymous
PKEBC

ETHziirich

Eurocrypt’ 22

33/35



5. Our MDRS-PKE Scheme Construction

1K-CPA Simulation Sound istically Binding
PKE (IND-CPA) Nizk 7 Commitment Scheme

\

//\//

From [2] Ours From [1]

|Anonymous
PKEBC MDVS

ETHziirich Eurocrypt' 22 33/35



5. Our MDRS-PKE Scheme Construction

1K-CPA S S Binding
PKE (IND-CPA) \ Nizk 7 Commitment Scheme
/ \ 7
From [2] Ours From [1]
|Anonymous
PKEBC MDVS
Ours
Anonymous
MDRS-PKE

ETHziirich

Eurocrypt’ 22

33/35



5. Our MDRS-PKE Scheme Construction

IK-CPA Simulation Sound Binding
PKE (IND-CPA) NIZK Commitment Scheme
From [2] Ours From [1]
Anonymous Anonymous
PKEBC MDVS

ETHziirich

Ours

MDRS-PKE

|Anonymous

Eurocrypt’ 22

33/35



5. Our MDRS-PKE Scheme Construction

IK-CPA Simulation Sound Binding
PKE (IND-CPA) NIZK Commitment Scheme
From [2] Ours From [1] Ours
Anonymous Anonymous P
PKEBC MDVS

ETHziirich

Ours

MDRS-PKE

|Anonymous

Eurocrypt’ 22

33/35



5. Our MDRS-PKE Scheme Construction

IK-CPA Simulation Sound Binding
PKE (IND-CPA) NIZK Commitment Scheme
From [2] Ours From [1] Ours
Anonymous Anonymous P
PKEBC MDVS

ETHziirich

Ours

MDRS-PKE

|Anonymous

Eurocrypt’ 22

33/35



Thank you!
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6. MDRS-PKE Scheme Construction

MDRS-PKE.Setup:

PPumovs < MDVS.Setup(1*);
PPpresc — PKEBC.Setup(1%);

Output pp = (PPwbvs: PPpkesc);

MDRS-PKE.Gensnq(pp = (PPmpvs: PPrkerc)):

(sPkypys; sskmpvs) <= MDVS.Gensig (pPupys);
Output (spk = spkypys, ssk = (spk, sskmpvs));

MDRS-PKE.Genrcy(pp = (PPumpyss PPpkesc)):

(vPkypys; VSkmovs) <— MDVS.Genv (ppypys);
(I‘kaKEBC,I‘SkPKEgc) — PKEBC.GEn(ppPKEgc);

Output (rpk = (VpKypvs> TPKpkeac)s TSk = (rpk7 (vskmpvs, rskaEBC))>;
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6. MDRS-PKE Scheme Construction

MDRS-PKE.Enc(ssk; = (spk;, sskmpvs;), ¥ = (rpkl, e ,rpk‘m),m):
(where rpk; := (vPkypys, TPKpkegc;))
Let Upkec = (rkaKEBCp L. 7rkaKEBCW|);
Let Umpvs = (VPkMDVSp o 7VpkMDVS\5‘\);
o — MDVS.Sign(ssky\m:)vsi7 UMDVS, (17PKE807 m)),
Output PKEBC.EHC(’UPKEB(;, (Spki, UMDvs, M, O’))}
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6. MDRS-PKE Scheme Construction

MDRS-PKE.DGC(I‘Sk]' = (rpkj, (VSkMDVSj’ rSkPKEBCj)) s C)Z

ETHzirich

(where rpk; := (vPkypys» TPKpkeac; )
(Upkesc, (spk;, tvpvs, m, o)) < PKEBC.D(rskpkesc;, ¢);
Output L if (Tpkesc, (sPk;, Tvovs, m, o)) = L of |Tpkesc| # [Twovs];

Let 7= ((umMDvs 1, UPKEBC1); - - - » (UMDVS | ipgepc | UPKEBC | senc ) )
Output L if rpk; g  or MDVS. Vfy(spk,, vskmovs ;, Dvovs, (Upkesc, m), o

Output (spk,, ¥, m);

) # valid;
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