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* Extensive literature: protocols and security support for protocols/composition with:
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Main contributions: existing UC results with II'TM features

* Relate different concepts

UcC

* Mapping from arbitrary UC protocols to |ITM protocol [Can01, Can20]

* Mapping preserves security and composability results

IHTM

* Other direction is impossible in general [Kiis06, KTR20]

Further results (details in the paper):

* Find and fix several issues in the UC model that formally

prevent composition

* Modeling technique for a new type of composition
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Main Contributions

* Concepts of UC and IITM

* Embedding UC into IITM

* The Other Direction
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Example: Composition

Shell code
UC Theorem: .
redirects messages
: Q—T
One protocol sessmnNP P .
—— —————
| ( |
I I
N ——= : Sh[cp] : : Cp :
I I |
I\ s } Ssingle,gl ¢ : = : I Ssingle: :
- _ —— ——= | = |
(I | || I
T NN l
Only for environments| \l‘z== N
that adhere to predicate &
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Example: Composition

Shell code
UC Theorem: .
redirects messages

%
One protocol sessionN'Oqi_iT P
N o

|

\l :

| 7T } single, & | ¢ : = :
- |

|

[

\_

— P

Only for environments| <«
that adhere to predicate &

e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing

e p is compliant
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Example: Composition

Shell cod
UC Theorem: = o8 IITM Main Theorem:

redirects messages

One protocol session

P 7
™ } Ssingle,g: ¢ : =

—— —

Only for environments| <’z
that adhere to predicate &

e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing

e p is compliant

EUROCRYPT 2022 Rausch, Kiisters, Chevalier 66




Example: Composition

Shell code ,
UC Theorem: _ IITM Main Theorem:
redirects messages
: Q—T
One protocol sessman P I,JU\I I,JLLI
———— e N\
'shlc,] ANCE: TS e)
— - shicely 1 %
I\ s } Ssingle,gl ¢ : = : I Ssingle: :
_—— —— = | — == |
(| | I I
T ¢ N
Only for environments| \l‘z== | S
that adhere to predicate &
e /¢ are subroutine respecting
e /¢ are subroutine exposing
e p is compliant
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Example: Composition

UC Theorem:

Shell code

redirects messages

One protocol session

)

I
7T | =single,& | ¢ :

—— —

Only for

environments \_TTT.
that adhere to predicate &

=

e 7 /¢ are subroutine respecting

e /¢ are subroutine exposing

e p is compliant

EUROCRYPT 2022

-
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Example: Composition

Shell code ,
UC Theorem: _ I I'TM Main Theorem: L L_
redirects messages R R
b l\ Phl! |\ Phl!
One protocol session P P AL AU 17 = 11
) f N : T < : | — C S
D . shleo]l 1 ¢ RS
| I | I I I R e
l s } Ssingle,gl ¢ : = : I SsingIG: I
_—— —— —= | — == |
I I I
G N 1 ¢ N
Only for environments| \l‘z== | S
that adhere to predicate &
e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing
e p is compliant
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Reconnect tapes

Example: Compositrom—— "+
Shell cod
UC Theorem: = CoTE IITM Main Theorem: \ L L

redirects messages

I
| Phl! | Phl!
— |
One protocol sessioan¢ i P ~H~ - k:|_|J = \]T
—— ~ N ! | A_J_L A—J
i } < gb I — | ) | }

| |
I f ! | |
| | |
N = shicol; v e e T L
I __________
I ™ } Ssingle,gl ¢ : = : I Ssingle: :
_——— —— — - | — |
| | I | ) I
L 7 : : : | qb } :
Only for environments| \l‘z== N

that adhere to predicate &

e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing

e p is compliant
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Reconnect tapes

Example: Compositrom—— "+
Shell cod
UC Theorem: = CoTE IITM Main Theorem: \ L L

redirects messages | ! | !

5o [th; {Ph |
One protocol session P P At~ AL 17 = 11
—— = N\ | I —— = e
G e A N
- _— |

I I
| [ ! | !
I I
N = :sh[cp]: : Cp : \_ \_ \ 70 : |\ ¢
I __________
I\ 7 } Ssingle,gl ¢ : = : I Ssingle: :
___ L : If—ﬂ*: | : 'f_qb\: | e pn; only connects to external tapes of 7/¢
| | | |
. )
Only for environments| \l‘z== | WS

that adhere to predicate &

e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing

e p is compliant
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Reconnect tapes

Example: Compositrom—— "+

Shell cod
UC Theorem: = CO%E IITM Main Theorem: \ L o

redirects messages | ! | !

5o [th; {Ph |
One protocol session P P At~ AL 17 = 11
—— = N\ I I —— = e
G e A N
- _— |

I I
| [ ! | !
N /_—\I :Sh[cp] : i Cp : \_ \_ 3 T : I\ ¢
S - S S
: | Ssingle,g: ¢ | = | : SsingleI :
| T | f_%“: | i '/_q;\: | e pn; only connects to external tapes of 7/¢
| | | |
Only for environments| (l==<') Qo Multi session setting: Includes protocols with
that adhere to predicate & joint, shared, and global state as special cases

e 7 /¢ are subroutine respecting
e /¢ are subroutine exposing

® p is compliant
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Reconnect tapes

Example: Compositrom—— "+

Shell code ,
UC Theorem: _ [ ITM Main Theorem: L 1L
redirects messages :,Ohl: o |
_ —TT J J
One protocol sessmanqi__ P atbly AU k:|T < \]T
| l I’ ! TS| @ = ) )
2 - shleol 1 e T ¢
| | [ S N S
: ™| Ssingle,g: ¢ : = | : SsingleI :
) r_  smm | | If—q;j | pn only connects to external tapes of 7/¢
L 7T 1 I L
Only for environments Qe Qo Multi session setting: Includes protocols with
that adhere to predicate § joint, shared, and global state as special cases
e /¢ are subroutine respecting
I ITM Second Theorem:
e /¢ are subroutine exposing . o
| l | '
: : <
e p is compliant T —S'”g'e'\_?d:
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Reconnect tapes

Example: Compositrom—— "+

Shell code ,
UC Theorem: _ [ ITM Main Theorem: L 1L
redirects messages :,Ohl: o |
. —T J )
One protocol sessmanqi__ P atbly AU k:|T < \]T
| l I’ | TS| @ — ) )
2 - shleol 1 e T ¢
| | [ S N S
: [ Ssingle,g: ¢ : = | : SsingleI :
) r_  smm | | If—q;j | pn only connects to external tapes of 7/¢
L 7T 1 I L
Only for environments| ‘=== Qaaay Multi session setting: Includes protocols with
that adhere to predicate § joint, shared, and global state as special cases
e /¢ are subroutine respecting
I ITM Second Theorem:
e /¢ are subroutine exposing . o T
| l | I | ' | l
: . <gi <
e p is compliant T —S'”g'e'\_?d: ~ T = '\_?J
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Reconnect tapes

Example: Compositrom—— "+

Shell code ,
UC Theorem: _ [ ITM Main Theorem: L 1L
redirects messages :,Ohl: o |
. —T J l
One protocol sessmanqi__ ,_'_0__\ atbly AU k:|T < \]T
| | I’ | |7T|§|¢I — C S
o — | Sh [CP] : | Cp : ] - I\ ™ : I\ ¢ I
| | [ S N S
: ™| Ssingle,g: ¢ : = | : SsingleI :
___ —— S | ; If_g;“l | e pn; only connects to external tapes of 7/¢
L 70 1 I I
Only for environments| ‘=== Qaaay Multi session setting: Includes protocols with
that adhere to predicate § joint, shared, and global state as special cases
e 7 /¢ are subroutine respecting
I ITM Second Theorem:
e /¢ are subroutine exposing
1L L AL 1L
I | | | | I | I
: : < <
e p is compliant T —S'”g'e'\_?d: = T = '\_?J
e 7 /¢ are o-session protocols
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Reconnect tapes

Example: Compositrom—— "+

Shell code ,
UC Theorem: _ [ ITM Main Theorem: L 1L
redirects messages :Phl: o |
. —T J )
One protocol sessmanqi__ ,_'_0__\ atbly AU k:|T < \]T
| | I{ | |7T|§|¢I — C S
N N 'shlc,]! | Cp T o
| | [ S I S S S
: | Ssingle,g: ¢ : = | : SsingleI : k“
o C_  smm | | If—q;j | pn only connects tq external tapes of 7/¢
|1 7T 1 || I %,
Only for environments| ‘=== Qaaay Multi session setting:',l‘ncludes protocols with
that adhere to predicate § joint, shared, and globa‘l"g,tate as special cases
e 7 /¢ are subroutine respecting %,
IITM Second Theorem:
e /¢ are subroutine exposing .
L 1L L 1L
I | | | | I | I
: . g <
e p is compliant T —S'”g'e'\_?d: = T = '\_?J
e 7 /¢ are o-session protocols
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Relationship?

UcC
[Can01, Can20]

ITM
[Kiis06, KTR20]
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Relationship?

UcC
[Can01, Can20]

ITM
[Kiis06, KTR20]

Different...
* computational frameworks
* compositional statements

* classes of environments, adversaries/simulators, protocols
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Relationship?

UcC
[Can01, Can20]

ITM
[Kiis06, KTR20]

Different...
* computational frameworks
* compositional statements

* classes of environments, adversaries/simulators, protocols

How do models relate?

Are protocols and security results even comparable?
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Main Contributions

* Concepts of UC and IITM
* Embedding UC into IITM

* The Other Direction



From UC to IITM Protocols

________

| | Mapping

________

e — — —— N o — — ———
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From UC to IITM Protocols

________

| , Mapping

e — — —— N o — — ———

e All aspects of my¢ can be translated naturally to an [ITM protocol,
including dynamic code via Universal Turing machine.
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From UC to IITM Protocols

________

| , Mapping o \:

e — — —— N o — — ———

e All aspects of my¢ can be translated naturally to an [ITM protocol,
including dynamic code via Universal Turing machine.

e 77 has to reveal (upper bound of) runtime tokens received so far to the adversary

— Captures side channel provided by UC environments
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From UC to IITM Protocols

Mapping

e — — —— N o — — ———

e All aspects of my¢ can be translated naturally to an [ITM protocol,
including dynamic code via Universal Turing machine.

e 77 has to reveal (upper bound of) runtime tokens received so far to the adversary

— Captures side channel provided by UC environments

e Variant Wﬁ}i%M that enforces a & bound on arbitrary environments

EUROCRYPT 2022 Rausch, Kiisters, Chevalier 384




Preserving Security

Theorem:

TuC Ssingle,& PUC
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Preserving Security

Theorem:

TuC Ssingle,& PUC

EUROCRYPT 2022

IITM — qb

&-id
HTM
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Preserving Security

Theorem:

d
TuC Ssingle,& PUC — IITM > qblgl'll'M

N

£-id £-id
M Ssingle PiTMm

e UC-runtime bounded advs
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Preserving Security

Theorem:

TuC Ssingle,& PUC

—

EUROCRYPT 2022

N

IITM — qb

&-id
HTM

£-id £-id
M Ssingle PiTMm

e UC-runtime bounded advs
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Preserving Security

Theorem:

TuC Ssingle,& PUC

—

R&

IITM — qb

&-id
HTM

£-id £-id
M Ssingle PiTMm

e UC-runtime bounded advs

Shows that mapping is non trivial

(preserves both security and attacks)

Lemma

EUROCRYPT 2022
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Preserving Security

Lemma

Theorem: (if time-lock puzzles exist)

S

d
TuC Ssingle,& PUC — IITM > qblgl'll'M

o 7

£-id £-id
M Ssingle PiTMm

e UC-runtime bounded advs

Lemma

Shows that mapping is non trivial

(preserves both security and attacks)
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Preserving Security

Theorem:

Lemma

(if time-lock puzzles exist)

TuC Ssingle,& PUC

S

i IITM — qbﬁ'll'(il\/l /

Shows that mapping is non trivial

(preserves both security and attacks)

Lemma

R&

7

£-id £-id
M Ssingle PiTMm

e UC-runtime bounded advs

Intuition:
Runtime of I[I'TM simulator can depend on runtime

of environment. Not possible for UC simulator.

EUROCRYPT 2022
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Relating Composition

Corollary: UC composition results also carry over
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Relating Composition

Corollary: UC composition results also carry over

;- - - - - - - - T T - - - - - T T T T T T T T T T T T T ~
| )
: |
° |
: UC PUC |
, ® TyC Ssingle,& PUC |
|
\\ __________________________________________________________ /’
/’— ————————————————————————————————————————————————————————— ~
| )
: |
|
| HHTM !
| |
' J
N v
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Relating Composition

Corollary: UC composition results also carry over

‘/’_ _________________________________________________________ >\
| |
: UC ® OyC UC theorem > p¢—>7‘r <. . :
| ® TyC Ssingle,& PUC uc  —single FUC |
N P,
/’— ————————————————————————————————————————————————————————— ~
| )
: |

|
| ['TM |
| |
\ /’

N e e e e o . . . . —— —— ——— —— —— —— —— —— — — — — — —— —— —— — — — — — — — — — — — — — — — —— — — — — — — — — — — — —
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Relating Composition

Corollary: UC composition results also carry over

‘/’_ _________________________________________________________ >\
| |
: UC ® OyC UC theorem > b—sT <. :
| ® TyC Ssingle,& PUC Fye —sineleiPlC |
'\ __________________________________________________________ P,
/’— ———————————————————————————————————————————————————————— ~
| )
| b— :
: IITM p||'|'|\/| S PlIITM :
' |
I\ /’

N e e e e o . . . . —— —— ——— —— —— —— —— —— — — — — — —— —— —— — — — — — — — — — — — — — — — —— — — — — — — — — — — — —
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

‘/’_ _________________________________________________________ >\
| |
: UC ® OyC UC theorem > b—sT <. :
| ® TyC Ssingle,& PUC Fye —sineleiPlC |
N I _______ )
/’— ———————————————————————————————————————————————————————— ~
| )
| b— :
: IITM p||'|'|\/| S PlIITM :
' |
|\ )

N e e e e o . . . . —— —— ——— —— —— —— —— —— — — — — — —— —— —— — — — — — — — — — — — — — — — —— — — — — — — — — — — — —
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

{/’_ _________________________________________________________ \\I
I
: UcC ® OUC UC theorem > b—sT <. :
| ® TyC Ssingle,& PUC Puc  —single PUC |
N L ____________________________________ I _______ !
‘/’_ _______________________________________________________ \\I
| ® PITM P |
- TM £-id £-id p < PITM
| ® Tiitm < PhiTm T i
|\ )

N e e e e o . . . . —— —— ——— —— —— —— —— —— — — — — — —— —— —— — — — — — — — — — — — — — — — —— — — — — — — — — — — — —
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

{/’_ _________________________________________________________ \\I
|
: UcC ® OUC UC theorem > b—sT <. :
| ® TyC Ssingle,& PUC Puc  —single PUC |
N L ____________________________________ I _______ )
‘/’_ _______________________________________________________ \\I
| ® PITM IITM theorem R o |
- HTM £-id £-id p < PITM
| ® Tiitm < PhiTm T i

N e e e e o . . . . —— —— ——— —— —— —— —— —— — — — — — —— —— —— — — — — — — — — — — — — — — — —— — — — — — — — — — — — —
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

;- - - - - - - - T T - - - - - T T T T T T T T T T T T T ~

|

|

: UC ® OuC UC theorem . b0
| ® TyC Ssingle,& PUC

[

‘ |

| ® PITM IITM theorem R o |
. r A <

i ”TM ° Wﬁ'll'(lj\/l S ¢ﬁ1l'cll\/l p||'|'|\/| >~ PITM :

|

N o e e o o o o —— —— —— —— —— —— —— —— —— — — — — — — _——— e — — — e — — — e — — e e — — e — e — — — — — —

captures UC theorem

as special case
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

;- - - - - - - - T T - - - - - T T T T T T T T T T T T T ~

\

|

|

|

I UC ® puC
| ® TyC Ssingle,& PUC
[

—~— e —— —————

‘ |
| ® PITM IITM theorem R |
| id id

| ™ ¢ 7TﬁTM < ¢ﬁTM |
|\ ]

N o e e o o o o —— —— —— —— —— —— —— —— —— — — — — — — _——— e — — — e — — — e — — e e — — e — e — — — — — —

captures UC theorem

as special case
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

| |
| |
|

I UC ® pucC :
| ® TyC Ssingle,& PUC |
! |

® Titm = Piitm

] |
|

! _ | . l
: IHTM £-id £-id :
| |

N o e e o o o o —— —— —— —— —— —— —— —— —— — — — — — — _——— e — — — e — — — e — — e e — — e — e — — — — — —

captures UC theorem

as special case
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Relating Composition

Corollary: UC composition results also carry over

Theorem: Can also directly be obtained in the I[ITM model

| |
| |
|

I UC ® pucC :
| ® TyC Ssingle,& PUC |
! |

® Titm = Piitm

‘ |
| |
L 1ITM Eid L eid »| 09T <O i
| |
' J

N o e e o o o o —— —— —— —— —— —— —— —— —— — — — — — — _——— e — — — e — — — e — — e e — — e — e — — — — — —

captures UC theorem

as special case

EUROCRYPT 2022 Rausch, Kiisters, Chevalier 102




Main Contributions

* Concepts of UC and IITM
* Embedding UC into I TM

* The Other Direction




From [ITM to UC

The other direction is impossible in general:

UcC
[Can01, Can20]

HTM
[Kiis06, KTR20]
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From [ITM to UC

The other direction is impossible in general:

* [KTR20]: There are natural protocols that meet the IITM but

not UC runtime notion

UcC
[Can01, Can20]

HTM
[Kiis06, KTR20]
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From [ITM to UC

The other direction is impossible in general:

* [KTR20]: There are natural protocols that meet the IITM but

not UC runtime notion

UC
* Impossibility result due to simulator classes [cantl, Cenl)
['TM
[Kiis06, KTR20]
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From [ITM to UC

The other direction is impossible in general:

* [KTR20]: There are natural protocols that meet the IITM but

not UC runtime notion

UcC
[Can01, Can20]

* Impossibility result due to simulator classes

* UC protocols must provide an oracle that reveals existence of HTM

instances to adversary [Kiis06, KTR20]

— Changes security properties
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Conclusion

Our work clarifies relationship UC - IITM:

UcC
[Can01, Can20]

HTM
[Kiis06, KTR20]

EUROCRYPT 2022 Rausch, Kiisters, Chevalier 108




Conclusion

Our work clarifies relationship UC - IITM:
* All UC protocols and results carry over to the I[ITM Model

UcC
[Can01, Can20]

HTM
[Kiis06, KTR20]
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Conclusion

Our work clarifies relationship UC - IITM:
* All UC protocols and results carry over to the I[ITM Model

Existing UC results can benefit from |ITM features such as

UcC

- joint, global, arbitrarily shared state [Can01, Can20]

~ locally managed SIDs g

[Kiis06, KTR20]

— larger classes of simulators and protocols

— combinations of the above
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Conclusion
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* All UC protocols and results carry over to the I[ITM Model

Existing UC results can benefit from |ITM features such as

UcC

- joint, global, arbitrarily shared state [Can01, Can20]

~ locally managed SIDs T

[Kiis06, KTR20]

— larger classes of simulators and protocols
— combinations of the above

* Established impossibility results for the other direction
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Conclusion

Our work clarifies relationship UC - IITM:
* All UC protocols and results carry over to the I[ITM Model

Existing UC results can benefit from |ITM features such as

UcC

- joint, global, arbitrarily shared state [Can01, Can20]

~ locally managed SIDs

ITM

— larger classes of simulators and protocols [Kiis06, KTR20]

— combinations of the above
* Established impossibility results for the other direction

* Future work:

Identify and map subset of IITM protocols/results to UC
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Conclusion

Our work clarifies relationship UC - IITM:
* All UC protocols and results carry over to the I[ITM Model

Existing UC results can benefit from |ITM features such as

UcC

- joint, global, arbitrarily shared state [Can01, Can20]

~ locally managed SIDs

HTM

— larger classes of simulators and protocols [Kiis06, KTR20]

— combinations of the above
* Established impossibility results for the other direction

* Future work:

Identify and map subset of IITM protocols/results to UC

Thanks!
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