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Preserving Security

Lemma
Shows that mapping is non trivial 

(preserves both security and attacks)

Lemma
 (if time-lock puzzles exist)

Intuition:
Runtime of IITM simulator can depend on runtime 
of environment. Not possible for UC simulator.



EUROCRYPT 2022 Rausch, Küsters, Chevalier 92

Relating Composition
Corollary: UC composition results also carry over



EUROCRYPT 2022 Rausch, Küsters, Chevalier 93

Relating Composition
Corollary: UC composition results also carry over

UC

IITM



EUROCRYPT 2022 Rausch, Küsters, Chevalier 94

Relating Composition
Corollary: UC composition results also carry over

UC

IITM

UC theorem



EUROCRYPT 2022 Rausch, Küsters, Chevalier 95

Relating Composition
Corollary: UC composition results also carry over

UC

IITM

UC theorem



EUROCRYPT 2022 Rausch, Küsters, Chevalier 96

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM

UC theorem



EUROCRYPT 2022 Rausch, Küsters, Chevalier 97

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM

UC theorem



EUROCRYPT 2022 Rausch, Küsters, Chevalier 98

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM

UC theorem

IITM theorem



EUROCRYPT 2022 Rausch, Küsters, Chevalier 99

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM

UC theorem

IITM theorem

captures UC theorem 
as special case



EUROCRYPT 2022 Rausch, Küsters, Chevalier 100

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM
IITM theorem

captures UC theorem 
as special case



EUROCRYPT 2022 Rausch, Küsters, Chevalier 101

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model

UC

IITM
IITM theorem

captures UC theorem 
as special case



EUROCRYPT 2022 Rausch, Küsters, Chevalier 102

Relating Composition
Corollary: UC composition results also carry over
Theorem: Can also directly be obtained in the IITM model
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IITM
IITM theorem

captures UC theorem 
as special case



Main Contributions
● Concepts of UC and IITM
● Embedding UC into IITM
● The Other Direction
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From IITM to UC
The other direction is impossible in general:

IITM
[Küs06, KTR20]

UC
[Can01, Can20]
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From IITM to UC
The other direction is impossible in general:

● [KTR20]: There are natural protocols that meet the IITM but 
not UC runtime notion

● Impossibility result due to simulator classes
● UC protocols must provide an oracle that reveals existence of 

instances to adversary
– Changes security properties

IITM
[Küs06, KTR20]

UC
[Can01, Can20]
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Conclusion
Our work clarifies relationship UC - IITM:
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UC
[Can01, Can20]
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Conclusion
Our work clarifies relationship UC - IITM:

● All UC protocols and results carry over to the IITM Model
Existing UC results can benefit from IITM features such as
– joint, global, arbitrarily shared state
– locally managed SIDs
– larger classes of simulators and protocols
– combinations of the above

● Established impossibility results for the other direction
● Future work:

Identify and map subset of IITM protocols/results to UC

Thanks!

IITM
[Küs06, KTR20]

UC
[Can01, Can20]
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