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Background

Boomerang and Retangle Attack

@ Boomerang Attack proposed by Wagner [Wag99]

o Eg= £ o E
—

'y—>6 oei>,8

o PriE; Y (Eq(x) @ 6) @ E; Y (Ea(x @ a) @ 6) = a] = p?q?

@ Adaptive chosen plaintext and ciphertext
— chosen-plaintext attack:

o amplified boomerang attack [KKS00]
e rectangle attack [BDKO01]
o probability 27"p242
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Background

Boomerang and Retangle Attack

@ Improvements based on the dependence between two differentials
o Boomerang switch [Murll, BK09, BDKO05] B
e Sandwich attack [DKS14] :

o Ey= E o Ey o Eo
~N =~ ~—~
<] t p
y—=8 B—7 a—p
o probability 27"5%§%t

o Boomerang connectivity Table [CHP*18]
o BCT in multiple rounds [WP19, SQH19]
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Background

Generalized Key-Recovery Algorithms for Rectangle Attack

@ Attack I: Biham-Dunkelman-Keller's Attack at EC01 [BDKO1]
@ Attack II: Biham-Dunkelman-Keller's Attack at FSE02 [BDKO02]

@ Attack III: Zhao et al’s Related-Key Attack at ToSC19 and
DCC20 [ZDJ19, ZDM*20]
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Key-Guessing Strategies

Related-key Rectangle Attack with Linear Key Schedule

o Invalid quartet: (P, Ps, P3, Py) meet (o/, 1w T
") but never suggest any key candidates. @H @ﬂ
Guess kqp, other kop, k3p, kap, are fixed . ﬁ ﬁ

S(kip @ P1) @ S(kap @ P2) = av, (0] ) [20] )
5(k3b ©® P3) (&) S(k4b @ P4) =« ::'i%Eﬂmﬁ ,,,,,, 8 Eﬂ

@ A tradeoff of the rectangle attack

framework with linear key schedule S
. . ER X, mmmrrrrrrro X
e guess kp in E, and part of kf in Ef fh M i s,
e gain more inactive bits (or fixed el |, |
. T T S, .
differences) from the internal state €, D
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Key-Guessing Strategies

Algorithm 1 (Attack IV)

1 Construct y structures of 2'b plaintexts each. For structure i (1 < i < y), query the 2'b plaintexts by
encryption under Ky, Kz, K3 and Ky and store them in Ly[i], Lo[i], L3[i] and La[i]

2 for each of the x-bit key Ky, which is a part of (mp, + m;)—bit Ky do
3 Ke +[]
4 for each of (my, + m? — x)-bit Ky of Ky involved in E}, and Ef do
5 for i from 1 to y do
6 for (P1, G1) € Ll[I] do
7 ‘ Py = b[,(l@AK](EbK (P1) ® @), S1 + (P1, C1, P2, ©)

end

for (Ps3, C3) € L3[1] do
10 ‘ P4 b[Kl@AKGVK](EIJ[KIQ)VK](P3) @ a), S2 « (P3, C3, Ps, Ga)
1 end
12 end
13 for (Pl,Cl,Pg,Cz) € 51 do

"

14 XL, he] = E{[K Q) Xells - hel = Eqpe gynig (©2)
15 T=X1[L, - he], Xo[L,e - shels QL <o — re], G[L, - o — 1)),

Hlr] < (P1, C1, P2, &)
16 end
17 for (P3, C3, P4 Cy) € S do

1

N XL, el = B G (G Xl el = Bl e o (G)
19 7' =0G[L, - el XalL,e - el GIL - n = rel, Gall,- - un — )
20 Access H[7'] to find (Py, C1, P2, Cp) to generate quartet (Cy, Gy, C3, Cs)
21 for each generated quartet do
2 | Determine other (ms — mf)-bit key kf’, Kc[Ky|lkf'] < Kc[Kz|kf']+1
23 end
2 end
25 end
2 Select top 2™btMF =X~ hits in K,. Guess remaining k — (my, + mp¢)-bit key to check the full key
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Key-Guessing Strategies

Related-key Rectangle Attack with Linear Key Schedule

@ The guessed keys in Algorithm 1

L™ J_ ™ ]
[y
Ka:<_{ T H my+my—x }_.KC[]
‘x H mp+my —a }.K;;

e mpy-bit ky and me-bit k¢ in total
o guess mp-bit kp and m}-bit k; before generating quartets
e guess x-bit K, before initializing the key counter K[ ]
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Key-Guessing Strategies

Complexity

@ set (y-22)2.272%.27"524% = 5, s is the expected number of
right quartets
@ Data complexity: 4y - 2" = \/s-2"/2%2 /54
@ Time complexity:
o Time | : Ty = 2XFMbtmi=x .y o . 0 — /5. om+mi+n/241 / 5g

o Time Il : Ty = (s-2metmi—mt2r—2hr /5252) ¢
o Time Il : T3 = 2. 2metmr=x—h . pk=(mytms) _ pk=h

@ Memory complexity of the key counters and data structures :
2mb+mf7x + 4y L0 — 2mb+m;7x + \/E . 2n/2+2/ﬁa

® Success Probability: P, = &(¥1=9_(0=271) [Selog]

o h<mp+mr—x, x<mp+ mj
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Automatic Model

Introduction to SKINNY

@ Proposed by Beierle et al. [BJK116]
@ SKINNY-n-t: block size n € {64,128}, tweakey size t = n,2n or 3n

£

n

|
|LL]J» L]
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Automatic Model

Previous Automatic Search Models for Boomerang

Distinguishers on SKINNY

MILP, Beierle et al. [BJKT16]
MILP, Liu et al. [LGS17]
MILP+SAT, Hadipour et al. [HBS21]

e considering the switching effect in
multiple rounds

MILP+CP, Delaune et al. [DDV20]

e automatically handling the middle
rounds

MILP+CP, Qin et al. [QDW+21]

o search the entire (N, + Ny + Ny)-round
attack
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Automatic Model

Our Model to Determine the Optimal Distinguisher

@ search the entire (Np + Ny + Nf)-round
attack for our new rectangle framework

o based on [HBS21, DDV20, QDW*21]
e previous constraints:mp, rr, p2G2t
]
]

new constraints : mg, my, he, h
objective : min{ Ty, T, T3}
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Automatic Model

Modelling Propagation of Cells with Known Differences in

Ef

@ DXFixed(DWFixed): cells with
known differences in X,(W,),
marked by &3 and @

@ the impact of SC and SR :
DWFixed[r][/] =
—DXL[rm + r + r][Ps[]]

@ the impact of MC :
DXFixed[r + 1][i] = DWFixed[r][i] A
DWFixed[r][i+8]ADWFixed[r][i+12]

Qin, S. Sun, X. Wang Key Guessing Strategies in Rectangle Attacks 16 / 37



Automatic Model

Modeling Cells that could be Used to Filter Quartets in Ef

@ DXFilter: cells can be used as filters in X,

. . . sC
o cells with nonzero fixed difference: B — B

DXFixed[r][/] DXL[r, 4+ n +r][i] DXFilter|[r][i]
0 0

1
1 0 0
1 1 1

@ DWFilter: cells can be used as filters in W,

o r= Nf — 1, DWFilter[Ns — 1][/] = DWFixed[Nr — 1][/]
o 0 <r < Nf—2, extra cells with fixed differences in W, than
W/ (deduced from X,;1) can act as filters

]
i MC MC
L
F I I
7' Wl'

W X7+1
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Automatic Model

Modeling m/-bit Subtweakeys in Ef for Generating

Quartets

® DXGuess(DWGuess): cells need to know in X,.(W,) in decryption
from ciphertexts to the filters

@ 0<r < Nf—1, the cells in W, need to know involve two types

o cells to be known from X, over the SR operation
o cells used as filters in W,

DWGuess|[r][/] = DWisFilter[r][/] V DXGuess[r][Psz[/]]

@ 0<r < Nf—2, the cells in X, 1 need to know involve two types:

o cells need to known from W, over the MC operation
o cells used as filters in X,41

X. Dong, L. Qin, S. Sun, X. Wang Key Guessing Strategies in Rectangle Attacks 18 / 37



Automatic Model

Modeling the Advantage h in the Key-recovery Attack

@ Adv: the advantage h determines the exhaustive search time T3

@ KnownDec: the cells in Y, need to know in the decryption from
ciphertext to §

@ h<my+ms—xand x < mp+ mj:

x < Z KnownEnc[r][i] + Z DXGuess|r][i]
0<r<Ny—2, 0<i<7 0<r<N;—1, 0<i<7
Adv + x < Z KnownEnc|r][/] + Z KnownDec|r][/]
0<r<Np—2, 0<i<7 0<r<Ng—1, 0<i<7
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Automatic Model

The Objective Function

@ Time complexities: Time | (T1), Time Il (T72) and Time Il (T3)

ifferential ) ol A
o DXU upper differential B, DXL lower differential g, DXUADXL middle part "
wo wy Wm
@ KnownEnc——my, DXGuess —>m'f
Wmy, Wmg
@ DXisFilter+DWisFilter——hr
th
o Adv—h

@ The uniformed objective:

Minimize obj, obj > Ty, obj > T,, obj > T>.
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Automatic Model

New Distinguishers of SKINNY

@ MILP+CP model (based on [DDV20, HBS21, QDW*21])

Version Ny Probability 52§62t Ny + Ny + Nf Ref.

= > - [SQHII]
17 04872 21 [LGS17]
19 »—51.08 23 [HBS21]
64-128 19 95436 - [DDV20]
18 9-55.34 24 [QDW+21]
18 9-55.34 25 Ours
2 =29 - [SQH19]
2 9-54.94 26 [LGS17]
23 0-55.85 29 [HBS21]
64102 53 >-57.93 B [DDV20]
2 9-57.73 30 [QDW+21]
2 0-57.56 31 Ours
18 27783 B [SQH19]
18 510384 2 [LGS17]
20 08577 - [DDV20]
128.256 21 2-116.43 24 [HBS21]
19 116,97 25 [QDWT21]
18 910851 25 Ours
19 9-121.07 26 Ours
55 27830 N [SQH19]
23 5112 27 [LGS17]
23 o112 28 [ZzDM*20]
128-384 o4 2-86.00 - [DDV20]
5 211659 30 [HBS21]
2 »—101.49 30 [QDW+21]
23 9-115.09 32 Ours
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Attack

Improved Attack on 32-round SKINNY-128-384

6 o i i
EETEE sc [
e |

[EEEE AC
A CEEEEEE  ART

23-round rectangle distinguisher of SKINNY-128-384

Wa

@ 4-round Ep+ 23-round distinguisher+5-round Ef

o W { —plaintext, Z3; —ciphertext
o r, =12¢c, my = 18¢c, rr = 16¢, my = 24c

rategies in Rectangle Attacks




Attack

Internal State Used for Filtering and Involved Subtweakeys

Round Filter Involved subtweakeys
1 AWs[5] =0 | STK[5)
2 30 AW;[8] =0 | STK3[4]
3 AWsg[15] =0 | STK3[3]
4 AWx[5] =0 | STKx[5], STK3[0,6,7]
5 AWy[7] =0 STK3o[7), STK31[2,4,5]
6 5 AWx[10] =0 | STKs[6], STK3[1,7]
7 AWx[13] =0 | STKs[l], STK31[0,5]
8 AWyx[15] =0 | STK3[3], STK31[2,7]
9 AXpg[11] = 0x58 | STK3[5], STK31[0, 6]
10 AWag[5] =0 STKao[5], STK30[0,6,7], STK31[1,2,3,4,7]
15 AWyg[11] = 0 STKao[7), STK30[2,4], STK31[1,3,5,6]
12 AWxg[13] =0 | STKxo[l], STK30[0,5], STK31[3,4,6)
13 AWog[15] =0 | STKao[3], STK30[2,7], STKz1[1,4,6]
14 AWy[7]=0 STKas[7], STKx[2,4,5], STK30[0,1,3,5,6], STK31[0,1,2,3,4,5,6,7]
15| 27 AWy7[15] =0 | STKag[3], STKx[2,7], STKs0[1,4,6], STK[0,3,5,6,7]
16 AXo7[9] = 0x50 | STKa[7],STK[2,4], STK30[1,3,5,6], STK31[0,1,2,5,6,7]

o k; = {57—}(30[].,3,5,7]7 5TK31[0,2,3,4,5,6,7]} (m’f = 11C)
@ hf = {ng[].l], W29[5, 7, 13, 15], W30[5, 8, ].5]} (hf‘ = 8C)

X. Dong, L. Qin, S. Sun, X. Wang Key Guessing Strategies in Rectangle Attacks 24 / 37



Attack

Tweakey Recovery for 32-round SKINNY-128-384

Step | Internal state | Involved subtweakeys
A Z3[6] STKs1[7]
Z30[14] STKx 1]
Zyo[1] STK3o[5], STK31[6]
B Zyo[9] STK3o[7], STK31[2,4]
Z9[13] STK30[0], STK31[3,4]
Zx[3] STK3o[7], STK31[4]
C Zyo[7] STK3o[4], STK31[3.5,6]
Z9[15] STK30[2], STK31[1, 6]
Zg[3] STKy[7], STK30[4], STK31[3,5, 6]
D Zyg[11] STKx[5], STK30[0,6], STK31[1,3.4,7]
Z,5[15] STKy[2], STK30[1,6], STK31[0,5,7]
E X7[9] STK2s[7],STK2[2,4], STK30[1,3,5.6], STK31[0,1,2,5,6.7]

@ set s=1, h=40, x =208

@ Time complexity: 235499

o Ty = /5. 2Mbt AN/l ) [E2rEr — 935454
e Tz=s- 2mb+m§—2hf—n+2rf/(ﬁ2 tf]z) e = 0331
° T3 — 2k—h — 2344

@ Success probability [Sel08]: Ps = ¢(%ﬁl_m) =82.1%
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Attack

Summary of Attacks on Skinny in Related-tweakey Setting

Version Rounds Data Time Memory Approach Setting  Ref.
22 2035 1109 2635 Rectangle RK — [LGS17]

23 26247 212591 9124 ID RK  [LGS17]
23 20247 pl24 7747 ID RK  [SMB18]
64-128 23 2714 219 640 ID RK  [ABC*]

23 26054 21207 2609 Rectangle RK  [HBS21]
24 26167 29683 284  Rectangle RK [QDW*21]
25 6167 11843 26426 Rectangle RK Ours

27 2035 21655 280 Rectangle RK  [LGS17]
64102 29 26292 1817 280 Rectangle RK  [HBS21]
B 30 262.87 2163.11 268.05 Rectangle RK [QDW+21]

31 20278 218207 26279 Rectangle RK Ours
22 2127 22856 2127 Rectangle RK  [LGS17]
53 l24.47 )251.47 248 D RK  [LGSL7]

198-256 23 2124.41 2243.41 2155.41 1D RK [SMBIS]
24 212521220985 912554 Rectangle RK  [HBS21]
25 2124482226.38 9168 Rectangle RK [QDW™21]
25 212025219391 2136 Rectangle RK Ours
26 2126:53 2544 912844 Rectangle RK Ours

27 212 231 2155 Rectangle RK  [LGS17]
28 2122 315.25 9122.32 Rectangle RK [ZDM*20]
128-384 30 212529236168 21258 Rectangle RK  [HBS21]
30 2122 23#1.11 9I28.02 Rectangle RK [QDW*21]
32 212354235499 912354 Rectangle RK Ours
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Application to ForkSkinny, Deoxys-BC and GIFT

Version  Rounds Data Time Memory Approach Setting  Ref.

ForkSkinny
26 2125 22546 9l60 ID RK  [BDL20]
128-256 26 2127 2203 9l60 ID RK  [BDL20]
(256-bit key) 28 211888224698 2136  Rectangle RK [QDW*21]
28 2118:88 22476 911888 Rectangle RK Ours
Deoxys-BC

13 227 2270 214 Rectangle RK [CHP*17]

log3gs 14 2% 2202 21 Rectangle RK  [ZDJ19]
14 21252 22827  9I36  Rectangle RK [ZDJM19]
14 21252 2260 9140 Rectangle RK Ours

GIFT

25 20378 912002 H64.1 Rectangle RK [JZZD20]
64-128 26 20096 212323 9102.86 Djfferential RK [Sww21]
26 20378 212278 263.78  Rectangle RK Ours
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Application in Single-key Setting

@ Rectangle attack in single-key model: set differences of keys to 0

e set y= \/E . 2"/27rb+1.5/ﬁa, data complexity y- b
o Ty =2metms "y 2 = /s 2mb+mf+g+1‘5/ﬁa
o T = (5 . 2mb+mffn+2rf72hf/ﬁ26’ ) e

@ Application to Serpent:

e reuse the rectangle distinguisher by Biham, Dunkelman and
Keller [BDKO1]

Key size Time Data Memory Approach Ref.
256 2173.8 91263 21263 rectangle  [BDKO02]
256 2164 21263 91263 rectangle ours
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Overall Analysis of the Four Attack Models

@ For generating quartets:

Attack I: guesses all the (mp, + my¢)-bit key at once

Attack II: does not guess the key involved in E, and Ef
Attack III: guesses mp-bit key in Ep

Our new attack: guesses my-bit key in E, and m}-bit key in E¢

@ Time complexities:
o Attack I:. Ty = 2metmrtn/2+t+2
Attack IT: TII — 2mb+rb+2rf—n+2t+2mf+2rb+rf—n+2t

Attack III: Typp = 2met2r—nt2t o
Attack IV: Tyy = Qmp+2rr—n+mp—2hs+2t |

, L. Qin, S. Sun, X. Wang Key Guessing Strategies in Rectangle Attacks 30 / 37



Thanks for Your Attention!
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