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The SNOW-V and SNOW-Vi Stream Ciphers

The SNOW-V and SNOW-Vi Stream Ciphers

@ The stream cipher SNOW-V is a new member of the SNOW family.
It was proposed for the 5G mobile communication system by Ekdahl
etal !

@ To achieve the strong security requirements by the 3GPP
standardization organization for the 5G system, it's need for
SNOW-V to provide a 256-bit security level with a 256-bit key.

@ Recently, a faster variant of SNOW-V, called SNOW-Vi, was
proposed at ACM WiSec 2021. 2

1[EJI\/IYIQ] Ekdahl, P., Johansson, T., Maximov, A., Yang, J.: A new SNOW stream cipher called SNOW-V.
IACR Transactions on Symmetric Cryptology pp. 1-42 (2019)

2[EMJY21] Ekdahl, P., Maximov, A., Johansson, T., Yang, J.: SNOW-Vi: an extreme performance variant of
SNOW-V for lower grade CPUs. In: Proceedings of the 14th ACM Conference on Security and Privacy in Wireless
and Mobile Networks. pp.261-272 (2021)
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The SNOW-V and SNOW-Vi Stream Ciphers

The SNOW-V and SNOW-Vi Stream Ciphers

@ The SNOW-V stream cipher consists of a LFSR part and a FSM part.
@ SNOW-Vi is exactly the same as SNOW-V, with some differences in the
LFSR part and the tap choice of T2.
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Fig. 1. An overall schematic of SNOW-V
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The SNOW-V and SNOW-Vi Stream Ciphers

Summary of the Attacks on SNOW-V and SNOW-Vi

Attack type Version Round Time Data
Distinguishing attack [YJM22] SNOW-Vg, full 233 -
Correlation attack [GZ21] SNOW-V,, full 2%1.93  pl03.83
Correlation attack [GZ21] SNOW-Vg,, m, full 237701 p253.73
Guess and determine [CDM20] SNOW-V full 2512 7
Guess and determine [JLH20] SNOW-V full 2406 7
Guess and determine [YJM22] SNOW-V full 2378 8
Differential attack [HII+21] SNOW-V 4 18397 26.96
Differential attack [HII+21] SNOW-Vi 4 22399 T4

No results on full SNOW-V or SNOW-Vi are faster than
exhaustive key search.

SNOW-V g, SNOW—V,,0 and SNOWfVEE,32 g are reduced variants of SNOW-V
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Linear approximation of SNOW-V

Linear approximation of SNOW-V

@ Motivation: find biased binary approximations of SNOW-V
which only relate to the output words and LFSR states.

(o, B,7v,I,m,n, h) - (ze—1, 2, Zr 41, Tl(t_l), Tl(t), 7'1(H_1)7 Tz(t)) 20
@ Our methods: convert the linear approximations based on
three consecutive outputs of SNOW-V into those of a
composite function equivalently.
A simple observation of the four taps at three consecutive clocks:

70 = I epe i Vep T 0e (T >> 48)a(T ) << 80).
Rewritten as
t—1 t t+1 t
L, ) = i e 10,

where L is a linear mapping recording the linear relationship above.
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Linear approximation of SNOW-V

Walsh spectrum

@ Walsh spectrum of a function f:

1 T(X X
Winla = F) =5, > (-1 e

xeF]

@ Walsh spectrum of composite function g o f:

Wigory(a = B) = Y Wir)(a = 1) Wg)(y = B)
YEFS
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Linear approximation of SNOW-V

Linear approximation of SNOW-V

The keystream outputs in three consecutive clocks can be
expressed by

71 = (T VB EY(RY)) @ E7Y(Rs),
7= (T BR) ® Ry,
_ (7(t+1) (1)
Zr41 _(Tl EBU(RQEH(R3@ T2 )))@E(Rl)

Let «, 8,7, 1, m, n, h be 128-bit masks.The following equation show
a nonzero correlation p when the masks take certain values:

(o, Byy, I, myn, h) - (ze—1, Z¢, Ze 41, Tl(tfl), Tl(t), Tl(tH), T2(t))

a- (EYR)BTE N @B -Ray- (o(RB (R @ ) B TIY)
Ba-ETYR) @B (RRB T @~ E(R)

o TV Vam. Tl(t)@n- T g p. T

0.

=
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Linear approximation of SNOW-V

Divide the linear approximation into 6 sub-functions

Let
F(x,y,z,u,v,w):=(fofsofsofzofhof)(x,y,zuv,w),
where

fa(x,y,z,u,v,w) = (XEIV y,z,u,L(z,u) ® v,w),
(x,y,z,u,v,w) = ((c~ (X)Ely)@ V,Y,Z,U, vV, W),
(x,¥,z,u,v,w) = (EH(x), E"X(y), 2, u, v, w),
(x,y,z,u,v,w) = (x,(yBz),u,v,w),
(x,y,z,u,v) = (x,y,z,u, E71(v)),
(x,y,z,u,v) = (x,y,u,(zEBVv)).

AR AR A

It is clear that the composite function F has 6-word input and
4-word output.

Shi Zhen, Jin Chenhui, Zhang Jiyan, et al. A Correlation Attack on Full SNOW-V and SNOW-Vi



Linear approximation of SNOW-V

Divide the linear approximation into 6 sub-functions

Theorem 1. Assume that Ry, R», R3, Tl(t_l), Tl(t)7 Tl(tﬂ) are
independent and uniform distributed. For the binary linear
approximation of F

(7. 8,1, m, rw) > (a,a, b, 6),

we have p = pr.

Theorem 1 indicates

@ we can convert the problem of computing the correlation into
that of searching for linear approximations of F equivalently.

@ by using the properties of Walsh spectrum of composite

functions, we can evaluate the approximations of SNOW-V by
measuring the linear trails directly.
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Linear approximation of SNOW-V

Distinguisher for Distinguishing Attack

From the linear relation
LT, 7Oy = 7l g 70
we know that
T Y em TOon TV gn. 70 =0,

when nL = hL = (/||m) holds, in which || represents the cascading
operation. Then Equation (1) shall become

(O[)/8777 /) m,n, h) : (Zt—lazlf.)‘?Zt"rl’ Tl(til)7 T]Ft)7 T1(t+1)7 T2(t))
= @z 1BP 2D 2e11=0,

which contains only the output words z;_1, z, zt 1.
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Linear approximation of SNOW-V

Distinguisher for Correlation Attack

When
T8 YVem - TOon TV o T £ 0,

we will get a distinguisher for correlation attack which can be used
to recover the initial state of the LFSR.

The linear approximation trail of F

fi f2
a,fp,e f,d,
dL=(e®!)||(f®m),pa(a,n®d—) ( /8 FY) pa(bDB,dDh—ac)

f3
d® h,be,f,hyy) —— (o, c,e,f, h —)aafh,
( ”) PE(D“’d@h)PE(C"b) ( ) pa(e,c—a ( ”)

—)(aath)—>(o¢ah6)
pe(a—) ra(f,a—B)

(v, 8,1, m,n,v)
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Linear approximation of SNOW-V

Distinguisher for Correlation Attack

@ The correlation can be evaluated as
p(a,b,c,d,q) =pa(a,n®d = 7)pa(b® B,d & h — ac)pe(o — d & h)
pe(c — b)pa(e, ¢ — a)pe(q — 7)pa(f,q — B),
with the constraint dL = (e @ I)||(f & m).

@ The accurate correlation of a binary linear approximation with
the input and output masks defined by parameters
a, B,7,1,m, n, h of F should be computed by

C(a7ﬂ7’y7 /7 m7 n7 h) = Z p(a7 b7 C’ d7 q)7
a,b,c,d,q

which means exhausting the intermediate masks a, b, ¢, d, q
will obtain the accurate correlation.
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

STP-based automatic search model

The model of the linear approximation mainly contains three
substitution layers and four layers of addition modulo 232
operations as the nonlinear part.

Addition modulo 232, Denoting the output mask as u, the input
masks as v, w, the i-th bit of Boolean vector x as x;, the model to
obtain a valid linear approximation is

zp-1=0,

Zj = 2j41 ® Uj11 © Viy1 ©w1(0 <j < n—1),
zi > u,-EBv,-(OSi<n),

zi 2 ui D w;,

where z is a dummy variable.
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

Addition modulo 232 Denoting the output mask as u, the input
masks as v, w, the i-th bit of Boolean vector x as x;, the model to
obtain a valid linear approximation is

Zzp1=0,zi =2z 1 D U1 S Vi1 w1 (0<j < n—1);
zi>ui@vi(0<i<n)zi > u @ w;;
where z is a dummy variable.

The correlation of the linear approximation is not zero if and only if

z satisfies the model and pa(v, w — u) = (—1)UOV) (WEW)y—wi(2)

Replace the absolute correlation of the j-th modular addition
2-wtz") with ZU) = 10twt(zY)) to keep consistent with the
accuracy of the correlation of S-boxes.
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

8-bit S-box. Denote c(x, y) as the correlation of an S-box with the
input mask x = (x7, Xe, ..., xp) and output mask y = (y7, ¥6, ---, Y0)-
Since the nonzero absolute correlations of the S-box except 1 has 8
values, we split the linear correlation table into multiple Boolean
functions. Here we construct 8 Boolean functions:

1, if |c(x,y)| = 4k/256;

fk(x’”:{ 0, if |c(x,y) #4k/256. KT L2

As the expressions longer than 256 characters are not supported by
STP solver, f(x,y) needs to be converted into a series of shorter
constrains that are fully satisfied. Use LogicFriday to obtain the
product-of-sum representation of a Boolean function.
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

With the constraint

A0 Y0 )l [fe(x, ¥) = xolxal--[xzlyolyal---lyz

added, we have the observation that f,(x, y) = 1 if and only if
|c(x,y)| = 4k/256. STP solver does not support the floating-point
data type, so we replace the absolute correlation of the i-th S-box

<O (x, )]

]

s — _ {1Ot|og2|c(i)(X7Y)|J = Llotfk(i)(x,y)logz(256/4k)J7

x
Il

1

in which t is the precision parameter. Thus we get the absolute
correlation of an S-box being accurate to t decimal places.
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

Objective function
As there are 48 S-boxes and 16 modular additions taking part in

48 6
the linear approximation, a trail can be evaluated by > S0 + >~ z0).
i=1 j=1

A solution returned by the STP solver satisfying the constraint
48 16 o .
>80 4 577U < | represents a trail with the absolute correlation
i=1 j=1

higher than 27107/,

After STP solver returns a linear approximation trail that satisfies
all constraints, we verify the trail and determine its sign.

A\,
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Automatic search of linear approximation trails of SNOW-V

Automatic search of linear approximation trails of SNOW-V

Finding more trails

Assuming that the trail (o, 50,70, lo, Mo, no, ho, ao, bo, co, do, qo)
has been found, we can keep searching for other new solutions by
introducing the additional constraints:

a = ag, B = Po,7 =0,/ = lo,m=mo,n=ng, h = ho,
(a® a0)|(b® bo)|(c® co)|(d® do)|(g qo0) #O.

Different solutions can be generated one by one in this way, and
the binary correlation gradually approaches its real value by
summing up the correlations of linear trails.
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Automatic search of linear approximation trails of SNOW-V

Searching Results

The best result we have found is

a1 =h =c¢ =0xc,0,0,0

,31 =m = 0X807 O7 07 0

v1 = h1 = by = 0x81lec5a80,0,0,0
n1 = 0x81ec5a00,0,0,0

a; = 0xc1000000,0,0,0

g1 = 0xa0,0,0,0

d1 =0,0,0,0.

with the correlation 248 (The symbol '0" denotes 32-bit 0, and
the leftmost 32-bit word is the most significant word.)
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Automatic search of linear approximation trails of SNOW-V

Searching Results

Another trail we will focus

Qp = /2 =0 = OXd,0,0,0

B2 = mp = 0x40,0,0,0

Y2 = hp = by = 0x81lec5a80,0,0,0
ny = 0x81ecb5a00,0,0,0

a» = 0xc1000000, 0, 0,0

g> = 0x60,0,0,0

d» =0,0,0,0.

with the correlation —249:063
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Evaluating a special type of binary linear approximations

Evaluating a special type of binary linear approximations

Observation

All the trails we have searched out with absolute correlation higher
than 2759 are of the form

a = | = 0x000000%, 0,0, 0
6 = m = 0x000000%, 0, 0,0
v = h = 0x8lec5a80, 0,0, 0
n = 0x81ecb5a00, 0, 0, 0.

Thus, we can evaluate the accurate correlations of linear trails with

a = | = 0x000000X,0,0,0; 8 = m = 0x000000Y, 0,0, 0;
v = h = 0x81ec5a80, 0,0, 0; n = 0x81ec5a00, 0, 0, 0,

by exhausting the intermediate masks a, b, ¢, d, g for given 8-bit
words X and Y.
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Evaluating a special type of binary linear approximations

Evaluating a special type of binary linear approximations

Property of the linear approximation of modular addition

The most significant nonzero bit of an input mask must be in the
same position as that of the output mask.

Mask ¢ and q

@ c and e have the form (0x000000x, 0,0, 0), i.e., ¢ and e are
zeros except for their 12-th bytes, with the assumption
a = (0x000000X,0,0,0) and pa(c,e — «) # 0.

@ In a similar way, we can deduce g = (0x000000%, 0, 0,0) by
B = (0x000000Y,0,0,0) and pa(f,q — ) # 0, and so as f.

@ we only need to exhaust at most 255 values of ¢ and g
respectively.
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Evaluating a special type of binary linear approximations

Evaluating a special type of binary linear approximations

As I, m, e, f are zeros except for their 12-th bytes, we can get
dL = (0x000000%, 0, 0, 0, 0x000000x, 0, 0, 0) from the linear
relation dL = (e & I)||(f & m).

@ (0,0,0,0) is the unique solution of d.

@ By pe(c — b) # 0 and ¢ = (0x000000x, 0,0, 0), we know
that bP = (0x000000x, 0, 0, 0), where P is the binary matrix
of the linear transformation of AES round function. So there
are 255 values for b to traverse as well.

A Correlation Attack on Full SNOW-V and SNOW-Vi
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Evaluating a special type of binary linear approximations

Evaluating a special type of binary linear approximations

@ a is constrained by both pa(a,n® d — «) # 0 and
pa(b® B,d® h— a'a)#0.

@ The first constraint means that the least significant three
32-bit words of a are zeros.

@ The second indicates that the least significant three 32-bit
words of o7 a are zeros.

@ Since the 15-th byte is the unique fixed point of & among the
4 most significant bytes, we have a = (0x * 000000, 0, 0, 0).

v
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Evaluating a special type of binary linear approximations

Evaluating a special type of binary linear approximations

@ We only need to exhaust 4 bytes to get all the trails with
nonzero correlation and reach the accurate correlation of the
linear approximation by summing them up when
a, B,7,1,m, n, h are chosen.

@ We could also traverse X and Y to find the optimal
approximation of this type.

Based on the two trails that have been searched, we compute the
correlations and get

c(oa, B1,v1, h, my, ni, hy) = 0—48.06.

c(az, B2,72, by M2, iy, hp) = —2747-76,

Shi Zhen, Jin Chenhui, Zhang Jiyan, et al. A Correlation Attack on Full SNOW-V and SNOW-Vi



A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-V

Assume that u = (us11, Us10, - - , tp) and i = (ds11, ds10, -+ , Do)
are the initial state and guessed initial state respectively.

For the output of LFSR at clock t, there exists a I'; € {0,1}*" such
that

Feou=1-TEVem TOen TV en. 79,
we can construct a distinguisher with the form
¢e(0) = 2 1®B 2DV Ze+1 DT - 0
=0z 108207 Zt11
el T Yeom TOen Ten TP er,  (ue ).

#+(@) will show the correlation ¢ = —2747-76 when i = v,
otherwise ¢.(4) is uniform distributed.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-V

Preprocessing stage

Let the most significant B bits of the 512-bit binary vector x be
x", the least significant 512 — B bits be x’ and the number of
keystream words produced by a pair of key and IV be N.
For 1 < i1, ib < N, we have

(Mholy) - u=teorl) .o or) o

1

If I} =T}, the equation above is ([, &) - u= (7 &T])- ul.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-V

Preprocessing stage

A parity check equation of B bits of the initial state u is

2
a-(2y-192,-1) BB (24 92,) D7 (204118 Zp41) B (T BT) - uP= 0,
if I'fl = I'fQ holds.

Since the probability p(rf1 = r§2) = 2-(512-B)  the expected
number of parity check equations with r;l = FfQ among C,%, pairs of
[iis M = C32-(3127B) x 2=(513-B) N2 Thus 2-(13-B)N2 parity
check equations can be constructed in preprocessing stage on
average.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-V

Processing stage

@ Among the M parity check equations we denote the j-th
equation (a, 3,7) - Z; @ 0; - uh =0, where
Zj = (Zi-1 @ Zi—1, 24y ® 2y, Ziy +1 © Zjp+1) and 0j = (rﬁ D rg)

o For each guessed B bits 0/ € {0,1}% of the initial state u, we
evaluate the parity checks, then get
M Z®6;-ah
T(a") = S (=1)@B) 4950 Jnq predict the o that
j=1
maximizes T (") as the correct one.

@ For the remaining 512 — B bits, the above process can be
repeated when the first B bits are known.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-V

o A correlation attack with an expected time complexity 2240-53,
a memory complexity 223877 and 22375 keystream words,
which can recover the internal state of SNOW-V at the clock
producing the first keystream word.

@ To the best of our knowledge, this is the first attack on
full SNOW-V with the time complexity less than
exhaustive attack.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-Vi

The six functions are

fl(X7y7z7 t? u,v, W) = ((X =) U),y,Z, t7 v, W)7
B(x,y,z,u,v,w) = ((c7X(x)By) D v,y,z,u,w),
B(x,y,z,u,v) = (E7H(x), E7X(y), z, u, v),
fa(x,y,z,u,v) = (x,(y B z),u,v),

fs(x,y,z,u) = (x,y,2, E"(u)),
fo(x,y,z,u) = (x,y,(z B u)).

The composite function becomes
F(x,y,z,t,u,v,w) = (fpofsofaofzofhof)(x,y, z t,uv,w),

with 7 input words and 3 output words.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-Vi

The linear approximation is

(Vaﬁalvm n, ha’y)—>(aa/85/7m ha’}/)f—2>(h7bvlam77)

pa(a,n—7) pA(bDB,h—ac)
fy fa fs
— (Oé, c, /7 m7’7) — (a,a7m,'y) — (OZ,O&, m, q)
pe(a—h)pe(c—b) pa(l,c—a) pe(q—y)
%
— (OL, a, /8)7

pa(m,q—p)
and the correlation of a linear trail can be computed as
p'(a, b,c,q) =pa(a,n — ¥)pa(b® B, h — ac)pe(a — h)pe(c — b)
pa(l,c = a)pe(g = 7v)pa(m, g — B),
while the correlation of a linear trail of SNOW-V is
pla,b,c,d,q) =pa(a,n®d — ¥)pa(b® B,d B h— ao)pe(a — d & h)
pe(c — b)pale, c = a)pe(q — 7)palf, g — B),

Shi Zhen, Jin Chenhui, Zhang Jiyan, et al. A Correlation Attack on Full SNOW-V and SNOW-Vi



A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-Vi

The link between SNOW-V and SNOW-Vi

For any trail of the linear approximation process of SNOW-Vi in
the proposed special type, the linear trail of SNOW-V determined
by the same parameters

(a7l8’77lﬂ m7 n7h7a7b7c7q)
with d = 0 has the same correlation as that of SNOW-Vj, i.e.,

p(a, b,c,0,q) = p'(a, b, c,q).

The linear approximation trails of SNOW-Vi correspond one-to-one
to the trails with d = 0 of SNOW-V, and the set consisting of all
linear trails of SNOW-Vi is a subset of that of SNOW-V.
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A correlation attack on SNOW-V/SNOW-Vi

A correlation attack on SNOW-Vi

We could approximate SNOW-Vi with the same correlation
—274776 of SNOW-V under

a=1=0xd,0,0,0

B = m = 0x40,0,0,0

v = h = 0x8lec5a80, 0, 0,0
n = 0x81ec5a00, 0, 0, 0.

o Similarly, the correlation attack with time complexity 2246-53,
memory complexity 223877 and 22375 keystream words is

effective for SNOW-Vi as well.
@ This is also the first attack better than exhaustive key
search on full SNOW-Vi.
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A correlation attack on SNOW-V/SNOW-Vi

Conclusion

@ Propose a method to convert the linear approximation of the
FSM part of SNOW-V into that of a composite function
equivalently.

@ Based on this method, we present a full coverage automatic
search of linear trails of SNOW-V, and find a binary
distinguisher with the correlation —2747-7°,

@ Using the approximation we mount the first correlation attack
on full SNOW-V with the time complexity less than
exhaustive key search. For SNOW-Vi, we prove the correlation
attack is effective as well.
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Thanks for Your Attention!

Shi Zhen, Jin Chenhui, Zhang Jiyan, et al. A Correlation Attack on Full SNOW-V and SNOW-Vi



	The SNOW-V and SNOW-Vi Stream Ciphers
	Linear approximation of SNOW-V
	Automatic search of linear approximation trails of SNOW-V
	Evaluating a special type of binary linear approximations
	A correlation attack on SNOW-V/SNOW-Vi

