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Classic Public-key Encryption
gen: 1% — (sk, pk) (Key Generation)
enc: (pk,m) — ¢ (Encryption)
dec: (sk,c) — m. (Decryption)

m = dec(sk, enc(pk, m)) (Correctness)
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dec: (sk,t,c) — m. (Decryption)
m = dec(sk, t, enc(pk, t, m)) (Correctness)
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gen: 1% — (sk, pk) (Key Generation)
enc: (bk,S,m) — ¢ (Encryption)
dec: (sk,S,c) — m. (Decryption)

m = dec(sk, S, enc(pk, S, m)) (Correctness)
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Cha\lenger -Adversary Oracle
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Cha\lenger Adversary Orac\e
....................................................... Oracle Phase I/ll. ... ... e
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Cha\lenger Adversary Orac\e
....................................................... Oracle Phase I/ll. ... ... e
(pkH’7 Slv C)
if
m := dec(skgr/, S', €)
else
m:=_1
m
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m := dec(skgr/, S', €)

else
m:=_1
A R m
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(pkg, S, m) — enc(pkg, m||S) (Construction) /‘\
RCCA

1 dec(skpg, c) € {mg, my AN

cr »dec( v ) € {mo, m} (Oracle Phase II)
dec(skg,c) ,otherwise.

CCA2
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gen: 1% — (sk, pk)

enc: (pky, Pk, m) — C

dec: (ski, pky, pko, C) — m
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(ski, pky) < gen(1)
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?
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. A
gen: 1% — (sk, pk) Cratlenger DRE Soundness Asversary
enc: (pky, pky, m) — C (ski, pky) ¢ gen(1i)
Ska, pK,) < gen(1
dec: (ski, pky, pky, C) — m (ska, pkz) = gen(17)
(ski, pky, sk, pky)
c

true
fKey3 (SKapk) = !

fa|Se. dec(sk1,pk1,pk27 C)# deC(Skz,pk1 ’ kaa C)
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DRE scheme (gen, enc, dec).

Sks
S
R
Skn
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DRE scheme (gen, enc, dec).

Sks

enc(pkg, pkg, M)

R
Skn
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DRE ~~ SBE Transformation

DRE scheme (gen, enc, dec).

Sks

SBE Construction Sketch S

Gen ~ gen

Enc: enc(pkg, pkg, m) enc(pk s, pks, m)
Dec: dec(skr, pkg, PKg, C)

R
SkH
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DRE ~~ SBE Transformation

DRE scheme (gen, enc, dec).

Sks

SBE Construction Sketch S

Gen ~ gen

Enc: Kp, Pkg, M
nc: enc(pkg, pks, m) enc(pk s, pks, m)

Dec: dec(skr, pkg, PKg, C)

R
SkH
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DRE ~~ SBE Transformation
DRE scheme (gen, enc, dec). B
1
Sks
SBE Construction Sketch S (ske,, pkp,)
Gen ~ gen
Enc: enc(pkg, pkg, m) enc(pk s, pks, m)
Dec: dec(skr, pkg, PKg, C)
R
SkH
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DRE ~~ SBE Transformation
DRE scheme (gen, enc, dec). B
1
Sks
SBE Construction Sketch S ok (ske,, pkp,)
Gen ~ gen
Enc: enc(pkg, pkg, m) K- ok
enc(pkg, pks, m) f|D(skp1,ka1)
Dec: dec(skr, pkg, PKg, C)
R
SkH
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DRE ~~ SBE Transformation
DRE scheme (gen, enc, dec). B
1
Sks
SBE Construction Sketch S ok (ske,, pkp,)
Gen ~ gen
Enc: enc(pkg, pks, m) enc(pk s, pks, m) fio(skp,, php )
Dec: dec(skr, pkg, PKg, C) e
R Py PKp,
SkH
R
SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 000e00 000000000000 00000 e]e] o]

11/33  PKC 2022 Rebecca Schwerdt: IND-SB-CPA KASTEL - Institute of Information Security and Dependability



KIT

DRE ~~ SBE Transformation
DRE scheme (gen, enc, dec). B
1
sks
SBE Construction Sketch S ok (ske,, pkp,)
Gen ~ gen + Register (sk, pk)
Enc: enc(pkg, pkg, m Retrieve pk
(Pkg, Pk g, m) + : PKr enc(pkg, pkg, M) fio(ske,, pkp,)
Dec: dec(Skr, pkg, Pkg,c)  + Retrieve pkg
R P Pkp,
skgr
R
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DRE ~~ SBE Transformation
DRE scheme (gen, enc, dec). B
1
Sks
SBE Construction Sketch S ok (ske,, pkp,)
Gen ~ gen + Register (sk, pk)
Enc: K k Retri k
neienlpG peo )l S Reewe ey enc(pk, pks, m) fio(kr, Phe,)
Dec: dec(Skr, pkg, Pkg,c)  + Retrieve pkg
R Py Pkp,
SkH
IND-CPA (gen, enc, dec)+F & ~ IND-SB-CPA (Gen, Enc, Dec) B
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DRE ~~ SBE Transformation: Proofsketch
e o e sks
S

enc(pkg, pkg, M)

Skn
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DRE ~~ SBE Transformation: Proofsketch

Chatenger Advarsary Advrsary

(sk1, pky) += gen(1*)

(sk, pky) < gen(1*) (ky, pho) S
PP

Sks

enc(pkg, pkg, M)

Skn
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DRE ~~ SBE Transformation: Proofsketch A“(IT

Karlsruhe Institute of Technology

Chatenger A?ifs:ry Advrsary sks
(ski1, pky) < gen(1%) S,R<P
(ske, pk;) < gen(1*) (oK. Pkz) (pks, pks) = (K, Pky) S
Fkrk ¢ Pkg, pkg (S,R)
enc(pkg, pkg, M)
R
Skn
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DRE ~~ SBE Transformation: Proofsketch A“(IT

Karlsruhe Institute of Technology

Chatenger Advarsary Advrsary sks
(sk1,pky) < gen(1*) S,REP
(ska. pky) < gen(1*) Py pk:) (Ps. Pg) := (K, Pk) S
Firk < pKg, pkg (S.R)
...................................................... Oracle Phase | .........uiuir it enC(Pkaks, m)
b(i {071) Mo, M Mo, M
—_— —_—
¢* 1= enc(pky, pky, Mb) ¢ ¢
- - R
...................................................... Oracle Phase Il...... ...
blb' b b sk
-_— - m- -_— -
SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 000080 000000000000 00000 e]e] o]

12/33 PKC 2022 Rebecca Schwerdt: IND-SB-CPA KASTEL - Institute of Information Security and Dependability



KIT

DRE ~~ SBE Transformation: Proofsketch
DRE SBE
versary -Adversary
sks
............................ Oracle Phase U1l ............................ S
enc(pkg, pkg, M)
R
Skn
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DRE ~~ SBE Transformation: Proofsketch
DRE SBE
versary -Adversary
Sks
............................ Oracle Phase 1l .............ccoveeeeeee... S
(R/5 S/7 c)
- / /
ifR" € {S,R} NS ¢ {S,R}: enc(pkg, pkg, m)
else R
m:=1 m
Skn
SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 00000e 000000000000 00000 [e]e] o]

13/33 PKC 2022 Rebecca Schwerdt: IND-SB-CPA KASTEL - Institute of Information Security and Dependability



KIT

DRE ~~ SBE Transformation: Proofsketch
DVZ?S&T AS\/BeEI'SaI'
y d y sks
............................ Oracle Phase VIl ..........oveeee oo S
(R/! 8/70)
ifR € {S,R} NS ¢ {S,R}: enc(pkg, pkg, m)

(sks', Pks/) + Fi(S)
m := dec(sks’, pkg/, Pkgy, C)

else R
m:= 1 m
Skn
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DRE ~~ SBE Transformation: Proofsketch
DVZ?S&T AS\/BeEI'SaI'
y d y sks
............................ Oracle Phase VIl ..........oveeee oo S
(R/! 8/70)
ifR € {S,R} NS ¢ {S,R}: enc(pkg, pkg, m)

(sks',Pks:) ¢ Fii(S')
m := dec(sks’, pkg/, PKgy, c)chnd dec(skpr, pkg/, Pkg, C)

else R
m:= 1 m
Skn
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Efficient Constructions
2,
Q%g
\OOA
N
IND cov IND-SB-CPA
- &= =
Al & SBE =
] =
IND-CCA2 = | ©~ | IND-sID-CPA IBE
,7.‘.]:AUTH > F
M-SMT =Z=UC M-SMT
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Idea

® Encode the message via a publicly known Goppa code generator

@ McEliece encrypt a random vector to both sender and receiver

& Use this random vector to get an error vector to mask the encoded message
@ Close to a contruction from Kiltz et al.
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Linear Codes
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Linear Codes

@ Hard to decode in general

® But: There are classes of codes that are easy to decode (given a generator in systematic form) —
(irreducible, binary) Goppa Codes

@ Random Goppa codes are indistinguishable from random linear codes
@ Can be used to correct errors
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.
McEliece

random non-singular systematic generator random permutation

~—— — _
V

public key secret key
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.
McEliece

c = m : G @ e

~——

error vector
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.
McEliece

Pt = [ om s @ | o e p-1
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McEliece
c p-1 = m
Decoding: m
SBE and IND-SB-CPA Generic Transformations
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Decoding: m

SBE and IND-SB-CPA
[ele} 0000

Generic Transformations
000000
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Preliminiaries A“(IT

Karlsruhe Institute of Technology

® G, — family of irreducible binary Goppa-codes of length n, which can correct up to ¢ errors with a code
dimension /.

aletd = % + € be the Bernoulli parameter of the error for some € > 0.

m Let G, € {0,1}%" be the publicly known generator matrix of a code from G, ;, where Correct is the
according error-correcting algorithm.

® Let M = {0, 1} be the message space.
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Key Generation

® Sample random matrix C € {0,1}/*"
® Generate a McEliece Keypair: G, (S, G/, P)
— Return pk = (G, C,t) and sk = (S, G, P)

SBE and IND-SB-CPA Generic Transformations Efficient Constructions
[e]e] 0000 000000 000008000000
19/33  PKC 2022 Roland Groll: IND-SB-CPA

KIT

Karlsruhe Institute of Technology

Realizing Fu-smt Theoretic Classification
00000 e]e] o]

KASTEL - Institute of Information Security and Dependability



KIT

Encryption

Parse pkg as (Gg, Cg, t) and pkg as (Gs, Cs, t)

Sample s & {0,1}

Use McEliece encryption to get ¢s < encs(s) and cg + encg(s)
e < Be

c=s-Csdedm-G

— Return ¢ = (cg, cs, ¢').
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Decryption

® Parse c as (cg, Cs, ¢') and skg as (Sg, Gg, Pr)
@ Decrypt cg using McEliece to get s

® Compute ¢ = s- Gs

® Set the verification bit b as follows

® Set b = 1 if the hamming weight of cs @ cs is smaller than t.
® Set b = 0 otherwise.
— If b= 0return _L, otherwise:
® Compute ¢’ = s-Cs
® Correct the error from m = Correct(c & ¢’), where cd ¢’ = (m- G2 @ e).
— Return m.
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Comparisons

Construction | Public Key Ciphertext
. / / / /

Kiltz et al. (A, By, B, C) € (Z7*" )3 x 2, %" (¢, o, 01, 2) € (ZT)® x Z},

Yu et al. (A, Bo, By, C) € Z3*" x (232 x ZL™ | (c,c0,¢1,02) € (Z5) x (Z3)2 x 7}

This Work (G, C) € ZL*™ x Zp<" (cm,cs, c') € (Z3)®
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Comparisons
Construction | Public Key Estimation Source
Kiltz et al. 77 megabyte Is Public-Key Encryption Based on LPN Practical
Yu et al. 2.5 megabyte | On Solving LPN using BKW and Variants
This Work 505 kilobyte Attacking and Defending the McEliece Cryptosystem

Estimated sizes for 80 bits of security

SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 000000 000000008000 00000 e]e] o]

22/33 PKC 2022 Roland Groll: IND-SB-CPA KASTEL - Institute of Information Security and Dependability



Security assumptions ﬂ(IT

Karlsruhe Institute of Technology

Definition (Indistinguishability Assumption for Goppa Codes)

A random irreducible Goppa code is indistuingishable from a random linear code.

Definition (LPN Distinguishing Problem (LPNDP))
Let:

® s be a random binary string of length /

= By be a Bernoulli distribution with parameter 6 € (0, 1)
Let Qs ¢ be the following distribution:

{(a,(s,a) @ e)lal {0,1}, e+ By}

It is hard to distuingish between Q; ¢ and a uniformly random distribution.

SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 000000 000000000800 00000 e]e] o]
23/33 PKC 2022 Roland Groll: IND-SB-CPA

KASTEL - Institute of Information Security and Dependability



Karlsruhe Institute of Technology

IND-CPA security ﬂ(IT

c* =(s-Gs @ es, s Gr ® en, s-Cs®edmy,- G)
SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
[e]e] 0000 000000 000000000080 00000 e]e] o]

24/33 PKC 2022 Roland Groll: IND-SB-CPA KASTEL - Institute of Information Security and Dependability



IND-CPA security ﬂ(IT

Karlsruhe Institute of Technology

C*:(S-Gs@es, S'GFIEBeR, S.Cs@e@mb.G2)
Game 2 + 3
C*:(S-Us@es’ S'UR@eR, S'Cs@e@mb'Gg)
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IND-CPA security ﬂ(IT

Karlsruhe Institute of Technology

Game 1
c* =(s-Gs @ es, s Gr ® en, s-Cs®edmy,- G)
Game 2 + 3
c* = (s Us s es, s- Ur @ er, s-Csdedmy- G)
Game 4
c* = (U1, Uy, us & mp - Gz)
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DRE soundness

® Assume dec(pkg, Skgr, c) = L and dec(pkg, sks,c) = m
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DRE soundness

® Assume dec(pkg, Skgr, c) = L and dec(pkg, sks,c) = m
® ¢ =(cp,Cs, ¢’) and pkp = (Gg, Cg) and pks = (Gs, Cs)

SBE and IND-SB-CPA Generic Transformations Efficient Constructions
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DRE soundness

® Assume dec(pkg, Skgr, c) = L and dec(pkg, sks,c) = m
® ¢ =(cp,Cs, ¢’) and pkp = (Gg, Cg) and pks = (Gs, Cs)

a
cpr = s . Ggr @ er
cs=5-GsPes
SBE and IND-SB-CPA Generic Transformations Efficient Constructions
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DRE soundness

® Assume dec(pkg, Skgr, c) = L and dec(pkg, sks,c) = m
® ¢ =(cp,Cs, ¢’) and pkp = (Gg, Cg) and pks = (Gs, Cs)
.

CR:S/~GF;EBGR

cs=5-GsPes

® dec(pkg, skr, ¢) = L means the verification has failed
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DRE soundness

® Assume dec(pkg, Skgr, c) = L and dec(pkg, sks,c) = m

® ¢ =(cp,Cs, ¢’) and pkp = (Gg, Cg) and pks = (Gs, Cs)

[ ]
cpr = s . Ggr @ er
cs=5-GsPes

® dec(pkg, skr, ¢) = L means the verification has failed

® Hamming distance between s’ - Gs and cs has to be > t

SBE and IND-SB-CPA Generic Transformations Efficient Constructions Realizing Fu-smt Theoretic Classification
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DRE soundness A“(IT

Karlsruhe Institute of Technology

Assume dec(pkg, skgr, ¢) = L and dec(pkg, sks,c) = m
¢ = (cn, cs, ¢’) and pkg = (Ga, Cr) and pkg = (Gs, Cs)

CR:S/~GF;EBGR
cs=5-GsPes

dec(pkg, skr, ¢) = L means the verification has failed
Hamming distance between s’ - Gs and c¢s has to be > t
wot(s'Gs @ sGs B es) > t
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DRE soundness

Assume dec(pkg, skgr, ¢) = L and dec(pkg, sks,c) = m
¢ = (cn, cs, ¢’) and pkg = (Ga, Cr) and pkg = (Gs, Cs)

CR:S/~GF;EBGR
cs=5-GsPes

dec(pkg, skr, ¢) = L means the verification has failed

Hamming distance between s’ - Gs and cs has to be > t

wgt(s'Gs ® sGs @ es) > t

So s’ # s due to eg being guaranteed to have the hamming weight wgt(es) < t
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DRE soundness

® However, from dec(pkp, sks, c) = m it follows that

Wgt(SGF{ B GrP e,q) <

SBE and IND-SB-CPA Generic Transformations Efficient Constructions
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DRE soundness

® However, from dec(pkp, sks, c) = m it follows that

KIT

Karlsruhe Institute of Technology

Wgt(SGF{ B GrP e,q) <t

® sGg and s' Gy are codewords for s #£ &’
® Hamming distance d(sGg, s'Gg) > 2t + 1
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DRE soundness

® However, from dec(pkp, sks, c) = m it follows that

Wgt(SGF{ B GrP e,q) <t

® sGg and s' Gy are codewords for s #£ &’
® Hamming distance d(sGg, s'Gg) > 2t + 1
® But this contradicts with wgt(sGg @ s'Ggr @ eg) < t as wgt(eg) < t
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Rea I iZi ng IM-SMT Karlsruhe Institute of Technology
2,
D‘gcag\
Co 4
IND. ¢y, %
4 &
IND IND-SB-CPA
COVAL &= gpp <
j =
IND-CCA2 = { ©~ | IND-sID-CPA IBE
,n.]'_AUTH > F
M-SMT =UC M-SMT
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Ideal Functionalities
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Ideal Functionalities

S

(R, m)

(§,m)
v
R

SBE and IND-SB-CPA Generic Transformations
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Ideal Functionalities

S S
(R, m) (R, m)
(S,R,m)
FAuTH A Fu-smt
ok
(S,m) (S,m)
v b 4
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Ideal Functionalities

(R,m) (R, m)
(S.R,m) (S:R)

@UTH A IZh/;-SMT A
—~

ok ok
(S,m) (S,m)
v b 4
R R
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Ideal Functionalities
Ss

(R, m) (R,m)
(S.R. m) L s A—
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Protocol m sur
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Protocol m sur

SBE and IND-SB-CPA
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Efficient Constructions
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Protocol m sur

S ¢« enc(pkg, S, m)

SBE and IND-SB-CPA
[ele} 0000

Efficient Constructions
000000000000
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Protocol m sur

S ¢« enc(pkg, S, m)

(R,c)
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FauTH
Protocol m sur

S ¢« enc(pkg, S, m)

(R,c)

L

EUTH

(S:¢)

h

R m <« dec(ska, S,c)
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[ele} 0000
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000000000000
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FauTH
Protocol m sur

S ¢« enc(pkg, S, m)

(R,c)

L

EUTH

(S:¢)

h

R m <« dec(ska, S,c)

SBE and IND-SB-CPA
[ele} 0000

Generic Transformations
000000
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FauTH
Protocol m sur

S ¢« enc(pkg, S, m)

(R,c)

L

EUTH

(S:¢)

h

R m <« dec(ska, S,c)
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Protocol m sur

S ¢« enc(pkg, S, m)

(R,c)

L

EUTH

(S:¢)

h

R m <« dec(ska, S,c)
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