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Digital Signatures
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Setup KeyGen Sign Verify (msg, sgn)
SIGNATURE SCHEME tjhofs(t pk



Ring Signatures (RS)
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Setup KeyGen Sign Verify (msg, sgn)
RING SIGNATURE SCHEME sjoh pg n qpufoujbm tjhofst

Setup KeyGen Sign Verify (msg, sgn)
SIGNATURE SCHEME tjhofs(t pk



Threshold Ring Signatures (TRS)
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Setup KeyGen Sign Verify (msg, sgn)
RING SIGNATURE SCHEME sjoh pg n qpufoujbm tjhofst

Setup KeyGen Sign Verify (msg, sgn)
THRESHOLD RING SIGNATURE SCHEME t pvu pg n tjhofst

interaction among signers

agreement on the ring of public keys

Setup KeyGen Sign Verify (msg, sgn)
SIGNATURE SCHEME tjhofs(t pk



Extendable Threshold Ring Signatures (ExTRS)
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Setup KeyGen Sign Verify (msg, sgn)
RING SIGNATURE SCHEME sjoh pg n qpufoujbm tjhofst

Setup KeyGen Sign Verify (msg, sgn)
THRESHOLD RING SIGNATURE SCHEME t pvu pg n tjhofst

Setup KeyGen Sign Verify

EXTENDABLE THRESHOLD RING SIGNATURE SCHEME

(msg, sgn1)
t pvu pg n tjhofst

Extend
count me in!

me too!

I endorse this!
dynamic ring growth
no interaction among signers needed

Setup KeyGen Sign Verify (msg, sgn)
SIGNATURE SCHEME tjhofs(t pk

Join

t pvu pg n’ tjhofst
(msg, sgn’)

(msg, sgn+)
t+1 pvu pg n’ tjhofst



Our Contribution
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Extendability (enlarge the set of potential signers of a given signature)

Sjoh Tjhobuvsft )ST*
Tbnf.Nfttbhf Mjolbcmf ST
Uisftipme Sjoh Tjhobuvsft

Formal Syntax & Security Models

Constructions & Implementations FST gspn Tjhobuvsft pg Lopxmfehf )TpL*

FUST cmbdl.cpy gspn TNMFST boe gspn eMph
TNMFST cmbdl.cpy gspn FST boe TpL



Threshold Ring Signatures (Syntax)
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Setup(sec.par)  pp→

KeyGen(pp)  (pk, sk)→

Sign(m,{pk_i}_{i R}, sk)  s∈ →

Verify(t, m, s, {pk_i}_{i R})  0/1∈ →

at least t  secret keys 
were used to generate 
the signature s for m

Bresson, Stern, and Szydlo: “Threshold ring signatures and applications to ad-hoc groups”, CRYPTO, 2002.

Tsang, Wei, Chan, Au, Liu, Wong: “Separable linkable threshold ring signatures”, Indocrypt, 2004.

Melchor, Cayrel, Gaborit, Laguillaumie: “A new efficient threshold ring signature scheme based on coding theory”, IEEE-ToIT, 2011. 

Munch-Hansen, Orlandi, Yakoubov: "Stronger Notions and a More Efficient Construction of Threshold Ring Signatures." 2020/678.



Extendable Threshold Ring Signatures (Syntax)
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Setup(sec.par)  pp→ KeyGen(pp)  (pk, sk)→

Sign(m,{pk_i}_{i R}, sk)  s∈ →

Verify(t, m, s, {pk_i}_{i R})  0/1∈ →

at least t  secret keys 
were used to generate 
the signature s for m

Extend(m, s, {pk_i}_{i R1}, {pk_i}_{i R2})  s’∈ ∈ →

Join(m, s, {pk_i}_{i R}, sk)  s’∈ → the new signature s’ verifies 
for threshold t_s + 1

the new signature s’ verifies for 
the same threshold t as s did and 
for the larger ring 



Visualizing Extendibility (Ladders)
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1 pvu pg 4 tjhofst

2 pvu pg 4 tjhofst

2 pvu pg 6 tjhofst

3 pvu pg 6 tjhofst

Extend

1 pvu pg 4 tjhofst

2 pvu pg 6 tjhofst

3 pvu pg 6 tjhofst

Extend
1 pvu pg 5 tjhofstJoin

Join

1 pvu pg 6 tjhofst Extend

Join

Join



ETRS: Security Model
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ANONYMITY & ANONYMOUS EXTENDABILITY

UNFORGEABILITY

O.KeyGen
O.Corrupt
O.Sign

(t, m, s, {pk_i}_{i R})∈

 wins the EUF game if:


1- Verify(t,m,s,R) = 1

2- # corrupted signers in R < t

3- # O.Sign queries for m < t

𝒜

O.KeyGen
O.Corrupt
O.Sign

(m, lad0, lad1) 

s  

 wins if it correctly guesses 
what ladder has been chosen 
to generate s

𝒜



Our Construction: ETRS From dLog (and PKE)
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𝔾

0

y1 = gtd1

y2 = gtd2

y3 = gtd3

H

interpolation in the exponent: polynomial of degree 3 on {H, gtd1, gtd2, gtd3}

sdLog unkown to signer

ℤpx1 x2 x3̂x

̂y

  SoK: I know a witness for either pk OR  π ← ̂y
P=( pk, ,c), c  Enc( )̂x, ̂y, π ← pke, ⊥

  SoK: I know a witness for either pk’ OR π ← gtdi

P=( ,pk’, ,c), c  Enc( )xi, yi π ← pk′ e, tdi

threshold = #P - #T + 3

Sign

Extend

{P, } = s{(xi, yi)}3
i=1

{{Pj},{Ti≠j}} = s

T

st = n - 3



Our Construction: ETRS From dLog (and PKE)
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𝔾

0

H

y1 = gtd1

y2 = gtd2

y3 = gtd3

interpolation in the exponent: polynomial of degree 3 on {H, gtd1, gtd2, gtd3}

sdLog unkown to signer

ℤpx1 x2 x3̂x

̂y

  SoK: I know a witness for either pk’ OR  π ← ̂y′ 

P=( pk’, ,c), c  Enc( )̂x′ , ̂y′ , π ← pk′ e, ⊥

threshold = #P - #T + 3

{{Pj},{Ti}} = s

̂x′ 

̂y′ 

Join

  SoK: I know a witness for either pk’ OR π ← gtdi

P=( ,pk’, ,c), c  Enc( )xi, yi π ← pk′ e, tdi

Extend

{{Pj},{Ti≠j}} = s



Our Construction
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ETRS From dLog
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THANK YOU FOR YOUR 
ATTENTION


