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Intersigner Anonymity

 Signature has a deterministic part

More fine-grained
than linkability!

e Given two signatures on same m, R, check if that part is equal
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Oracles for the Active Adversary




PART Il: Construction and
Proofs
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VRF Verifiable Random Function

* Like a PRF * Verification algorithm:

e But can generate a proof * Verify(v,p,vk) = 1/0
v = Eval(sk,x)

*p = Prove(sk,x,v)



Public Kev Encryption
PKE P

e ct « PKE.Enc(pl ,, input) e ct <« PKE.Enc(p/,, input)

* Key-privacy means you can’t tell from whom the encryption is!
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* Verifier does not learn which
witness the prover has in mind.

* NIWIs with perfect soundness:
o can’t prove a false statement.
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Prove Membership using

NIWI an OR

r: NIWI proof that n

* ct encrypts a valid VRF proof p under some vk; and Same proof but
for vk;
]

* The proof p verifies for v under vk; —
* 3 an SPB opening showing vk;is consistent with h, hk

(v,ct,h,hk,v', ct’',h', hk', )
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Prove Membership using
NIWI an OR

r: NIWI proof

R| vk; V R| vk;

(v,ct,h,hk,v', ct’',h', hk', )
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But Now Unforgeability Precludes OReg!

m) OSign
=) OCorr

F(sk;,) = skj



Why does it matter?

* Gives feasibility, even with weakened unforgeability.
* Resultant research question:

Does there exist a compact thring with malicious
registration in the ?
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