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Security Notion (informal)

● An adversary should not be able to distinguish between an encryption of 
arbitrary two messages x0, x1

● The encryption should remain indistinguishable even if the adversary has 
access to functional keys skf for any function f for which f(x0) = f(x1)

● Selective vs. adaptive security



Generality vs. efficiency

● General designs for arbitrary functions, equivalence to iO
● Limited functions, emphasis on efficiency:

○ inner-product (linear) functions and quadratic functions
○ security based on well established assumptions: DDH, DCR, LWE
○ multi-client setting, decentralization, function hiding

Our work: Efficient and practical RLWE based (quantumly secure) FE schemes 
for inner-product functions with selective and adaptive security.

In addition: new results on lattices, compiler to (decentralized, identity based) 
multi-client IPFE, optimized implementation



RLWE based IPFE

● Setup:

● Encrypt(x):

● KeyGen(y):

● Decrypt:



Security challenges

● Adversary should not be able to distinguish an encryption of x0, x1 even knowing 
functional keys for functions with f(x0) = f(x1)

● Functional keys reveal more information about the underlying RLWE problem than 
desired

Recall, RLWE problem asks for                                              to distinguish

                                                                         and

A stronger, multi-hint extended RLWE is needed, asking to distinguish

                                                                        and   

where                      are sampled from a small distribution



Security challenges

● a simple modification of the scheme for the adaptive security

● mhe-RLWE not sufficient, need for Leftover-Hash lemma in rings and 
Complexity Leveraging



Efficiency and implementation

● We carefully craft the parameters to not lose efficiency
● Ring setting leads to smaller keys, faster operations
● Batching: multiple vectors can be encrypted in parallel allowing SIMD type of 

calculations on encrypted data



Efficiency and implementation

● The primes are chosen to support NTT multiplication and fast modular 
reduction

● For correctness the primes are required to be very large 
○ We provided a CRT based RNS implementation 

● Further, we combine Cooley-Tukey and Gentleman-Sande NTT
○ Removes the requirement of rearrangement between NTT and INTT steps

● The Gaussian sampling is implemented in two steps
○ First, samples are generated from a small Gaussian distribution
○ Second, these samples are combined to generate samples from Gaussian distributions of 

arbitrary standard deviation
○ Both of these steps are performed in constant-time to eliminate timing attacks.



Efficiency and implementation

● An optimized implementation: https://github.com/fentec-project/IPFE-RLWE

https://github.com/fentec-project/IPFE-RLWE


Machine learning on encrypted data

● encrypted images (785-dimensional pixels vectors)

● classifying the content (digit) using logistic regression
● encryption 381ms, model (10 inner-product functions) evaluation 170ms
● batching 4092 images in parallel



(Bonus) Identity based (Decentralized)
Multi-Client IPFE 
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Conclusion

● Efficient RLWE based inner product functional encryption schemes with 
selective and adaptive security

● Multi-hint extended RLWE problem, Leftover-Hash Lemma for rings
● Compiler to identity-based (decentralized) multi-client scheme
● Optimized implementation in showcase


