Efficient Lattice-Based
Inner-Product
Functional Encryption

by Jose Marla Bermudo Mera’ Angshuman Karmakar’,
Tilen Marc?, and Azam Solelmanlan

T imec-COSIC, KU Leuven, Leuven, Belgium
2 Faculty of Mathematics and Physics, University of Ljubljana and XLAB d.o.0., Ljubljana, Slovenia

3 Equipe Grace, LIX, Ecole Polytechnique, Palaiseau and INRIA, Saclay, France



Functional encryption

Setup /
KeyGen

Sl public key
. Pk

8ol functional key
) skf for function f

encrypted
message X

Bob

[
.

J\ f(x)




Security Notion (informal)

e An adversary should not be able to distinguish between an encryption of
arbitrary two messages x’, x’

e The encryption should remain indistinguishable even if the adversary has
access to functional keys sk, for any function f for which f(x°) = f(x')

e Selective vs. adaptive security



Generality vs. efficiency

e General designs for arbitrary functions, equivalence to iO

e Limited functions, emphasis on efficiency:
o inner-product (linear) functions and quadratic functions
o security based on well established assumptions: DDH, DCR, LWE
o multi-client setting, decentralization, function hiding

Our work: Efficient and practical RLWE based (quantumly secure) FE schemes
for inner-product functions with selective and adaptive security.

In addition: new results on lattices, compiler to (decentralized, identity based)
multi-client IPFE, optimized implementation



RLWE based IPFE

e Setup:

pk = (a, {pk;}), pk; = as; + e;,a < Ry, s;,¢; < Dy,
e Encrypt(x):

cto =ar+ f,ct; =pk;r + fi+ |¢/ K |xilp, 7, [ < Doy, fi < Do,
o KeyGen(y):

Sky — Z YiSi

e Decrypt:
(x,y)|q/K|1r + noise = (Z y;ict;) — ctosk,



Security challenges

e Adversary should not be able to distinguish an encryption of x°, x” even knowing
functional keys for functions with f(x°) = f(x")

e Functional keys reveal more information about the underlying RLWE problem than
desired

Recall, RLWE problem asks for a,u <— 'R , s < X, e < x to distinguish
(a,as+e) and (a,u)
A stronger, multi-hint extended RLWE is needed, asking to distinguish
(a,as + e, (ri, fi,1is + gi, [ie + hi)iepy) and (a,u, (ri, fi, 735 + ¢i, fie + hi)iep)

where 1y, fi, g;, h; are sampled from a small distribution



Security challenges

e a simple modification of the scheme for the adaptive security

m
pkz E A;Sij, Aj <— Rq, Sij <— DU
J=1

e mhe-RLWE not sufficient, need for Leftover-Hash lemma in rings and
Complexity Leveraging



Efficiency and implementation

e We carefully craft the parameters to not lose efficiency
e Ring setting leads to smaller keys, faster operations

e Batching: multiple vectors can be encrypted in parallel allowing SIMD type of
calculations on encrypted data

~JmpK msk] <t £
ALS16 [7] |O(n”log” q + ¢nlogq)| O(lnlog”q) |O(nlogq” +{logq)| O(nlog”q)
ABDP15 [4]| O((n + £)nlog” q) O(¢nlogq) O((n+¢)logq) O(nlogq)

RLWE-FE O(4nlogq) O(¢nlogq) O(4nlogq) O(nlogq)
Setup Encryption KeyGen Decryption
ALS16 [7] O(¢n”log q) O(n”logq + In) O(4nlogq) O(nlogq+ /)
ABDP15 [4] O(fn*log q) O((¢ + n)nlogq) O(4n) O +n)

RLWE-FE O(¢nlogn) O(¢nlogn) O(fn) O(fn + nlogn)
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Efficiency and implementation

e The primes are chosen to support NTT multiplication and fast modular
reduction

e For correctness the primes are required to be very large
o We provided a CRT based RNS implementation

e Further, we combine Cooley-Tukey and Gentleman-Sande NTT
o Removes the requirement of rearrangement between NTT and INTT steps
e The Gaussian sampling is implemented in two steps
o First, samples are generated from a small Gaussian distribution

o Second, these samples are combined to generate samples from Gaussian distributions of
arbitrary standard deviation

o Both of these steps are performed in constant-time to eliminate timing attacks.
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Efficiency and implementation

e An optimized implementation: https://github.com/fentec-project/IPFE-RLWE
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https://github.com/fentec-project/IPFE-RLWE

Machine learning on encrypted data

e encrypted images (785-dimensional pixels vectors)

7 -

e classifying the content (digit) using logistic regression
e encryption 381ms, model (10 inner-product functions) evaluation 170ms
e batching 4092 images in parallel



(Bonus) ldentity based (Decentralized)
Multi-Client IPFE
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Conclusion

e Efficient RLWE based inner product functional encryption schemes with
selective and adaptive security

e Multi-hint extended RLWE problem, Leftover-Hash Lemma for rings

e Compiler to identity-based (decentralized) multi-client scheme

e Optimized implementation in showcase



