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=> Leakage suppression for range case!
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THANK YOU!

https://encrypto.de/treiber

𝒟𝑠𝑘

Leakage attack

More details:  

https://ia.cr/2021/1035

(to appear at EuroS&P’22)

Code: 

https://encrypto.de/code/

LEAKER

12
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Leakage Patterns

Leakage Information

Response Length |𝐷 𝑞 |

Query Equality 𝑞𝑖 = 𝑞𝑗

Co-Occurrence |𝐷 𝑞𝑖 ∩ 𝐷 𝑞𝑗 |

Response Identifiers {𝑖: 𝐷𝑖 ∈ 𝑞(𝐷)}

Response Volumes { 𝐷𝑖 𝑏: 𝐷𝑖 ∈ 𝑞(𝐷)}

(Simplified)
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Leakage Attacks Types

𝑞 = ′𝑐𝑟𝑦𝑝𝑡𝑜′

[ ]
Keyword (point) queries Range queries

Keyword Document IDs

‘real’ 2,5,11,13,20,31

‘world’ 3,5,10,11,13,25

‘crypto’ 5,11,21,27

ID Age

1 65

2 7

3 27

No auxiliary knowledgeKnown-data: Adversary knows subset of 𝒟

𝑞 = 𝑤
𝒟 𝑞 = {𝐷 ∈ 𝒟: 𝑞 ∈ 𝐷)}

Recover 𝒒

𝑞 = (𝑎, 𝑏)
𝒟 𝑞 = {𝑟 ∈ 𝒟: 𝑎 ≤ 𝑟 ≤ 𝑏}

Recover 𝓓

[IKK12,CGPR15,BKM20,RPH21] [KKNO16,LMP18,GLMP18, 

GLMP19,GJW19,KPT20,KPT21]

𝑞 =(18,39)
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Overview of Leakage Attacks on ESAs

Adversary Type

Attacks against 

PPE [NKW15]
Adversary Power

Snapshot Persistent

Active Passive

Injection Attacks 

[ZKP16,BKM20,PWLP20] Auxiliary Information

Sampled-data or sampled-query NoneKnown-data

Keyword & Range attacks

[LZWT14,LMP18,GLMP18,GJW19,

OKa21,DHP21,GPP21,OKb21]

Keyword attacks

[IKK12,CGPR15,BKM20, 

RPH21]

𝑞 = 𝑤
𝒟 𝑞 = {𝐷 ∈ 𝒟: 𝑞(𝐷)}

Recover 𝒒

Range attacks

[KKNO16,LMP18,GLMP18, 

GLMP19,GJW19,KPT20,

KPT21]

𝑞 = (𝑎, 𝑏)
𝒟 𝑞 = {𝑟 ∈ 𝒟: 𝑎 ≤ 𝑟 ≤ 𝑏}

Recover 𝓓

This work
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Overview of Techniques for ESAs

Technique Leakage Query Time

Fully 

Homomorphic 

Encryption (FHE)

• None Linear

Oblivious RAM 

(ORAM)

• Response 

Length

Sublinear

Structured 

Encryption (STE)

• Query Equality

• Responses’ 

Equality

Optimal

Property-

Preserving 

Encryption (PPE)

• Ciphertext 

Equality

• Ciphertext Order

Optimal

Time

Leakage

(Extremely informal)

ORAM

FHE

STE PPE

Considered 

secure but 

inefficient

Considered 

efficient but 

insecure 

[NKW15]

Considered 

efficient and

???

This work

Opt
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Previous Evaluations

• Usual evaluations for keyword attacks:

1. Enron (& Apache) 

email data collection

2. Restrict data to 500-

3000 keywords

3. Draw 150 queries 

from data collection

4. Evaluate 

on partial 

knowledge

???

Rank

Frequency
High frequency

Low frequency

High frequency

Low frequency

???

or
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Previous Evaluations

• Usual evaluations for range attacks:

1. Subset of HCUP or 

artificial Data collection 

2. Pick Artificial query 

distribution (Uniform/Zipf/…)

3. Evaluate for 

different amounts 

of queries

[ ]

???

or
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New Data

• 9 new data sources for more realistic evaluations

• Keyword setting:

GMail and Google Drive

• 7 Query Logs & Data Collections

• 7 Users

• 16-100 Queries

• 200-47k Documents

• 19k-895k Keywords

Email/CloudUse Case: Web

AOL and Wikipedia

• 1 Query Log & 1 Data Collection

• 656k Users

• 2.9M Queries

• 151k Documents

• 268k Keywords

Genetic

The Arabidopsis Information Resource

• 1 Query Log & 1 Data Collection

• 1.3k Users

• 54k Queries

• 115k Documents

• 690k Keywords
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New Data

• Range setting:

Sloan Digital Sky Survey

• 3 Query Logs & 1 Data 

Collection

• 3 Users

• 215-8k Queries

• 5M Records

• Domain 𝑁 = 10𝑘
• Density 96%

Scientific Medical

Medical Information Mart for 

Intensive Care

• 3 Data Collections

• 2k-8k Records

• Domain 𝑁 = 73 − 10𝑘
• Density 3.3%-81%

Human Resources

Salaries of the UK 

Attorney General’s Office 

junior civil servants

• 1 Data Collection

• 536 Records

• Domain 𝑁 = 395
• Density 2.3%

Sales

Walmart Sales 

Data

• 1 Data 

Collection

• 143 Records

• Domain 𝑁 =
6.3𝑘

• Density 2.3%

Insurance

NYDT Insurance 

Claims

• 1 Data 

Collection

• 886 Records

• Domain 𝑁 =
25𝑘

• Density 1.2%

[ ]
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Evaluation: Highlights – Range Search [ ]


