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Efficiency & Compactness Requirements of RBE

Let n := number of registered identities

We need:
. Compact Public Parameter: ‘PP‘ < polylog(n)

- Rare updates: Number of updates < O(logn)

Moreover:
« Updates are compact and have size < polylog(n)

« Generating updates and registration can be done in time polylog(n)



Main Question

Are ~ logn decryption updates necessary?



Main Question

Are ~ logn decryption updates necessary?

All known constructions require £2(logn) updates.
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High Level Steps of the Proof

(1) Define a DAG based on times of updates
(2) Prove there exists a structure in such DAGs

(3) Use the structure to attack successfully, using info theory
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Step1: Defining a DAG based on updates

e nusers 2 DAG of n vertices
e -th user > i-th vertex

. Edge (i — j) exists iff user i needs an update after user j is
registered.

By assumption, we

know when users need
update.
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Step 2: Skipping Sequence Exists in Low-Degree
DAGs

Theorem:

C+d

d+ 1
then G has a skipping sequence of length > ¢

If G has > < > vertices and out-degrees are all < d,

Proof: Induction on d.
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Claim: If # > | PP, [, then a good block exists (info-theoretical argument).

Conclusion: re-sampled fresh fake keys for identities in Block; look legitimate in relation with PPSf.

The attack on identity s;, assuming Block; is good:
(1) re-sample fake keys for all identities in Block;

(2) generate all the decryption updates for s;

(3) decrypt challenge encrypted for s; (under PPSK) .
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Conclusion

: Q(logn) updates are necessary in RBEs with fixed update times.

« Key idea: characterizing skipping sequences in DAGs.

« Main question: break this barrier using dynamic update times
(that depend on the registered public keys) ?



Thanks!
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Proof idea of combinatorial result

* Focus on degree one.
 Divide DAG into consecutive blocks.
* Red block: the edges of one of the vertices lie in the block

» Green block: all vertices have at least one edge going outside the block



