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Recent Development

Pairing Based Lattice Based

[Wat09, Wee14, 
Att14, Att16]

[GPSW06, LOS+10, 
LW12, KW19, LL20, …]

[GVW13, BGG+14, 
BV15, DKW21, …]

[Hoeteck22]

Selective Security
(fascinating barrier)[AY, AWY20]: CP-ABE for NC1

• Lattice + pairing
• 𝑠𝑘# = O(|𝑥|), |𝑐𝑡$|= O(|𝑥|)
• Selective security

Low-depth policies

<

Succinct 
𝑠𝑘#

𝑠𝑘 ⋅ 𝑐𝑡
≥ 𝑓 ⋅ |𝑥|



Our Results

𝑥 poly(𝑑)

O( 𝑓 ⋅ |𝑥|)

poly(𝑑)

O(1)

O(1)

O( 𝑥 )

O( 𝑓 ⋅ |𝑥|)

O( 𝑓 )

[BGG+14] / 
[Hoeteck22]

|𝑠𝑘"|/|𝑐𝑡"|

|𝑐𝑡!|/|𝑠𝑘!|

KP/CP-ABE 
Efficiency

Doubly 
Succinct

O( 𝑥 )



Our Results

𝑥 poly(𝑑)

O( 𝑓 ⋅ |𝑥|)

poly(𝑑)

O(1)

O(1)

O( 𝑥 )

O( 𝑓 ⋅ |𝑥|)

O( 𝑓 )

[BGG+14] / 
[Hoeteck22]

|𝑠𝑘"|/|𝑐𝑡"|

|𝑐𝑡!|/|𝑠𝑘!|

KP/CP-ABE 
Efficiency

Thm1: Assuming LWE + GGM
∃KP-ABE for P:
o |𝑠𝑘.| = O(1), |𝑐𝑡-| = |𝑥|poly(𝑑),
o Selective secure.

Doubly 
Succinct

O( 𝑥 )

Our KP-ABE



Our Results

𝑥 poly(𝑑)

O( 𝑓 ⋅ |𝑥|)

poly(𝑑)

O(1)

O(1)

O( 𝑥 )

O( 𝑓 ⋅ |𝑥|)

O( 𝑓 )

[BGG+14] / 
[Hoeteck22]

|𝑠𝑘"|/|𝑐𝑡"|

|𝑐𝑡!|/|𝑠𝑘!|

KP/CP-ABE 
Efficiency

Thm1: Assuming LWE + GGM
∃KP-ABE for P:
o |𝑠𝑘.| = O(1), |𝑐𝑡-| = |𝑥|poly(𝑑),
o Selective secure.

Doubly 
Succinct Thm2: Assuming LWE + GGM

∃CP-ABE for NC1:
o |𝑠𝑘-| = O(1), |𝑐𝑡.| = 𝑥 /,
o Selective secure.

O( 𝑥 )

Our KP-ABE

Our CP-ABE



Our Results

𝑥 poly(𝑑)

O( 𝑓 ⋅ |𝑥|)

poly(𝑑)

O(1)

O(1)

O( 𝑥 )

O( 𝑓 ⋅ |𝑥|)

O( 𝑓 )

[BGG+14] / 
[Hoeteck22]

|𝑠𝑘"|/|𝑐𝑡"|

|𝑐𝑡!|/|𝑠𝑘!|

KP/CP-ABE 
Efficiency

Thm1: Assuming LWE + GGM
∃KP-ABE for P:
o |𝑠𝑘.| = O(1), |𝑐𝑡-| = |𝑥|poly(𝑑),
o Adaptive secure.

Doubly 
Succinct Thm2: Assuming LWE + GGM

∃CP-ABE for NC1:
o |𝑠𝑘-| = O(1), |𝑐𝑡.| = 𝑥 /,
o Adaptive secure.

O( 𝑥 )

Our KP-ABE

Our CP-ABE

Adaptive LWE[QWW18]



Technique In A Nutshell

Lattice based
Secure Function 
Evaluation (SFE) 
[QWW18]
(< 1-key ABE)

Multi-key ABE
+ Pairing



Technique In A Nutshell

KP-ABE for P [GVW13, BGG+14,..] uses lattice trapdoors 
→ Bottleneck: large keys, sel-security

Lattice based
Secure Function 
Evaluation (SFE) 
[QWW18]
(< 1-key ABE)

Multi-key ABE
+ Pairing



Technique In A Nutshell

• Avoids trapdoors
• Adp-security from Adp-LWE

KP-ABE for P [GVW13, BGG+14,..] uses lattice trapdoors 
→ Bottleneck: large keys, sel-security

Lattice based
Secure Function 
Evaluation (SFE) 
[QWW18]
(< 1-key ABE)
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Technique In A Nutshell

Lattice world:
Generates large noises
(e.g. HEval, noise flooding)

Pairing world:
Only allows small noises
(in the exponent)

Difficulty:

Lattice based
Secure Function 
Evaluation (SFE) 
[QWW18]
(< 1-key ABE)

Multi-key ABE
+ Pairing



pp: 𝐴0, … , 𝐴1 , 𝑢

The SFE Protocol [QWW18]

𝑆(𝑥⃗, 𝑚) 𝑅(𝑓) Goal: learn 𝑚
iff 𝑓 𝑥⃗ = 0

𝑓: 0,1 ! → {0,1}
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The SFE Protocol [QWW18]

𝑆(𝑥⃗, 𝑚) 𝑅(𝑓)𝐴. Goal: learn 𝑚
iff 𝑓 𝑥⃗ = 0

[BGG+14]:



EvalPP(𝑓, 𝐴2 2)→ 𝐴.
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ABE.𝑐𝑡- 𝑚 = <

• Dep. on 𝑓
• What’s 𝑠𝑘.?
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Small
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poly 𝑝 = poly(𝜆) size!

KP-ABE w/ IPFE: Correctness by rounding
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Other Challenges

• 1-key Security
o SFE relies on noise flooding
o Sol: Remove flooding noise

• Multi-key Security
o Borrow ideas from [AY,AWY20]

Show 𝑐𝑡( entropic,
≡ random in GGM

Also relies on GGM



Thank You!

𝑥 poly(𝑑)

O( 𝑓 ⋅ |𝑥|)

poly(𝑑)

O(1)

O(1)

O( 𝑥 )

O( 𝑓 ⋅ |𝑥|)

O( 𝑓 )

[BGG+14] / 
[Hoeteck22]

|𝑠𝑘"|/|𝑐𝑡"|

|𝑐𝑡!|/|𝑠𝑘!|

KP/CP-ABE 
Efficiency

Thm1: Assuming LWE + GGM
∃KP-ABE for P:
o |𝑠𝑘.| = O(1), |𝑐𝑡-| = |𝑥|poly(𝑑),
o Adaptive secure.

Doubly 
Succinct Thm2: Assuming LWE + GGM

∃CP-ABE for NC1:
o |𝑠𝑘-| = O(1), |𝑐𝑡.| = 𝑥 /,
o Adaptive secure.

O( 𝑥 )

Our KP-ABE

Our CP-ABE

Adaptive LWE
Eprint:2022/659


