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KP-ABE for P [GVW13, BGG*14,..] uses lattice trapdoors

— Bottleneck: large keys, sel-security

Lattice based

Secure Function + Pairing
Evaluation (SFE) -+ Multi-key ABE

[QWW18]
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"='e Avoids trapdoors
e Adp-security from Adp-LWE



Technique In A Nutshell

Lattice based

Secure Function + Pairing

Evaluation (SFE) » Multi-key ABE

[QWW 18]

(< 1-key ABE)

Difficulty: Lattice world: Pairing world:
Generates large noises Only allows small noises

(e.g. HEval, noise flooding) (in the exponent)



The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U
f:{0,1}" - {0,1}

S(x,m) R(f) Goal:learnm
< if £ (2) = 0




The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U

S(x,m) Af R(f) Goal:learnm
< if £ (2) = 0

[BGG+14]: EvaIPP(f, {Al}l)_) Af



The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U

S(x,m) Af R(f) Goal:learnm
< i £ (%) = 0

ct, = {S"(4; + x;G)};

s: LWE secret,
(: gadget matrix,
G ~1: public trapdoor

>

[BGG+14]: EvaIPP(f, {Al}l)_) Af



The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U

S(x,m) Af R(f) Goal:learnm
< if £ (2) = 0

ct, = {S"(4; + x;G)};

>

[BGG+14]: EvaIPP(f, {Al}l)_) Af



The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U

S(x,m) Af R(f) Goal:learnm
< i £ (%) = 0

ct, = {S"(4; + x;G)};

>

[BGG+14]: EvaIPP(f, {Al}l)_) Af
EV3|CT(f, .9?, {§T(Al + le)}l)_) §T(Af + %6)
f(x) =0



The SFE Protocol [QWW 18]

—

pp: 44, ..., A, U
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KP-ABE w/ IPFE: Correctness by rounding
ABE.mpk = A4, ..., A, U

Yty = {STA; + x;0)}; + ¢ pOIY(P) — pOIY(/l) sizel
ABE.ct(m): {IPFE.ct([[§ m]y) /

ABE.skf:IPFE.Sk(H[Af 1(u)J p/Z } [etm]r

2

ABE.Dec:
letmlr— §TAfG_1(ﬁ) + epr = [m|q/2] — error] ;

= QT[AfG_l(ﬁ)Jp + error /

“~— Small
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Other Challenges

e 1-key Security
o SFE relies on noise flooding
o Sol: Remove flooding noise Show ct,, entropic,
= random in GGM
* Multi-key Security
o Borrow ideas from [AY, AWY20]

Also relies on GGM



Thank You!

Eprint:2022/659
|skrl/|cty] KP/CP-ABE
t Efficiency
O(lf1 - |x[) o
Wil
Succinct
O(lx]) A [BGG*14] /
Our CP-ABE | [Hoeteck22]
poly(d)p -~ ~®
0(1) -* ___________________ ,,,,,,,,,,, AOUFKP-ABE’
~ oflxl)  ctyl/Iskyl

0(1) x|poly(d)  O(If| - |x|)

Adaptive LWE

Thm1: Assuming BAE + GGM
3KP-ABE for P:

o |sks| =0(1), |ct,| = |x|poly(d),
o Adaptive secure.

Thm2: Assuming BAE + GGM
ACP-ABE for NC1:

o |sky|=0(1), |cts| = |x]?,
o Adaptive secure.




