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PIR protects client’s privacy

What about fake news?
How to protect the client from a malicious 

server using a “bad” DB?
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1. Sub-linear communication ( 𝑎 ≪ 𝐷 )

2. Client privacy (𝑞 hides 𝑖 even given 𝒗𝒌)
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We can’t expect to get vPIR from standard assumptions

SNARKs for NP
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𝐴𝑟𝑡𝑖𝑐𝑙𝑒𝑚, 𝜎𝑚

100% Signed 

Articles:

𝒔𝒕 ∈ {0,1}

𝒔𝒕
𝐴𝑟𝑡𝑖𝑐𝑙𝑒1, 𝜎1

𝐴𝑟𝑡𝑖𝑐𝑙𝑒2 , 𝜎2

𝑛𝑒𝑤𝐴𝑟𝑡𝑖𝑐𝑙𝑒, ⊥

𝐴𝑟𝑡𝑖𝑐𝑙𝑒𝑚, 𝜎𝑚

99% Signed 

Articles:

𝒔𝒕 ∈ 0,1 log 𝑚

𝒔𝒕
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∀ℓ, assuming 2ℓ-secure PIR, there exists a privately verifiable vPIR for 
every property decidable with state of size at most ℓ, where the 

simulation running time is 2𝑂(ℓ).



vPIR – Results

Theorem1:

∀ℓ, assuming 2ℓ-secure PIR, there exists a privately verifiable vPIR for 
every property decidable with state of size at most ℓ, where the 

simulation running time is 2𝑂(ℓ).

Theorem2:

∀ℓ, assuming 2ℓ-hardness of DLIN/LWE, there exists a publicly 
verifiable vPIR for every property decidable with state of size at most

ℓ where the simulation running time is 2𝑂(ℓ).



Construction



PIR \ DLIN \ LWE 

Construction
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Construction



BARGsPIR \ DLIN \ LWE 

Construction

vPIR



BARGs

𝟏-Local vPIR

𝑶(𝟏)-Local vPIR

vPIR

PIR \ DLIN \ LWE 

Construction



Open Questions

Identify other interesting class of global properties that can be proved 

based on standard assumptions.



Open Questions

Identify other interesting class of global properties that can be proved 

based on standard assumptions.

Simulate the view of the client and server together.


