On Perfectly Secure Two-Party Computation for
Symmetric Functionalities with
Correlated Randomness

Bar Alon Olga Nissenbaum Eran Omri
Ariel University Ariel University Ariel University
Anat Paskin-Cherniavsky Arpita Patra
Ariel University Indian Institute of Science

TCC 2022



Secure Two-Party Computation




Secure Two-Party Computation




Secure Two-Party Computation




Perfect Security in a Nutshell

f(xy)



Perfect Security in a Nutshell




Perfect Security in a Nutshell

f(xy)




Perfect Security in a Nutshell

f(xy)




Perfect Security in a Nutshell

f(xy)




The Correlated Randomness Hybrid Model

—~
\@8) (r, 1) <D

»




The Correlated Randomness Hybrid Model

—~
\@8) (r, 1) <D

»




The Correlated Randomness Hybrid Model

—~
'\'\'@g:} (7"1,7"2) <D




Previous Results

[Ben-Or, Goldwasser, and Wigderson '88],

[Chaum, Crépeau, Damgard '88]

If < 1/3 are corrupted, everything is computable with perfect security
» In plain model, i.e., no correlated randomness (CR)




Previous Results

Ben-Or, Goldwasser, and Wigderson '88],
[Chaum, Crépeau, Damgard '88]

If < 1/3 are corrupted, everything is computable with perfect security
> In plam model, i.e., no correlated randomnd A

One party
gets output

J

[Ishai, Kushilevitz, Meldgaard, Q==hidi, Paskin-Cherniavsky '13]

1. Any two-party sender-receiver functionality can be computed with CR




Previous Results

Ben-Or, Goldwasser, and Wigderson ‘88],

[Chaum, Crépeau, Damgard '88]

If < 1/3 are corrupted, everything is computable with perfect security
€ N p
> In plaln model e AT omnd One party
have same output gets output )
J

[Ishai, Kushilexd@®? Meldgaard, Q==Midi, Paskin-Cherniavsky '13]

1. Any two afty sender-receiver functionality can be computed with CR
2. Symmetric two-party XOR cannot be computed in CR-hybrid model
» Works even for perfect security-with-abort (SWA)
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= f cannot be computed with perfect security
» Works in CR-hybrid model and SWA

\_ » Forany number of outputs

€ f contains an embedded XOR or an embedded AND
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Embedded XOR Embedded AND
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Real world:

Pr|Outy, =0]=Prlx®y=0|+Prlxdy=1]-¢
=1/2+¢/2

ldeal world:

Pr[Outy = 0] = 1/2

[imiform ]
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Where Does The Argument Fails for AND?

Real world:

Pr|Outy; = 0] =Pr[x Ay =0]+PrixAy=1]: ¢
=3/4+¢/4

ldeal world:

* The simulator can its input

 Sending x° = 0 with certain probability might work

* Biasing towrads 1 might also be simulatable

Observation: sending x~ = 0 reveals no info. to the simulator
ldea: adversary will also guess the input of Marge.
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Impossiblity of AND (~ Guess of ]

adversary

Real world:

Pr|Outy, =0,y* =y|=Pr|lx=0]:-1/2+Pr[x =1,y = 0]
+Prlx=y=1] ¢
=1/2+ ¢/4

ldeal world:
* If x* = 0 then guessing works w.p. 1/2

 Ifx" =1thenOuty =0w.p.1/2
= Success probability is 1/2



General Impossibility

Forgeneral f: XXUY » Z,fix X' € X, Y €UY,andZ' c Z

For x <« X" and y « U’, the attacker is as follows
1. Play honestly until “special” round

2. ,
If Out € Z

Otherwise, send random msgs.

__________________________________

3. Guess the input of the other party

We identify when the attack cannot be simulated



Summary

e Perfect security for 2 parties with correlated randomness

* Characterized functionalities with 4 outputs

 Showed a general negative result
» Embedded XOR/AND is impossible to compute with perfect security

» Works for security-with-abort

* We gave several positive results
» Work in the plain model
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