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Other Applications

- Differentially-private data analysis
- Autonomous Ransomware
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- No known deployments of one-time programs
- One-time memory is not a standard offering

Can we build one-time
programs from hardware that is
already widely available?
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Counter Lockboxes

- Secure co-processors in smartphones
- Apple Secure Enclave Processor
- Google Titan M2
- Secure hardware used by data backup services
- Apple Cloud Key Vault
- Android Backup
- WhatsApp backup
- Signal Secure Value Recovery
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Assuming the existence of one-way functions, there exist one-time
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Using stronger assumptions (malicious receiver laconic OT), there
exist one-time programs for general circuits using O(A) total
lockboxes
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Our Approach

- CLBs mmm) “leaky” one-time memory
- OT combiner + leaky OTM mmm) one-time programs
- Robust garbling [ABH+21] to reduce the number of lockboxes
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Thank youl!




