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Q: privacy against malicious servers?



strictly between 

CPA & CCA2
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Client Server

𝑚 ← Decskcurr 𝑒

𝑒′ ← Encpk𝑛𝑒𝑥𝑡(𝑚)
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Attacker sends 

ct=(0|something) 

to be re-encrypted
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𝑚 ← Decsk 𝑒
𝑒′ ← Encpk(𝑚)

𝑚 ← Decsk 𝑒
𝑒′ ← Encpk(𝑚)



ctxt 𝑒′

ctxt 𝑒

ctxt 𝑒′

ctxt 𝑒

𝑚 ← Decskcurrent 𝑒

𝑒′ ← Encpknext(𝑚)

𝑚 ← Decskcurrent 𝑒

𝑒′ ← Encpknext(𝑚)











Encryption Type of  client-aided protocol Server

CPA w. natural property semi-honest

leveled funcCPA next-level client’s response malicious

funcCPA all malicious

Open: Prove that fully 

hom. BGV, B/FV... are 

funcCPA, assuming 

circular-security.


