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Multi-authority ABE: anyone can become an authority
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Each authority publishes a 
public key along with the set 

of attributes it controls

message

policy: visitor (U Chicago) and
student (UT)

policy is a function on attributes 
from one or more authorities

no interaction between authorities
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All of these constructions are in the random oracle model
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Hash function is not “random-looking:”
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where 𝑫0, 𝑫1 are public low-norm matrices and 𝒆1 is first basis vector
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[LW11, RW15, DKW21b]: Multi-authority ABE for NC1 from bilinear maps

[DKW21a]: Multi-authority ABE for conjunctions from LWE

All of these constructions are in the random oracle model

Can we construct multi-authority ABE without random oracles?

message

policy: visitor (U Chicago) and
student (UT) visitor (U. Chicago)student (UT)

(and without strong tools like extractable witness encryption or indistinguishability obfuscation)

• Different users should not be able to combine their keys to decrypt
• Keys for a single user are generated using correlated randomness 

(derived by hashing unique user identifier: 𝑟 ← 𝐻(gid))

gid1 gid2

Security proof needs to model 
𝐻 as a random oracle
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Previously [DKW21a]: model 𝐻 as a random oracle and rely on “lattice trapdoor sampling” lemma
• This work: We describe a modular approach that allows us to use LWE with a polynomial

modulus-to-noise ratio (as opposed to a sub-exponential modulus-to-noise ratio)

[see paper for details]
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Evasive LWE [Wee22, Tsa22]:
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Show: 𝒔1
T 𝒑1 + 𝑩1𝒓1 is pseudorandom when 𝒓1 ← 𝐻 gid1

(and given some additional components that depend on 𝒔1
T𝒑1 and 𝒔1

T𝑩1)

Main idea: for an input 𝑥 ∈ 0,1 ℓ, define 𝐻 𝑥 = ς𝑖∈ ℓ 𝑫𝑥𝑖 𝒆1

where 𝑫0, 𝑫1 are public short matrices and 𝒆1 is the first basis vector
subset product of short matrices

[BLMR13]: 𝐹𝑫0,𝑫1
𝒔, 𝑥 ≔ 𝒔Tς𝑖∈ ℓ 𝑫𝑥𝑖 is a pseudorandom function

Evasive LWE precondition (essentially) follows via [BLMR13]
see paper for full details
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𝒌𝟐 ← 𝑨2
−1(𝒑2 + 𝑩2𝒓)
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Not a “random looking” function!
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Thank you!
https://eprint.iacr.org/2022/1194

Authority 1
𝑨1, 𝑩1, 𝒑1

Authority 2
𝑨2, 𝑩2, 𝒑2

public keys

𝒔1
T𝑩1 + 𝒔2

T𝑩2

𝒔1
T𝒑1 + 𝒔2

T𝒑2 + 𝜇 ⋅ Τ𝑞 2𝒔2
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𝒔1
T𝑨1

ciphertext secret key

𝒓 ← 𝐻(gid)

𝒌𝟏 ← 𝑨1
−1(𝒑1 + 𝑩1𝒓)

𝒌𝟐 ← 𝑨2
−1(𝒑2 + 𝑩2𝒓)


