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Functional Encryption (FE) [OʼNeill10][BSW11]
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pk,msk ← Setup(1!)
sk ← KeyGen(msk, 𝑓)

ct ← Enc(pk, 𝑥)

ct

𝑓(𝑥) ← Dec(ct, sk)

sk



Multi-input Functional Encryption (MIFE) [GGGJKLSSZ14]
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1. Secret-Key Multi-Input Functional Encryption (SK-MIFE)

2. Multi-input Functional Encryption (MIFE)

SK-MIFE < MIFE



Secret-Key Multi-Input Functional Encryption (SK-MIFE) 

4

pk,msk ← Setup(1!)
sk ← KeyGen(msk, 𝑓)

ct", … , ct#

𝑓(𝑥", … , 𝑥#) ← Dec(ct", … , ct#, sk)

sk

ct# ← Enc(msk, 𝑛, 𝑥#)

ct" ← Enc(msk, 1, 𝑥")

× Security	of	the	system	is	broken	if	one	of
the	encryptors	is	corrupted.	



Multi-Input Functional Encryption (MIFE)
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pk, ek", … , ek#, msk ← Setup(1!)
sk ← KeyGen(msk, 𝑓)

ct", … , ct#

𝑓(𝑥", … , 𝑥#) ← Dec(ct", … , ct#, sk)

sk

ct# ← Enc(ek#, 𝑥#)

ct" ← Enc(ek", 𝑥")



a.k.a.	MCFE

Comparison of MIFE Schemes and Our Result
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𝐱 = (𝐱"|| … ||𝐱#)
Inner	Product:	𝑓𝐜(𝐱", … , 𝐱#) = 𝐱, 𝐜
Quadratic	Functions:	𝑓𝐜(𝐱", … , 𝐱#) = 𝐱⊗ 𝐱, 𝐜

Reference MIFE Model Function Class Assumption
[GGG+14][BGJS15]
[AJ15][BKS16] MIFE General functions

(all circuits, TMs)
Obfuscation

(iO, diO)
[AGRW17][ACFGU18] SK-MIFE Inner Product MDDH, LWE, DCR

[CDGHP18][ABG19] MIFE Inner Product
+Labeling MDDH, LWE, DCR

[AGT21] SK-MIFE Quadratic functions MDDH
Ours1 MIFE Quadratic functions SXDH

Ours2 SK-MIFE Quadratic functions
+Labeling SXDH



High-Level Overview
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1. SK-MIFE with a special homomorphic property P can be 
generically converted to MIFE for the same class.

2. The AGT SK-MIFE scheme for QFs does not meet P.

3. We modify the AGT scheme to satisfy P.

4. Then we apply the conversion to the modified SK-MIFE scheme 
for QFs with P.



The Property P for SK-MIFE

• For all 𝑖 ∈ 𝑛 , there exist elementary messages 𝑒!, … 𝑒" and an 
efficient algorithm 'Enc s.t. for all 𝑥#

ct#: ct# ← Enc msk, 𝑖, 𝑥#

≈$

ct#: 3ct#,& ← Enc msk, 𝑖, 𝑒& , ct# ← 'Enc( 3ct#,& &∈["]
, 𝑥#)
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ek#Enc in	MIFE



The Property P in the AGT Scheme

• If the AGT scheme satisfies
ct# 𝐱! + ct# 𝐱* = ct#[𝐱! + 𝐱*]

we can set the elementary messages to be the vectors (𝐞!, … 𝐞+) of 
the canonical basis.

• 'Enc works as ct# 𝐱 = ∑𝐱 𝑗 ct#[𝐞&].

• But it is not the case.
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The Structure of the AGT Scheme
• A ciphertext for 𝐱# of the AGT scheme:

[𝐯#𝐌#] 𝐌 = 𝑔𝐌 denotes element-wise exponentiation
𝐌# is a common matrix for all ct# , 𝐯# consists of

1. 1
2. an entry of 𝐱!
3. a random element in ℤ"
4. an element of the tuple (𝑏, 𝑐, 𝑏ℓ, 𝑐ℓ)

• We show the elements of item 4 can be removed!

• Item 1 to 3 are amenable to the homomorphism
ct# 𝐱! + ct# 𝐱* − ct# 𝟎 = ct#[𝐱! + 𝐱*] 10



Randomization Trick
1. 1
2. an entry of 𝐱!
3. a random element in ℤ"

• Item 1 to 3 are amenable to the homomorphism
ct# 𝐱! + ct# 𝐱* − ct# 𝟎 = ct#[𝐱! + 𝐱*]

• After the homomorphic computation, elements in item 3 are not 
random.

• Adding
∑& 𝑟&(ct#,& 𝟎 − ct#,& 𝟎 ): elements for 1 and 2 are 0 in the red part.
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Summary and Open Question

• MIFE for QFs
• SK-MIFE for QFs with labeling

• Open question
• MIFE for QFs with labeling (MCFE for QFs)
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