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What is a TCF?

Trapdoor Function:

f:X->Y
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What is a TCF?

Trapdoor Claw Free Function:

f(b,xp) = fp(xp)
forXo =Y

firXy =Y
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fea Y = XoXX;

folxo) = fi(x1) =y

(xg,x1,y) is aclaw

Finding a claw is hard!




What is a TCF?

Trapdoor Claw Free Function with Adaptive Hardcore Bit:

f(b,xp) = fp(xp)
fo:Xg =Y

fl:Xl ->Y

(%0, x1,y) isaclaw if fo(xp) = f1(x1) =y
Adaptive hardcore bit:

For any x,, fo (xy), we know that:
Hxls.t. fl(xl) — fo(XO) but:

Getting any infromation on x; must be hard

More formally:

Hard to find x, and binary vector d # 0 and bit ¢ s.t.

d- (xo @ x1) = cand fy(xo) = f1(x1)



What is a TCF?

Trapdoor Claw Free Function with Adaptive Hardcore Bit:

(%0, x1,y) isaclaw if fo(xg) = f1(x1) =y

fb,xp) = fp(xp) _ -
fo:Xo>Y Adaptive hardcore bit:
fiki oY Hard to find x, and binary vector d # 0 and bit ¢ s.t.

X
0 /\\ (d, (xo @ x1)) = cand fy(xo) = f1(x1)
Xl \\_/ Why do we care about this?

Finding both pre-image x; and pair (d, (d, (x, D x,))),

is hard for any QPT adversary.




Applications of TCFs

TCFs have been around for a while.

Some Recent Quantum Applications of TCFs:

* Test of Quantumness/Randomness [BCMVV’18]
 Classical Verification of Quantum Computation [Mah18b]
e Qunamtum Fully Homomorphic Encryption [Mah183]
 Remote State Preparation [GV19]

* Verifiable Test of Quantumness [BKVV20]

* Proof of Quantumness [KCVY’21]

* Deniable Encryption [CGV22]



Current Post-Quantum TCFs

All based on quantum hardness of LWE @

What about other quantum hard assumptions?

TCFs from isogeny-based group actions! ©



Group Actions: Effective Group Actions

Forall g € G, x € X, g * x can be efficiently computed.
gheG@xeX:(g+h)xx=g*(h*x)

Forall x € X, e x x = x where e is identity element of G.

[ Group
*x: GXX = X
| Set
One-Way EGA

Linear Hidden Shift (LHS) [ADMP’20]

Given (x,g*x) | g <5 G

No attacker can find g

n > log|G|, £ = poly (1)

M GExn X g Xf
(M, x, Mv x X) =, (X, M, u) ot
Vg {0,1}" u g X*

Example: Given x, g x x = x9Y
Think of DLOG

Think of LWE, No noise but action

Components of Mv x X cannot be combined.




Simple Claw Free Function

*x: GXX = X, n > log|G|, Large integer B e M

Goal: two-to-one CF f: {0,1}x|B]|™* - X"
Parameter Generation

v « {0,1}"

pp = (x « X", M « G™", Mv x x) LHS Challenge!

For any QPT adversary A.:
arbitrary non zero binary vector

Finding (b,sp) d (s;_p,d) Ishard!

pre-image any information

Where fpp (b; Sb) — fpp(l — br Sl—b)

Evaluation

Forb € {0,1} and s € [B]"
fop(b,s) =M(s +b-v) *x

[BCM+’18]:There exists efficient transformation T :

Claw Free: f,,(0,s0) = f,,(1,57)
Finding a claw ((0,sy), (1,51)) Breaks LHS! ((b,sp),d,{s1_p,d)) = T s (d',(d',v))

V=SO—Sl

No Trapdoor and hard to argue adaptive HC bit adaptive hardcore bit = any non-trivial parity of shift vector




Direct Prodcut Adaptive HC Bit

v « {0,1}"
pp = (X <5 X", M <4 G™"*, MV * Xx)

Forb € {0,1}and s € [B]"
fop(b,s) =M(s+b-v) xx

((b, Sb)J dr (Sl—b' d )) —
fpp(bJ S)

J

— (d’,(d’, v))

fopr (V)

pp' = (X «¢ X", M <4 G™™)

Direct Product Adaptive HC bit

For any QPT adversary A

Given:

(ppl' " PPn fppl (V1); Y fppn (Vn))

Hard to simultaniously find:

(dllr (dlll V1>): B’ (d;’u (d;’u Vn))

Adaptive HC bit

Open problem ©

Conjecture

For any QPT adversary A

Given:

(ppl' " PPn, fpp1 (Vl): Y fppn (Vn))

Hard to find:

(dll' B d;’u <d,1i Vl) @ @ (d;’u Vn))




Function with Direct Prodcut Adaptive HC Bit

Goal: A function family f,,,: {0,1}"* — Y that satisfies direct product adaptive hardcore bit.

Correlated Pseudorandomness: w « {0,1}" pp1,**, PPy are independently sampled

/ uniform

(ppli”"ppn'fppl(w)""rfppn(w)) ~c (ppll""ppnr ulr""un)

Efficient Procedure P

— (pplll Y pp’nr fppi (W D 1'1), rfpp,’l(w D rn))
P -

(PB1 BB fo, (V1) fo (V)

(pplr""ppnt fppl(w):”':fppn(w)) —

Uniform binary vectors Iy, -, Ty 3

Theorem: If f is a function family with correlated pseudorandomness and there is a corresponding
procedure P for f, then, it satisfies direct product adaptive hardcore bit property.




Our Results

This Work: A Trapdoor Claw Free function family F with procedure P, from
extended-LHS assumption.

This Work: A quantum protocol for qubit test from our TCF function.

Thank you ©



