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Verifiable Random Functions
> Gen(1%) — (vk,sk)
» Eval(sk, x) — (Yx, 7x)
> Vfy(vk, x,y,m) — b e {0,1}
Guarantees:
» Pseudorandomness as for standard PRFs even given vk and Eval queries!

» Unique Provability:
For all possible vk (not necessarily generated by Gen), all preimages x, all images
y1,Y¥2 € G and all possible proofs 71, 75 it holds that

Vy(vk, x,y1,m1) = LA VFy(vk, x,y2,m2) =1 = y1 =y>



Motivation

Some applications of VRFs
P> Resettable ZK proofs

> Lottery systems

» Updatable ZK databases

» Transaction escrow schemes
» E-cash systems

» Blockchain
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and images have “rational” form
Yy = gTO'X(Vl7~~,Vn)/PX(V17~~-7Vn)
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Contributions

1. Verification by (consecutive) pairing equations

—> degree of o, and py is at most exponential in proof size
2. O(log(\)) proof size

—> polynomial degree

= univariate polynomial-size assumption is insufficient
3. O(1) proof size

—> constant degree

=—> small-size assumption is insufficient
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Consecutive Verifiability

vk, vk, vks T 2 y
[vi] [v2] [vi] [p1] [p2] [v]

Technical restriction: p; only occurs linearly in E; (y only linear in Ey)



Preliminaries

Notation
> (8 =G // source group
> (g1) =G7 // target group
> (g%, g") = gr // pairing operation

> vk =(g",...,g"")
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vk = (gla gV2)
yx = gt/ (2t = gV
Ty = gl/(V2+X) =gh

(x+v2)-p1=1 1-pi=y

Vfy(vk, x,y,m) =1 <= e(vk] - vk,,

g-Diffie-Hellman inversion assumption:
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1/

7'('1\

=gr Ne(vky,m) =y
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Model

Example [DY05]

>

>
>
>
>

v

vk = (gla gV2)

yx = g/ (V1) = gr”

7y = g2t} = gP1 (x+v2)-pr1=1 L-p1=y
Vey(vk, X, y,T\=1 <= e(vk] - vk2,7r¢: gr ANe(vky,m) =y
g-Diffie-Hellmah inversion assumption:

given g, go‘,go‘2 ..., 8" compute gl/o‘

Verificatjon by a set of “consecutive paifing equations”

— Impges have\"rational” form with small degree:
Yx = gTUx(V1,...7Vn)/,0x(V17---,Vn)
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Summary
Summary
> “Consecutive verifiability” = rational form of VRF image
» Short proofs = small degree (still exponential)

» Small degree = univariate assumptions are too weak (algebraic reductions)

> Constant degree = short assu ak (generic reductions)

Thank you!
ia.cr/2022,/762

Takeaway

> [Koh19] is essentially optimal w.r.t. the proof size based on DLIN
» To improve [Koh19] inherently different verification strategy is necessary

> Decisional assumptions are inherently stronger than (univariate) computational ones
(relative to algebraic reductions)

» No algebraic analog of the Goldreich-Levin predicate
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Formal statements

Theorem

Let p be a superpolynomial group order. Let NICA be a non-interactive computational
assumption of size q € poly(\). Let n,d,df € poly(\) and let fi,. .., f, € Zp[S] be
some polynomials of degree at most dr. Let vuf be a rational univariate VUF of
evaluation degree d and internal degree df over n variables relative to the polynomials
fl,...,fn

If there exists an algebraic (tg, e, r, Q,1/(Q + 1))-reduction B from NICA to the weak
Q-selective unpredictability of vuf s.t. Q > g*+1 and r € poly()\), then there exists an
adversary M that (tay, eaq)-breaks NICA with epq > eg — 27 and tyg < tg + poly()).



Formal statements

Theorem

Let p = p(\) be a superpolynomial group order. Let NICA be some univariate
DLog-hard assumption with I, k, dxica € poly(X), and polynomials

My... My, t, ..., t, € Zp[S] of degree at most dyica. Let n,d,r € poly()). Let vrf be
a rational VRF of evaluation degree d with n verification key elements s.t.

—

Vx e X : O'X(V) = V.

If there exists an algebraic (tg,€g, r,0,1)-reduction B (that forwards its group
description as part of the verification key) from NICA to the 0-adaptive
pseudorandomness of vrf, then there exists an adversary M that (taq, eaq)-breaks
NICA with epq > e — 27 and trq < tg + poly(h, dnica, d, log p, r) = tg + poly()).



Formal statements

Theorem

Let vuf be a parametrized rational VUF of evaluation degree d,,s € O(1). Let NICA be
an Uber-assumption of degree dyica € poly(\) and of size g < +/log log(w) for some
w € poly(A).

If NICA is hard and Q > 2 - (1 + loglog w) - w?'°e(dwi+1) then there is no generic

reduction that can transform an adversary for the weak Q-selective unpredictability of
vuf to a NICA solver.
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SS9 aiM; =0 € ZETE then gr® = [19, y& = [12, gre¢(v)

4. Note 0= X" ai¢i(v1) € Z,

5. Define “target polynomial” with root v;

BV) = o (V) po(V)- 300 aiGi(V) M
=37 o WL, e (V) €2,1V) 2)



Result

Simulating A with algebraic representations

1.
2.

Compute (V) = 0,(V)/px(V) € Zp(V) as rational polynomial

If ¢i(V) are linearly dependent, i.e., 3o € Z$ T : Z,’io ¢i(V) =0, then predict challenge

image as yp = H,Q:1 y;

If ¢;(V) are linearly independent, compute o € Zf;’ \ {0} s.t.

Zinl M, =0 ¢ Z,(?Q+1)><(Cl+1)’ then gTO _ Hi:l y?i — Hlel gTOéiCi(w)

Note 0 = E,il aiGi(v1) € Zp

Define “target polynomial”

P(V)

Factorize 9 (V), find sk v

with root v;

= pa (V) pag (V) - Zil a;Gi(V)
- Z,-Qzl a;joy (V) H,-/#,-pr'(‘/) € Zp[V]

and compute yq := Eval(vy, xg)
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