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Motivation
Side-Channel Analysis

b Cesin [EAU

e Side-Channel Attacks: iPhones [Lis+21], Single Board Computers [Bal+15], loT devices [Ron+17]

e Goals: Retrieve keys, implementation details, ...

e Requirements: Side-channel recordings of Cryptographic Operations (COs), associated
plaintext/ciphertext
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Motivation
Waveform-Matching Triggering Systems
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Method

High Level Overview

1. Identify the most probable location of one CO (Cryptographic Operation).

Search for the round structure:
AES-128 encryption (r = 10 Rounds)
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High Level Overview
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2. Generate a CO template.
3. Use the CO template to find all trace segments which correspond to other occurrences of the same CO.
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Method

High Level Overview

1. Identify the most probable location of one CO (Cryptographic Operation).

2. Generate a CO template.
3. Use the CO template to find all trace segments which correspond to other occurrences of the same CO.

4. Use those trace segments to refine the CO template (optional).

Concept
Search for the round structure:
0.2 . .
starting,index i AES-128 encryption (r = 10 Rounds)
0.1
Q
(@)}
o
o 0
>
1 I | | | | R D L L N A
—0.2
80 85 90 95 100 105 110 115 120 125 130 135 140

20 25 30 35 40 45 50 55 60 65 70O 75
Time [ns]

September 19, 2022 4/14

FAU and KU Leuven | Jens Trautmannetal. | Semi-Automatic Locating of Cryptographic Operations in Side-Channel Traces



Method

Locating COs if the round pattern length w is known
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Locating COs if the round pattern length w is known
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Method

Locating COs if the round pattern length w is known
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Method

Locating COs if the round pattern length w is unknown

How to locate COs in a trace ¢ with known » and unknown w

e For all reasonable widths w
o Determine CO template with width w as shown before

Requirements:
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How to locate COs in a trace ¢ with known » and unknown w
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o Determine CO template with width w as shown before
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How to locate COs in a trace ¢ with known » and unknown w

e For all reasonable widths w

o Determine CO template with width w as shown before
o Calculate similarity between template and trace
o Determine possible CO starting points based on shape of similarity
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Method

Locating COs if the round pattern length w is unknown

How to locate COs in a trace ¢ with known » and unknown w

e For all reasonable widths w

o Determine CO template with width w as shown before

o Calculate similarity between template and trace

o Determine possible CO starting points based on shape of similarity
o Success if number of found COs = n

Requirements:
* Side-channel trace t recorded with sampling rate f.mpie
e Knowledge of the device clock frequency fievice (calculation of possible widths w)
e Knowledge of the number r of successive and identical rounds that are part of the CO
e Trace t includes a known number n > 1 of COs
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Locating COs if the round pattern length w is unknown
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Locating COs if the round pattern length w is unknown
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Evaluation

¢ Proof of Concept with 100% accuracy for different Systems:
o STM32F415@8MHz (ARM Cortex-M4) with TinyAES
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Evaluation
AES-128 in a Secure Boot Scenario

e Secure boot on a ARM Cortex-M4 microcontroller (STM32F303@8MHz):
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e Secure boot on a ARM Cortex-M4 microcontroller (STM32F303@8MHz):

o Encrypted boot content (8 kB) on Non-Volatile Memory (NVM) %’M
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e Attacker capabilities:
o Read out encrypted boot image from NVM
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e Secure boot on a ARM Cortex-M4 microcontroller (STM32F303@8MHz): ;
o Encrypted boot content (8 kB) on Non-Volatile Memory (NVM) NVM >
o Hashing, ECDSA signature check, 500 AES-128 CBC decryptions L i—

e Attacker capabilities:

o Read out encrypted boot image from NVM
o Knowledge of the different boot stages and specifics about the AES decryption:

» AES mode and implementation: AES-CBC
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AES-128 in a Secure Boot Scenario
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o Hashing, ECDSA signature check, 500 AES-128 CBC decryptions

e Attacker capabilities:
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Evaluation
AES-128 in a Secure Boot Scenario - Workflow

e Extract all n = 500 ciphertexts ct from external Non-Volatile Memory (NVM)
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AES-128 in a Secure Boot Scenario - Workflow

e Extract all n = 500 ciphertexts ct from external Non-Volatile Memory (NVM)

e 40 different widths tested, tool considered three plausible, one was selected after looking at the template
produced
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AES-128 in a Secure Boot Scenario - Workflow
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e Extract all n = 500 ciphertexts ct from external Non-Volatile Memory (NVM)
e 40 different widths tested, tool considered three plausible, one was selected after looking at the template

produced
e Each trace t; with its CO parameters II; = ct; was directly used for CPA without post-processing or

alignment
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Evaluation
AES-128 in a Secure Boot Scenario - Workflow

Extract all n = 500 ciphertexts ct from external Non-Volatile Memory (NVM)

40 different widths tested, tool considered three plausible, one was selected after looking at the template
produced

Each trace t; with its CO parameters II; = ct; was directly used for CPA without post-processing or
alignment

Full key recovery was possible after 200 traces
Unsupervised analysis took two hours, selecting best candidate and attack a few minutes:
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Summary and Future Work
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Presentation of a semi-automatic algorithm that can find COs in side-channel traces

Partly unsupervised analysis helps to search through large traces

Functionality based on meta information(n, r, fievice) — NO template necessary

o Limitations: random delays, (highly) unstable clock frequency

Implementation that utilizes parallel GPU computation

® Open-source implementation and CHES artifact (https://artifacts. iacr.org/tches/2022/a8/)
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Implementation that utilizes parallel GPU computation

® Open-source implementation and CHES artifact (https://artifacts. iacr.org/tches/2022/a8/)

e Evaluate on other architectures (FPGAs) and limitations in terms of noise [TT\W22]
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Summary

Presentation of a semi-automatic algorithm that can find COs in side-channel traces

Partly unsupervised analysis helps to search through large traces

Functionality based on meta information(n, r, fievice) — NO template necessary

o Limitations: random delays, (highly) unstable clock frequency

Implementation that utilizes parallel GPU computation

® Open-source implementation and CHES artifact (https://artifacts. iacr.org/tches/2022/a8/)

e Evaluate on other architectures (FPGAs) and limitations in terms of noise [TT\W22]

Thank you for your attention.
Do you have any questions?
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