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Passive Physical Attacks

Physical characteristics can be exploited to extract secret information:

* Timing

Power Consumption

Electromagnetic radiations
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Masking m
O
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SEC

Masking randomizes the intermediate values of a cryptographic computation to avoid
dependencies between these values and the power consumption

It is usually applied on an algorithmic level

* Does not rely on the power consumption characteristics of the device
Each intermediate value is concealed by a random mask that is different for every execution

Basically, it corresponds to a secret sharing scheme:

* Boolean secret sharing
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Boolean Secret Sharing

First order Boolean secret sharing (two shares):

* Secret: x X1 =x@Pm
‘ Shares: (x4, x,) 1 D x, Dx, =x

* Random: m X2 =M

* One needs to know share x; and x, to compute secret x
* Neither of them alone provides enough information

Linear Function F

* Definition F(x @ z) = F(x) @ F(z)
» Boolean share before F: (x1,x,) withx; @ x, = x
- Boolean share after F: (F(x), F(x;)) with F(x,) @ F(x;) = F (x; @ x;) = F(x)

Non-linear Function?
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Masking in Hardware m
|

Pre-computing the masked tables in software

» Sequential operations, time consuming, low efficiency Xom S(x)eam’
« High efficiency is desired in hardware
Ad-hoc/heuristic schemes m
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Masking in Hardware m
O

Pre-computing the masked tables in software

» Sequential operations, time consuming, low efficiency Xom S(x)eam’

« High efficiency is desired in hardware
Ad-hoc/heuristic schemes m

Processing the mask (m) and masked data (x @ m) simultaneously

« Joint distribution of leakages
» Itis called to be due to glitches [actually not always true]
» Possible attacks
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Masking in Hardware H.MP
O SEC

Pre-computing the masked tables in software

» Sequential operations, time consuming, low efficiency Xom S(x)eam’

« High efficiency is desired in hardware
Ad-hoc/heuristic schemes m

Processing the mask (m) and masked data (x @ m) simultaneously

« Joint distribution of leakages
» Itis called to be due to glitches [actually not always true]
» Possible attacks

Systematic schemes

* Threshold Implementation, provable security
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Threshold Implementation m
O

Let’'s consider an Sbox:

x1 Dx, Dxz=x Y1 Dy, Bys=y
1 — Y1

K2 @— Y32
X3 @— Y3
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Threshold Implementation m
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Let’'s consider an Sbox:

X1 D x, Dx3 =x YViIDYy, Dy; =Yy
X — Y1

K2 @— Y32
X3 @— Y3

Each f should be
independent of one share
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Threshold Implementation m
[ |

Let’'s consider an Sbox:

X DX, a3 =x 1Dy, Bys=y

Example:

Each f should be
x=(a,b,c,d) y=(ef.gh) independent of one share
Si(a,b,c,d) =¢
e=a@Pbchd

e=a, Da, D az D bicy @ bic; @ bicz D by
bycy @ bycs @D bzcy @ bz, @ bzcz; @ dy D d, D ds
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Threshold Implementation

Let’'s consider an Sbox:

X1 @ x2 @ X3 = x X S Y
H — Y1
}{Qﬁ— Y2
X3 @— Y3
Example:

Each f should be
x=(a,b,c,d) y=(ef.gh) independent of one share
Si(a,b,c,d) =¢
e=a@Pbchd

e=a, Da, D az D bicy @ bic; @ bicz D by
bycy @ bycs @D bzcy @ bz, @ bzcz; @ dy D d, D ds

1Dy, Bys=y

are clear
where to go
(to which f)

f1
f2
f3

‘\

=|byc3 D bsc,
=|bscy, D byc3

bic, @ bycq

.

IMP
SEC

can be arbitrarily
distributed among
two component
functions

/‘

a @ dz @ bZCZ
az @ d3 ® bzc;
aq @ d1 @ b1C1
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How to Make a Masked Design?

Unprotected

Implementation
(behavioral verilog)
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How to Make a Masked Design?

~

Unprotected Manual Design

Implementation _
(behavioral verilog) Not straightforward
Based on experience

* Algorithmic level
* Proneto

\ errors/defeats /
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How to Make a Masked Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation .
(behavioral verilog) Not straightforward
Based on experience

* Algorithmic level
* Proneto

\ errors/defeats /
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Non-Composability in the Tl context

8/
X1 7
X9 /8/
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X3 //

Tl spox
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8
o B ¥
uniform Not necessarily
uniform

AGEMA

CHES, September 2022, Leuven, Belgium 16



IMP
SEC

RUHR-UNIVERSITAT BOCHUM 1
Composability m
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Masking large and complex circuits is a hard task especially for high security orders

Composable hardware gadgets offer a systematic way to generate provable secure designs

« Arbitrary security orders possible
» Based on formal security notions
* Following divide-and-conquer approach based on fundamental building blocks

«  Simply replacing unprotected gates (or larger modules) with its masked and composable
counterpart
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How to Make a Secure Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation .
(behavioral verilog) Not straightforward
Based on experience

* Algorithmic level
* Proneto

\ errors/defeats /
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How to Make a Secure Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation .
(behavioral verilog) Not straightforward
Based on experience

Algorithmic level
Prone to

Desian’s netlist errors/defeats /
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How to Make a Secure Design?

Unprotected
Implementation
(behavioral verilog)

Desian’'s netlist

Settings
* Level of protection (order)?
* Optimize for area or speed?

Manual Design

Not straightforward
Based on experience
Algorithmic level
Prone to
errors/defeats

~

/

Side-Channel
Protected
Implementation
(behavioral verilog)
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How to Make a Secure Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation .
(behavioral verilog) Not straightforward
Based on experience

Algorithmic level
Prone to
errors/defeats /

AGEMA \

|dentifies gates/modules
to be secured

Replaces with equivalent
variants

Adjusts the control Logic/

Settings
* Level of protection (order)? .
» Optimize for area or speed? \
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How to Make a Secure Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation .
(behavioral verilog) Not straightforward
Based on experience

Algorithmic level

Prone to
errors/defeats / Side-Channel
Protected
\ Implementation
AGEMA (netlist)

|dentifies gates/modules
to be secured

Replaces with equivalent
variants

Adjusts the control Logic/

Settings
* Level of protection (order)? .
» Optimize for area or speed? \
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How to Make a Secure Design?

\ Side-Channel
Protected
Implementation
(behavioral verilog)

Unprotected Manual Design

Implementation

(behavioral verilog) Not straightforward
Based on experience

Algorithmic level

Prone to
errors/defeats / Side-Channel
Protected
\ Implementation
AGEMA (netlist)

Identifies gates/modules * Free of heuristics

to be secured ) Easedfon proofs .
: Replaces with equivalent * Free of engineering’s failures
Settings : : * Open-source (GitHub)

: lants
* Level of protection (order)? varian .
» Optimize for area or speed? \ Adjusts the control LOg'C/
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Circuit Model
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Circuit Model

T

r--r—-—-——-———"FF—~>—F~—~®~—~"T"T~—~——~——™"T——T—"—~——"T—~—T————79—-—"~— — T — ——— a
0, | ) #0 i

. |
- ~ 0 : / to 0 :
o ! #2 #3
0 iy —d 2 :
& ' L |

. . |
== Combinational =1 & = oo 72 !
Circuit e St Eelt e :
= i2 — ) |
\§ J T 23 : :
clk - |
iy — N
| |
-1l __ o |

AGEMA CHES, September 2022, Leuven, Belgium 25



RUHR-UNIVERSITAT BOCHUM

Circuit Model
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Circuit Model
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Circuit Model
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Circuit Model
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Circuit Model
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Example

D Do
W 1~ HPC2
? clk 1| OR;
2 P [
i / o ! clk
HPC2 clk
L2 | NAND
@ l I . N
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General Procedure

Naive

Replace Cells with
Gadgets of the
Selected Masking
Scheme

Unprotected
Design (netlist)

Convert to BDD
(MUX-based design)

Propagate
Secure

Synchronize Inputs
of each Gadget
(Pipeline/Clock Gating)

Masked
Design

Signals Write Final

Design

Attributes of
Primary Inputs

Apply GHPC/GHPC:.
Masking Scheme
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AGEMA

Requirements

* Composable security

* A secure circuit is not necessarily secure
when composed

* PINI (Probe-Isolating Non-Interference)
* PINI gadgets of essential gates
 AND/NAND/OR/NORY/...

AGEMA
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Requirements - Efficiency

* Composable security Provable security

* A secure circuit is not necessarily secure .

As long as the gadgets are PINI
when composed

» PINI (Probe-lsolating Non-Interference) Extendable to any arbitrary order

* PINI gadgets of essential gates
AND/NAND/OR/NORY/... .

Not as efficient as manually-crafted designs

Larger, higher latency, higher demand for
fresh masks

Any engineer can make secure designs

* https://github.com/Chair-for-Security-
Engineering/AGEMA
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)3)

.

Thanks!
Any Questions?

amir.moradi@rub.de

AAAAA
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Standardization Process
https://csrc.nist.gov/Projects/masked-circuits

B Macked Circuits for Block-ophe X

B ntpsy/csrenistgov/Projects/masked-crcuits

NIST

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

Masked Circuits for Block-ciphers mc
f v

Overview

Masking schemes use secret-sharing of the input bits of a circuit and recompile the circ

t logic to ensure that important

jes of the secret sharing remain acros

prope e circuit evaluation. This has the potential to improve resistance of hardware

implementations of block-ciphe inst certain side-channel attacks, including some based on power ana

Amain goal

is 1o make the illegitimate exfiltration of secret keys more difficult

Atypical desired consequence of a masked implementation is that an adversary that can probe up to d wires of a circuit d

not obtain information about the real logical bits of the or This

he potential to als

against an adversary that can perform power analysis over r

te measures (traces) during a circuit

attack models exist

The current focus of this project is on ascertaining the advantages and disadvantages of secret-sharing based hardware

implementations of the Advanced Encryption Standard (AES), for potential standardization. It is also useful to consider the

possible applicability to lightweight block-ciphers of upcoming NIST standards.

Call for Feedback about Masked Circuits (feedback period till 2021-Sep-06): https://csre.nist goviprojects/masked:
circuits/documents/Masked-Circuits-call-feedback-2021. pdf

Past feedback
Current step

ch literature describes

Identifying reference approaches:

5t side-chan

ttacks, under various models. Often there are

ween implementation

(.8, area, energy, randomness) and security (e.g., protection order against certain side-channel attacks|

= CSRC MENU

9 PROJECT LINKS
Overview

Events

Publications
Presentations
ADDITIONAL PAGES

Email List (MC-Forum)

& CONTACTS

Reach the masked circuits team at

CirCuits@nist.g

Apostol Vassilev
Luis T. A. N. Brand3o

René Peralta
&k GROUP

Computer Security Division

W TOPICS

Security and Privacy: encryption, random number
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