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NTT Related Cryptographic Scheme
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Polynomial computation in MLWE-based scheme e.g. Kyber

Decryption

|
\
N

School-book Algorithm: @(N?)

Karatsuba Algorithm: G)(Nl"923)

Number Theoretical Transformation: @(NlogN)
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NTT Multiplication over the Ring

O R, = Z,[x]/< f(x) >

q =1 (mod 2N)

O w : N-th roots of unity

O ¢ : 2N-th roots of unity

O f(x) =x" +1 = Negative Wrapped Convolution (NWC)

(U_l
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Radix-2 Cooley-Tukey BFU

»

> (a+ b-w)mod q

v

» (a — b w)mod q

Radix-2 Gentleman-Sande BFU
» (a+ b) mod q

X

"— :?}—» (a—b) - wmod q
w

L

INTT

Pre — processin

=
S
L3

b(x) = a(x) - s(x) mod (xN+1)

Post — processing



Temporal Conflict
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0 Read After Write (RAW) pipelined hazard

N/4d = pipeline depth

More stringent when considering the higher radix NTT

STAGEO STAGEL
0o 1 2 3 4 5 6 17 . _
etch d do | A4 | A@g | A1z ||| Qo | A4 || A@g || Q12 » _lime
etch data S
o
from banks d; || ds | Qg |[A13 ||| d2 | A6 || A10 | A14 e S
d> | Adg || A10 || A14 d; | ds | Ag || A13 g
dz || d7 [dAi1| A5 ||| A3 | A7 | A11 | Ais ©)
[ ] [ ]
pipeline depth . temporal conflict :
do | A4 | Ag | A12 dp | A4 | dg | A12
store data A | 85 | A9 &3] | 82 | A6 | &0 | Q14|
into banks Ay | ag || Q10 | A14 a1 | as | Ag | A13
dz | d7 | di1 | A15 dz | d7 | di1 || A15

The dataflow of 16-point radix-2 in-place NTT with d = 2



Spatial Conflict
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[Joh92]

<

v’ Memory mapping scheme for in-place FFT with arbitrary radix

X Placing multiple butterfly units leads to access conflict

STAGE 0
stride =1
ad [0] RAM [0]
lad [1] RAM [1]
ad [2] RAM [1]
lad [3] RAM[0]
ad [4] RAM [1]
lad [5] RAM [0]
ad [6] RAM [0]
lad [7] RAM [1]

®  orde-2

ad [0] RAM [0]
lad [2] RAM [1]
ad [1] RAM [1]
lad [3] RAM [0]
ad [4] RAM [1]
lad [6] RAM[0]
ad [5] RAM [0]
lad [7] RAM [1]

»

{

{
{
{

STAGE 2
stride =4

ad [0]
ad [4]
ad [1]
ad [5]
ad [2]
ad [6]
ad [3]
ad [7]

RAM [0]
RAM [1]
RAM [1]
RAM [0]
RAM [1]
RAM [0]
RAM [0]
RAM [1]

STAGE O
stride = 1

ad [0]
ad [1]
ad [2]
ad [3]
ad [4]
ad [5]
ad [6]
ad [7]

RAM [0]
RAM [1]
RAM [2]
RAM [3]
RAM [1]
RAM [2]
RAM [3]
RAM [0]

STAGE 1
stride =2

ad [0]
ad [2]
ad [1]
ad [3]
ad [4]
ad [6]
ad [5]
ad [7]

RAM [0]
RAM [2]
RAM [1]
RAM [3]
RAM [1]
RAM [3]
RAM [2]
RAM [0]

STAGE 2
stride =4

ad [0]

RAM [0]

ad [4]
ad [1]

RAM [1]
RAM [1

ad [5]
ad [2]

RAM [2] spatial
RAM [2] conflict

ad [6]
ad [3]

RAM [3]
RAM [3

ad [7]

RAM [0]

(a) Radix-2 in-place NTT with d = 1.

(b) Radix-2 in-place NTT with d = 2.

[Joh92] L. G. Johnson. Conflict free memory addressing for dedicated fft hardware. IEEE Trans. on Circuit and Systems-Il, 39(5):312-316, 1992.
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Motivations

03Ds in lattice-based PQC:

N=1024q=12289 Falcon
e.g.
* Uiverse security parameters of lattice-based scheme J N =256 q=8380417 Dilithium

° ifferent resource constraints of computation platform Embedded device vs. Server

* Different throughput requirements of practical application loT vs. 5G

Varying stride Time = Cycles / Frequency

Types of NTT : in-place access 4

Length of vector is power-of-2 Reduce algorithm complexity

| Design-time /

: : : : parameter
Different prime moduli 12-23bit | @D ~ Find efficient strategy

Dimensions

Number of butterfly units

Seldomly considered
gt the same time

» Area

Radix-2 = radix-r¥ J

ATP = Area x Time



Outlines

Optimized Radix-4 NTT/INTT Algorithm
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The Derivation of Radix-4 NTT without Preprocessing

N/4-1 N/4-1
N-1 Split A; = Z GJ43¢2N(U (4J)+ z CL43-|—1¢4]+1 . 4J+1)+
. i pli =0
P Z CLJ(;S%NLUIS— mod q — N/4—1 N/4—1
7=0 i i
Z a43,_,_2¢543+2 (47+2) | Z a4j+3¢4g+3 (45+3) mod ¢
j=0
N/4-1{_____f9_______ N/‘l—l,_---___f}________\ Elimigftion /iroperty
Ai = Z :?_{J__E\i/_z__j;\f/_%ﬁr Wy - P3N - Z A4+ 10N /oW /4T WiN = WN
3=0 j=0 ~TTTTTTTTTTTTTTTT
N/4—1 _______P_'g _______ N/4a-1 I_T 3
Wi - Doy - Z {G4j+2¢f§v/2 N/4-+WN o - Z -G4g+3¢N/2 N/4-m0dq v NloguN + = Nlog,N
j=0 TTTTTTTTTTTTTTTT j=0 ~TTTTTTTTTTTTTT

€ [0,N/4 — 1] Four N/4-point operation

P e e T R e e e T R el e e R

Periodicity property T oA - "1 1 1 " F1 L T\
k+ N k : : i : :
wy' = wy | Airnya 1 wr -1 —wy 9 Fio| g;r—l | Recursion NJVWS
| Aigona | |1 -1 10 -1 Fy 353”1) points
'.\ A’E,+3N/4 i 1 —w_i —1 Wi | L F3 J L 353?:—’_1) A ,:

e e e e e e e e e e e e e e e e o e e e e e e e E e e e e e e e e e R e e e e e e e e e e e e e e e e e = = =
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The Derivation of Radix-4 INTT without Postprocessing
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GJ?;:N_

Elimination
property

N/4—1 2N /4—1
-1 —z 1
R spie__ 00 =N 05k 30 Aotur Hork D At
J=0 3N/4—1 N—-1
Z Ajwy” + oon Z Ajwy"”) mod g
j=2N/4 j=3N/4
N/4—1 N/4—1 J J
Periodicity and Binary propert
Z AJMNJJW,S Z A3+N/4WN y Inary property
§=0
N/4—1 N/4—1
Z A3+2N/4WN +¢2N w;?’“ Z Aj+3N/4w;;zj) modq
J=0 4=0
N/4—1 N/4—1
Z AJwNJ+¢2N w4 Z Aj+N/4w;:]+ — Next page
=0 =0
N/4—1 N/4—1

2 —ij —3i —ij
Gan * Wi Z Ajion/awy +¢2N Wy Z Ajysnjawy ) mod g
J=0
11



The Derivation of Radix-4 INTT without Postprocessing
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— N1

Sum and Binary
property

N/4—1 N/4—1
i —i (24 —ij
Z AJwNJ+¢2Nl Wy Z AjiNjawy T+
- =
N/4—1 N/4-1
—1 _:-’L‘ —1 __-?r‘
2N : ’ : z AJ+2N/4wN + PN W : 43 : Z AJ+3N/4wN )mOdq
7=0
Gy G4
P N/a-1 Voo N/a-1 ‘.
—1 —i —iji | —i —ij
) 'CZZ Oz Z AJ‘WN/Q*:Z N2 Z AJ+N/4"-°‘N/4'+
e i=0 .. N = ;
S N/4—-1 . CL N/4-1 é """"" X
1 —1 2 —1 | : 1 —1 _ :
Ei ¢N/2' Z AJ+2N/4‘*"N/4I ' 1 ('bN/Q Z Aj+3N/4wN/4)EmOdq
l\____________j_:_U_ _______________ o j:U /'

________________________________

E/— a4 1 1 1 1 1 G(} 1_(2 1) \:
| Q4i+1 | 1 w4_1 =1 —w;l 9 G Bon i
| agive | 1 -1 1 -1 G —207+1) | |
:\\_ 4i+3 1 —wyt -1 Wyt ] | G | 2—;(23-4-1) i

_____________________________________________________________________________

- = _,_ ==
/ 0
[ —i w4_1
[Wa = 9 1
: [ —wi’
l (1
I —2 —1
@ =9
I | —1
I .
I 0

-1

l,—3i _ Wy
\w4 9 1
\s — _\___w4_

Recursion
ﬁ

—_— o .y

N\

\

|

I

|

I

1= 4r I
1=4r +1,
t=4r + 2]
1 =4r + 31
[

I

|

1 /
___—/

N/4 4-
points

12
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Divide and Conquer for Butterfly Operation

~

Ty = (Fo+ Fz - ¢oe ™) Ai=To+T, ~ |Num.ofOp.| MM. MA. MS.
Ty = (Fy — F> - goa ™) Aiynja= (Ti+ T3 -wh) | Direct H5 H6 H6
.| Two-layer #4 #4 #4

Variation 4 20% 4'33% 4'33%

___________________________________________________________________

13
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Divide and Conquer for Butterfly Operation

¢ Ty = Fo + F> ag; = To + 1> Num. of Op.| MM. MA. MS.
T\ = Fy — F asis1 = (To + T3) - ¢ 20D ! Direct #5 #6 #6
Ty =F, + F asirs = (To — Ts) - ;§(2j+1)§ Two-layer #4 #4 #4
T3 = (F1 — F3) -wy ' asits = (Th — 1) - 2_;‘3(2‘?“,)'5 Variation V20% | 133% | V33%

N e e e e e e e e e e e e e e e e e e e e e e e e e Em e Ee e e e e M e e e e e e Em e e e e e

14



Proposed DIT-NR Radix-4 NTT
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O The bit-reversed operation is needed in classic NTT and INTT operation.

Natural order | g

| Reversed order

I reverse ,

r

o e e e e e e e

I
Reversed order! gy 1 Natural order

I A generic method to :
| avoid bit reversed
I_issue in radix-R NTT |

Natural order

\ 4

Reversed order

A

»

@ Reverse the first loop p

() Adjust the generation | ®“m m
of twiddle factors

I reverse

forOtolog,N—1

N/(4]) J
oN = Doy

2j+1 2-reversed(k)+1

= W
2(2j+1) 2-(2'-reversed(k)+1)
w,, = W,
_.3(2j+D) 3-(2-reversed(k)+1)
Wy, = W,y

@ Move the place of generating twiddle
factors from loop j to loop k.

15



Proposed DIT-NR Radix-4 NTT
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O The bit-reversed operation is needed in classic NTT and INTT operation.

Natural order | gjt ! Reversed order

|
|
|
1
— I
! I reverse |
|
|
1

r

I Natural ordeL

I_issue in radix-R NTT

\ 4

A

1
1
1
Reversed order‘ /
1
1
1
1

I A generic method to '
] ] I
| avoid bit reversed I

»

I reverse

0

end for

for p=log, N —1to0do
!}- % ‘-IFJ

for k =0to N/(4J)—1 do
w1 ¢ wal__ROM [r]
wg + wa2_ROM |[r]
w3 < wa3_ROM [r]
r—r+1
for j=0toJ—1do

Ty + (agkj+j + @akg+j+20 - w2) mod g

T + (agkj4+j — aakj4j+20 - w2) mod g

T3 « (aqkgyj+g w1 + @qpg4j+37 -w3) mod g
T3 + (agkJj4j+J - W1 — AqkJ4+j4+3J -w3) mod g
‘4-”\'J+j — (Th + Tg) mod q

Agpgtjig — (T1 +Ts - w_‘}) mod g

Agkg+j+2 < (To — T2) mod ¢

Agkgtitas — (Ty — Tz -wy) mod q

end for
end for

I
Reversed order! gy 1 Natural order

16
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Proposed DIF-RN Radix-4 INTT

O The bit-reversed operation is needed in classic NTT and INTT operation.

|
Natural order Reversed order Natural order | Reversed order! gy 1Natural orderi

[
» »

ﬁ
reverse | I

VAN fr

forlog,N —1to0 | QU reverse the first loop

= e e o = = =

1 A generic method to :

avoid bit reversedl

Double memory footprint (2) replace the twiddle factor :_'sfuf in radix-R INTT |
is needed for storage wiy of NR — NTT with its
of twiddle factors ! inverse elements w;;*
A\
ﬂ Opt.tech. ~ T TTTTTToooo oo oo oo oo ,
Reversed order Natural order

v

|

|

|
Try toreuse the twiddle factors of : g
forward NTT to reduce memory footprint :




Proposed DIF-RN Radix-4 INTT
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[0 Opt. tech. 1: Derive three new tricks as following

i ~N/2 ,N/2—i

- ¢y mod q = 2N/ ' 216 ‘= w

1 ¢znmod q= — iy - Py’ = — pYy' mod q
i —3N/2 ,3N/2—i

| ¢y mod q = 21v/' ZN/ =

O Opt. tech. 2: Apply the derived tricks to

—-2(2j+1
5 (2j+1)

m

—3(2j+1
75 (2j+1)

1, N/2—[2-reversed(k)+1] :
4 wm 1
1

N—[2:-(2:reversed(k)+1
Bl ( (k) +1)] |
I
3N/2—|3:(2:reversed(k)+1)]1
S @l - 2213 ()+1)] 1
1

obtain the w;; by resuing w3,

mod q

J 50% memory footprint of twiddle factors

|
|
; Reversed order Natural order
| > >
|
|
|
for p=1log, N —1to 0 do
J — 47
T+ 0

for k=0to N/(4J)—1 do
w1 + wal_ ROM [::]
]

T ) < wa2 _ROM r

wy — wa3d ROM [r
r—r+1
for { =0to J—1do
ﬁh — (a4kg+j + @4k g+j+27 - w2) mod g \
T\ + (@akJj4+j — @akJ4+j4+27 - w2) mod g
T2 < (a4kj4j47 W1 + Qapg4j437 - w3) mod q
— T3 + (l’l4A-.,f+_,;+J ‘W1 — A4k J4+543J w3) mod ¢

1BEU Asrgyj + (To+T2) mod g

Aspgyjrs — (T1+ T3 - wy) mod g

Adkg+j427 < (To —T2) mod ¢

Q-II.-J+J'+HJ — (Ty — T3 - wy) mod q j
end for

end for

end for

18




Outlines

® Conflict-free Memory Mapping Scheme
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Determine the Point-access Order
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The data flow of 8 points radix-2 DIT-NR NTT.

O G:, . : The i-th point in stage p, group k and round

p.k.j
where i =0,1,...,R-1 and R denotes the radix

O The four data points at stage 1 can be parallelly
accessed in two types of order as below:

@ Four data points with the same group index k

0 1 0 1 0 1 0 1
{Gl,O,O' Gl,O,O' Gl,O,l' 61,0,1} - {Gl,l,Oi G1,1,0' G1,1,1' Gl,l,l}

() Four data points with the same round index j

0 1 0 1 0 1 0 1
{Gl,O,O' Gl,O,O' Gl,l,O' 61,1,0} - {G1,0,1' G1,0,1' Gl,l,ll Gl,l,l}

20



Determine the Point-access Order

TEEXS

Tsinghua University

The data flow of 8 points radix-2 DIT-NR NTT.

O G:, . : The i-th point in stage p, group k and round

p.k.j
where i =0,1,...,R-1 and R denotes the radix

O The four data points at stage 1 can be parallelly
accessed in two types of order as below:

@ Four data points with the same group index k

0 1 0 1 0 1 0 1
{Gl,O,O' Gl,O,O' Gl,O,l' 61,0,1} - {Gl,l,Oi G1,1,0' G1,1,1' Gl,l,l}

21



Proposed Parallel NTT Algorithm with Arbitrary Radix

TE 2 &

Tsinghua University

Algorithm 6 Scalable Iterative NTT Algorithm

Input: a, N, R. Here a denotes a vector of length N. d is the number of butterfly units. R denotes the

radix of NTT.

Output: A = Scalable_ NTT(a)

1: for p=1logpr N —1to0do
2: J < RP

O The relative size of d and J will influence the

____________________________ . number of iterations.
\
1
|
Ak Rd+iRJ+j :
Ak RAd4+iRJ+j+J 1 Loop Tile1
S \{———=+ ] < d, the parallel data sets will contain several
kRd+iRJ+j+(R—1)J | - ) - 22vie ' dl
. iterations of inner loop.
/I
\
| ile 2
I Loop Tile
| . .
Ak RJ+id-+j | \———+ ] = d,theinner loop will cover several parallel
R id4it. |
e i data sets.
ArRJI+id+j4+(R—1)J :
|
1
/
7

19: endif -~ - T T T TT T oSS oSS S S ss s s s e

3: if J < d then
4: s for k=0 to N/(Rd) —1 do
5 | for i=0to d/J—1do
6: 1 for j=0to J—1do
| Agp
|
7: I A — BF
|
I ARr—1
8: 1 end for
9: '\ end for
10: N (End for
11: else
12: sTor k=0 to N/(RJ)—1do
13: | for i=0to J/d—1do
14: | for 7 =0tod—1do
| ;’-10
|
15: I A1 — BF
i .
I Ar—1
16: 1 end for
17: ! end for
18: \\end for
20: end for

21: return A

22



Conflict-free Memory Mapping for Arbitrary Radix NTT

Tsinghua University

T O d: Number of BFUs;

e O B: Number of banks,B = R x d,N | B;
a [M-1:0] d = ma |
BI = . = . = - .
I - =N . K OT7T =1IlogN; M =logB;, C =T — M;
T M
a [T-1:T-C]- Y
. v' Automated configuration

v Initialized for different radix R = r*

v’ Facilitate other stride access

v" We further extend this method in our paper at DAC 2022*

Memory mapper for arbitrary radix r*

*Xiangren Chen, Bohan Yang, ..., Leibo Liu. 2022. Efficient access scheme for multi-bank based NTT architecture through conflict graph. (DAC '22).

23



Case Study of Conflict-free Mapping
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Parameter N=16 R=2 d=2 B=4
old address  mix radix R-B step number  slide distance bank index bank address

0 000 (0+0) mod 4 =
1 001 (0+0) (0x2) (0+1) mod 4 =
2 002 mod2 =0 mod 4 =0 (0+2)mod4=2 |g,,,
3 003 (0+3) mod 4= 3 /
4 010 (2+0) mod 4 =
S 011 (0+1) (1x2) (2+1) mod 4 =
6 012 mod2=1 mod 4 =2 (2+2) mod 4=0

,,,,,,,,, ? .o’ . (2439dmod4=1
8 100 (2+0) mod 4 =
9 101 (1+0) (1x2) (2+1) mod 4 =
10 102 mod2=1 mod 4 =2 (2+2)mod 4 =0 Ga10

,,,,,,,, w3 . (#3moda=1 | v
12 110 (0+0) mod 4 =
13 111 (1+0) (0x2) (0+1) mod 4 =
14 112 mod2 =0 mod 4 =0 (0+2) mod 4 =2
15 113 (0+3)mod 4=3

Case study of 16-point radix-2 in-place NTT with 2 BFUs

: Bank 0 Bank 2
1
| [0 2
I 6 Bank 0’ 4 Bank 1’
1
- [10 0] 1 8 | N\ 2]
| 12 e 6|7 14 merge 5
| 1 10(11 3 819
|
BE ~12]13 .| ~14]15
L1 11 9
|13 15
: Bank 1 Bank 3

Reduce 4 banks to 2 banks

24



Outlines

m Hardware Architecture of Radix-2/4 NTT
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Hardware Architecture of Radix-2/4 NTT
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@ Generate the physical
addresses for different
radix and parallel degree.

@ Calculate the
logic addresses

@ Increase throughput based
on interleaved memory banks

@ Reduced to
N-1 word data

N , . /
‘\ ) Arbiter .
Control . /
Unit \
N~ - ‘\
T~ \ tf_ROM
,—L Y X
Oy
s &
S = Ma Y= ——)| Bank — Unit —
S P
Rfd T /""LO h (eeo | reo | {res | )
i_int d kclnt aLl é*’ 1pe1 | I DC
l fIX N - PE 2 PE 3
SHIFT SHIFT 2 |Bank Index >
; 0 S “lpEd1| PEd-4| |PEd3|
Offset 1 a7 --m""pﬂ-1 % I DC
1 1 sel 1D parallel PE d-2 PE d-1
Offset 2 radix-2 BFU - -
2 : - \ 2D parallel ‘J
J/ J+offset \_ aw ) N radix-4 BFU ~ /

\

@ Synchronize the
parallel data points
without pipeline stall.

26
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Unified Design of Radix-4 Butterfly Unit

u —»E'\ sel_p I B‘\ selp A B{\._se._p PE types | #MM | #MA HMS | #Half
° N | N | bfo PEO 1 1/2 1/2 2
Ui TD
Ar—1 —1 —1 PE1 0 1/2 1/2 2
| PEO | T, 4 | PE N / /
X X
Vo —>0 0 PE2 2 1/2 1/2 2
) v > T1
Aot/ 41( =1 PE3 1 1/2 1/2 2
uy —0 A 08 A; Total 4 4/8 4/8 8
peft) Sy it
i | PE2 | T PE3 J_A, ‘ v sel_p=0/1 perform NTT/INTT
A, _' vo,|, | L LT v’ Barrett reduction based modular multiplier

'~ v’ The multiplication by w} is a constant modular

The routing structure of radix-4 PE array. multiplier within PE3

27



Outlines

= [mplementation Result and Comparison
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Implementation Result and Comparison
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[0 Theoretical Evaluation Between Radix-4 and Radix-2 Multi-bank based NTT

AGU MMU AB INN BFU TF BOM NTT/INTT
Type Address | Memory . Interconnect | Banks | Butterfly Twiddle
Arbiter : cycles
Generator Map Network Unit Factor
p 2n X 2n X 2n X
Radix n x
2n 2—to—1 [2—-to—1 2—to—1 2n N-1 (N/2d)log,N
-2 MUXs MUXs MUXs MA/MS/MM
Radix nx nx nx n X
n 4—to—1 | 4—to—1 4—to—1 n . N-1 (N/d)log,N
—4 MUXs MUXs MUXs MA/MS/MM
Variation 1 50% — 1 75% 1 75% 1 50% — — —
n: number of processing element
7T omoooooooooooooooo- “ (  Operand
| Operand : 4 Mult. |
: ! . ! Reduction’ > Resul
: Reduction —> Result ! Complexity !
: : ' Constant
\ Variable TF Radix-2 | CACS Radix-4

A Y

N e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e

29



Implementation Result and Comparison
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0 Implementation platform: Vivado 2020.2 + Virtex-7 FPGA (xc7vx690tffffg1761-3)

O Benefits of radix-4 : e.g. #BFU=8 = LUTATP |, 2.2x FFATP {, 1.2 x #BRAMs , 1.5

# ATP

20
18
16
14
12
10

(=R e )

[ .

1BFU

I DSPs

=8 9 [ 80
8
25
;
20 6
@ a 5
15 £ =
3 = 4
—
L :
5
1
0 0
2 BFU 4 BFU 8BFU 4 BFU 8BFU
BRAM  es@um | T ATP === FFATP . DSPs BRAN o] T ATP === FFATP
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The variation of ATP in radix-2 and radix-4 NTT (N = 1024, 14-bit q)
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Implementation Result and Comparison
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The comparison between radix-4 NTT core and other works.



Thank You!

Q&A

Reference code: https://github.com/xiang-rc/cfntt_ref



