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NTT Related Cryptographic Scheme
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Key Generation

Encryption

Decryption

School-book Algorithm：

Karatsuba Algorithm：

Number Theoretical Transformation：

Θ(𝑁2)

Θ(𝑁𝑙𝑜𝑔23)

𝜣(𝑵𝒍𝒐𝒈𝑵)

A s× e+ b=

AT r e’ u

bT

× + =

r× e’’+ = vm+

sTv × u− ≈ m

Polynomial computation in MLWE-based scheme e.g. Kyber

Coefficient 
Vector a, b

Point Value 
A, B

Point Value 
C

Coefficient 
Vector c

𝜣(𝑵𝒍𝒐𝒈𝑵)NTT

Point-wise Mult.

𝜣(𝑵)

School-book Mult.

𝜣(𝑵𝟐)

INTT𝜣(𝑵𝒍𝒐𝒈𝑵)



NTT Multiplication over the Ring
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 ℝ𝑞 = ℤ𝑞 𝑥 /< 𝑓 𝑥 >

 𝑓 𝑥 = 𝑥𝑁 + 1 ⇒ Negative Wrapped Convolution (NWC)

𝜔𝑖

× 𝜙𝑖

× 𝜙𝑖

𝑁𝑇𝑇

𝑁𝑇𝑇

𝜔𝑖

𝐼𝑁𝑇𝑇 × 𝜙−𝑖

𝜔−𝑖

𝑎(𝑥)

𝑠(𝑥)

𝑏(𝑥)

𝑷𝒓𝒆 − 𝒑𝒓𝒐𝒄𝒆𝒔𝒔𝒊𝒏𝒈

𝑷𝒐𝒔𝒕 − 𝒑𝒓𝒐𝒄𝒆𝒔𝒔𝒊𝒏𝒈

× 𝑁−1

𝑞 ≡ 1 (𝑚𝑜𝑑 2𝑁)

 ω ∶ 𝑁-𝑡ℎ roots of unity  

 𝜙 ∶ 2𝑁-𝑡ℎ roots of unity  

𝑏 𝑥 = 𝑎 𝑥 · 𝑠 𝑥 𝑚𝑜𝑑 (𝑥𝑁+1)

𝒎𝒆𝒓𝒈𝒆

𝒎𝒆𝒓𝒈𝒆

𝜔

𝑎

𝑏

(𝑎 + 𝑏 ∙ 𝜔) 𝑚𝑜𝑑 𝑞

𝑎 − 𝑏 ∙ 𝜔 𝑚𝑜𝑑 𝑞

Radix-2 Cooley-Tukey BFU

𝜔

𝑎

𝑏

𝑎 + 𝑏 𝑚𝑜𝑑 𝑞

𝑎 − 𝑏 ⋅ 𝜔 𝑚𝑜𝑑 𝑞

Radix-2 Gentleman-Sande BFU



Temporal Conflict
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 temporal conflict

STAGE0 STAGE1

The dataflow of 16-point radix-2 in-place NTT with d = 2

 Read After Write (RAW) pipelined hazard

• 𝑁/4𝑑 ≥ 𝑝𝑖𝑝𝑒𝑙𝑖𝑛𝑒 𝑑𝑒𝑝𝑡ℎ

• More stringent when considering the higher radix NTT



Spatial Conflict
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STAGE 0

stride = 1

ad [0]

ad [1]

ad [2]

ad [3]

ad [4]

ad [5]

ad [6]

ad [7]

RAM [0]

RAM [1]

RAM [1]

RAM [0]

RAM [1]

RAM [0]

RAM [0]

RAM [1]

STAGE 1

stride = 2

ad [0]

ad [2]

ad [1]

ad [3]

ad [4]

ad [6]

ad [5]

ad [7]

RAM [0]

RAM [1]

RAM [1]

RAM [0]

RAM [1]

RAM [0]

RAM [0]

RAM [1]

STAGE 2

stride = 4

ad [0]

ad [4]

ad [1]

ad [5]

ad [2]

ad [6]

ad [3]

ad [7]

RAM [0]

RAM [1]

RAM [1]

RAM [0]

RAM [1]

RAM [0]

RAM [0]

RAM [1]

ad [0]

ad [1]

ad [2]

ad [3]

ad [4]

ad [5]

ad [6]

ad [7]

RAM [0]

RAM [1]

RAM [2]

RAM [3]

RAM [1]

RAM [2]

RAM [3]

RAM [0]

ad [0]

ad [2]

ad [1]

ad [3]

ad [4]

ad [6]

ad [5]

ad [7]

RAM [0]

RAM [2]

RAM [1]

RAM [3]

RAM [1]

RAM [3]

RAM [2]

RAM [0]

ad [0]

ad [4]

ad [1]

ad [5]

ad [2]

ad [6]

ad [3]

ad [7]

RAM [2]

RAM [3]

RAM [3]

RAM [0]

RAM [0]

RAM [1]

RAM [1]

RAM [2]

(a) Radix-2 in-place NTT with d = 1. (b) Radix-2 in-place NTT with d = 2. 

✓ Memory mapping scheme for in-place FFT with arbitrary radix 

× Placing multiple butterfly units leads to access conflict
[Joh92]

[Joh92] L. G. Johnson. Conflict free memory addressing for dedicated fft hardware. IEEE Trans. on Circuit and Systems-II, 39(5):312–316, 1992. 



3Ds in lattice-based PQC:

• Diverse security parameters of lattice-based scheme

• Different resource constraints of computation platform

• Different throughput requirements of practical application

Motivations
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Length of vector is power-of-2

Different prime moduli 12-23bit

Number of butterfly units

Radix-2 ⇒ radix-𝑟𝑘

Types of NTT : in-place

N

q

d

R

Scalability
Dimensions 

T

Find efficient strategy

②

Time = Cycles / Frequency

Area

ATP = Area x Time

①

③

Reduce algorithm complexity

Embedded device vs. Server

IoT vs. 5G

Seldomly considered 
at the same time

Design-time 
parameter

Varying stride 
access

N = 1024 q = 12289      Falcon 

N = 256   q = 8380417  Dilithium 
e.g.





 Optimized Radix-4 NTT/INTT Algorithm
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𝑭𝟎 𝑭𝟏

𝑭𝟐 𝑭𝟑

The Derivation of Radix-4 NTT without Preprocessing
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✓ 𝑵𝒍𝒐𝒈𝟒𝑵+ 𝟐𝑵 ⇒𝑵𝒍𝒐𝒈𝟒𝑵

Elimination property

Periodicity property

N/4 4-
points

Recursion

𝒊 ∈ [𝟎,𝑵/𝟒 − 𝟏] Four N/4-point operation

Split



Elimination 
property

The Derivation of Radix-4 INTT without Postprocessing
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Next page

Split

Periodicity and Binary property



The Derivation of Radix-4 INTT without Postprocessing
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N/4 4-
points

✓ 𝑵𝒍𝒐𝒈𝟒𝑵+𝑵 ⇒𝑵𝒍𝒐𝒈𝟒𝑵

𝒊 ∈ [𝟎,𝑵/𝟒 − 𝟏] Four N/4-point operation

𝑮𝟎 𝑮𝟏

𝑮𝟐 𝑮𝟑

Sum and Binary 
property

Recursion



Divide and Conquer for Butterfly Operation

13

a0

a1

a2

a3

A0

A1

A2

A3

a0

a2

a1

a3

T0

T1

T2

T3

A0

A1

A2

A3w4
1

Φ(2i+1)

Φ2(2i+1)

Φ3(2i+1)

w

u

v

U

V

BFU3

u

v

U

V

BFU1

w

u

v

U

V

BFU0

u

v

U

V

w

w

BFU2

Two-layer radix-4 Cooley-Tukey butterfly unit in forward NTT

Num. of Op. MM. MA. MS.

Direct #5 #6 #6

Two-layer #4 #4 #4

Variation ↓20% ↓33% ↓33%



Divide and Conquer for Butterfly Operation
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Two-layer radix-4 Gentleman-Sande butterfly unit in inverse NTT

Num. of Op. MM. MA. MS.

Direct #5 #6 #6

Two-layer #4 #4 #4

Variation ↓20% ↓33% ↓33%



Natural order

Proposed DIT-NR Radix-4 NTT

15

The bit-reversed operation is needed in classic NTT and INTT operation.

Reversed orderNatural order Reversed order Classic 
DIT NTT

Classic 
DIF INTT

Bit 
reverse

Bit 
reverse

Natural order

DIT-NR 
NTT

Natural order Reversed order

A generic method to
avoid bit reversed
issue in radix-R NTT

① 𝑅𝑒𝑣𝑒𝑟𝑠𝑒 𝑡ℎ𝑒 𝑓𝑖𝑟𝑠𝑡 𝑙𝑜𝑜𝑝 𝑝 𝑓𝑜𝑟 𝟎 𝑡𝑜 𝒍𝒐𝒈𝟒𝑵− 𝟏

② 𝐴𝑑𝑗𝑢𝑠𝑡 𝑡ℎ𝑒 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑜𝑛
𝑜𝑓 𝑡𝑤𝑖𝑑𝑑𝑙𝑒 𝑓𝑎𝑐𝑡𝑜𝑟𝑠

𝜙2𝑁
𝑁/(4𝐽)

⇒ 𝜙2𝑁
𝐽

𝜔𝑚
2𝑗+1

⇒ 𝜔𝑚
2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1

𝜔𝑚
2(2𝑗+1)

⇒ 𝜔𝑚
2·(2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1)

𝜔𝑚
3(2𝑗+1)

⇒ 𝜔𝑚
3·(2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1)

③ 𝑀𝑜𝑣𝑒 𝑡ℎ𝑒 𝑝𝑙𝑎𝑐𝑒 𝑜𝑓 𝑔𝑒𝑛𝑒𝑟𝑎𝑡𝑖𝑛𝑔 𝑡𝑤𝑖𝑑𝑑𝑙𝑒
𝑓𝑎𝑐𝑡𝑜𝑟𝑠 𝑓𝑟𝑜𝑚 𝑙𝑜𝑜𝑝 𝑗 𝑡𝑜 𝑙𝑜𝑜𝑝 𝑘.



Natural order

Proposed DIT-NR Radix-4 NTT
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The bit-reversed operation is needed in classic NTT and INTT operation.

Reversed orderNatural order Reversed order Classic 
DIT NTT

Classic 
DIF INTT

Bit 
reverse

Bit 
reverse

Natural order

DIT-NR 
NTT

Natural order Reversed order

A generic method to
avoid bit reversed
issue in radix-R NTT



Natural order

Proposed DIF-RN Radix-4 INTT
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The bit-reversed operation is needed in classic NTT and INTT operation.

Reversed orderClassic 
DIF INTT

Bit 
reverse

Natural order

DIF-RN
INTT

Reversed order Natural order

A generic method to
avoid bit reversed
issue in radix-R INTT

Natural order

① 𝑟𝑒𝑣𝑒𝑟𝑠𝑒 𝑡ℎ𝑒 𝑓𝑖𝑟𝑠𝑡 𝑙𝑜𝑜𝑝

② 𝑟𝑒𝑝𝑙𝑎𝑐𝑒 𝑡ℎ𝑒 𝑡𝑤𝑖𝑑𝑑𝑙𝑒 𝑓𝑎𝑐𝑡𝑜𝑟
𝜔𝑚
𝑥 𝑜𝑓 𝑁𝑅 − 𝑁𝑇𝑇 𝑤𝑖𝑡ℎ 𝑖𝑡𝑠
𝑖𝑛𝑣𝑒𝑟𝑠𝑒 𝑒𝑙𝑒𝑚𝑒𝑛𝑡𝑠 𝜔𝑚

−𝑥

𝑓𝑜𝑟 𝒍𝒐𝒈𝟒𝑵− 𝟏 𝑡𝑜 𝟎

𝑫𝒐𝒖𝒃𝒍𝒆 𝒎𝒆𝒎𝒐𝒓𝒚 𝒇𝒐𝒐𝒕𝒑𝒓𝒊𝒏𝒕
𝒊𝒔 𝒏𝒆𝒆𝒅𝒆𝒅 𝒇𝒐𝒓 𝒔𝒕𝒐𝒓𝒂𝒈𝒆
𝒐𝒇 𝒕𝒘𝒊𝒅𝒅𝒍𝒆 𝒇𝒂𝒄𝒕𝒐𝒓𝒔！

𝑻𝒓𝒚 𝒕𝒐 𝒓𝒆𝒖𝒔𝒆 𝒕𝒉𝒆 𝒕𝒘𝒊𝒅𝒅𝒍𝒆 𝒇𝒂𝒄𝒕𝒐𝒓𝒔 𝒐𝒇
𝒇𝒐𝒓𝒘𝒂𝒓𝒅 𝑵𝑻𝑻 𝒕𝒐 𝒓𝒆𝒅𝒖𝒄𝒆𝒎𝒆𝒎𝒐𝒓𝒚 𝒇𝒐𝒐𝒕𝒑𝒓𝒊𝒏𝒕

Opt. tech.

DIT-NR 
NTT

Natural order Reversed order



Proposed DIF-RN Radix-4 INTT
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 Opt. tech. 𝟏: 𝑫𝒆𝒓𝒊𝒗𝒆 𝒕𝒉𝒓𝒆𝒆 𝒏𝒆𝒘 𝒕𝒓𝒊𝒄𝒌𝒔 𝒂𝒔 𝒇𝒐𝒍𝒍𝒐𝒘𝒊𝒏𝒈

𝜙2𝑁
−𝑖 𝑚𝑜𝑑 𝑞 = 𝜙2𝑁

−𝑁/2
· 𝜙2𝑁

𝑁/2−𝑖
= 𝜔4

−1 · 𝜙2𝑁
𝑁/2−𝑖

= −𝜔4
1 · 𝜙2𝑁

𝑁/2−𝑖
𝑚𝑜𝑑 𝑞

𝜙2𝑁
−𝑖 𝑚𝑜𝑑 𝑞 = − 𝜙2𝑁

𝑁 · 𝜙2𝑁
𝑁−𝑖 = − 𝜙2𝑁

𝑁−𝑖 𝑚𝑜𝑑 𝑞

𝜙2𝑁
−𝑖 𝑚𝑜𝑑 𝑞 = 𝜙2𝑁

−3𝑁/2
· 𝜙2𝑁

3𝑁/2−𝑖
= 𝜔4

1 · 𝜙2𝑁
3𝑁/2−𝑖

𝑚𝑜𝑑 𝑞

𝜔𝑚
−(2𝑗+1)

⇒ −𝜔4
1 · 𝜔𝑚

𝑁/2−[2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1]

𝜔𝑚
−2(2𝑗+1)

⇒ −𝜔𝑚
𝑁−[2· 2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1 ]

𝜔𝑚
−3(2𝑗+1)

⇒ 𝜔4
1 · 𝜔𝑚

3𝑁/2−[3· 2·𝑟𝑒𝑣𝑒𝑟𝑠𝑒𝑑 𝑘 +1 ]

 Opt. tech. 𝟐: 𝑨𝒑𝒑𝒍𝒚 𝒕𝒉𝒆 𝒅𝒆𝒓𝒊𝒗𝒆𝒅 𝒕𝒓𝒊𝒄𝒌𝒔 𝒕𝒐
𝒐𝒃𝒕𝒂𝒊𝒏 𝒕𝒉𝒆 𝝎𝒎

−𝒙 𝒃𝒚 𝒓𝒆𝒔𝒖𝒊𝒏𝒈 𝝎𝒎
𝒙

DIF-RN
INTT

Reversed order Natural order

↓ 50% memory footprint of twiddle factors







 Conflict-free Memory Mapping Scheme
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Determine the Point-access Order
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 𝐺𝑝,𝑘,𝑗
𝑖 ∶ The 𝑖−th point in stage 𝑝, group 𝑘 and round 𝑗

① 𝐹𝑜𝑢𝑟 𝑑𝑎𝑡𝑎 𝑝𝑜𝑖𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑠𝑎𝑚𝑒 𝑔𝑟𝑜𝑢𝑝 𝑖𝑛𝑑𝑒𝑥 𝑘

{𝐺1,0,0
0 , 𝐺1,0,0

1 , 𝐺1,0,1
0 , 𝐺1,0,1

1 } → {𝐺1,1,0
0 , 𝐺1,1,0

1 , 𝐺1,1,1
0 , 𝐺1,1,1

1 }

where 𝑖 = 0,1,…,𝑅−1 and 𝑅 denotes the radix

The data flow of 8 points radix-2 DIT-NR NTT. 

Stage 0 Stage 1 Stage 2

② 𝐹𝑜𝑢𝑟 𝑑𝑎𝑡𝑎 𝑝𝑜𝑖𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑠𝑎𝑚𝑒 𝑟𝑜𝑢𝑛𝑑 𝑖𝑛𝑑𝑒𝑥 𝑗

{𝐺1,0,0
0 , 𝐺1,0,0

1 , 𝐺1,1,0
0 , 𝐺1,1,0

1 } → {𝐺1,0,1
0 , 𝐺1,0,1

1 , 𝐺1,1,1
0 , 𝐺1,1,1

1 }

 The four data points at stage 1 can be parallelly
accessed in two types of order as below:



Determine the Point-access Order
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① 𝐹𝑜𝑢𝑟 𝑑𝑎𝑡𝑎 𝑝𝑜𝑖𝑛𝑡𝑠 𝑤𝑖𝑡ℎ 𝑡ℎ𝑒 𝑠𝑎𝑚𝑒 𝑔𝑟𝑜𝑢𝑝 𝑖𝑛𝑑𝑒𝑥 𝑘

{𝐺1,0,0
0 , 𝐺1,0,0

1 , 𝐺1,0,1
0 , 𝐺1,0,1

1 } → {𝐺1,1,0
0 , 𝐺1,1,0

1 , 𝐺1,1,1
0 , 𝐺1,1,1

1 }

The data flow of 8 points radix-2 DIT-NR NTT. 

Stage 0 Stage 1 Stage 2  𝐺𝑝,𝑘,𝑗
𝑖 ∶ The 𝑖−th point in stage 𝑝, group 𝑘 and round 𝑗

where 𝑖 = 0,1,…,𝑅−1 and 𝑅 denotes the radix

 The four data points at stage 1 can be parallelly
accessed in two types of order as below:



Proposed Parallel NTT Algorithm with Arbitrary Radix
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• 𝑱 < 𝒅, the parallel data sets will contain several 
iterations of inner loop.

• 𝑱 ≥ 𝒅, the inner loop will cover several parallel 
data sets.

Loop Tile 1

Loop Tile 2

 The relative size of 𝒅 and 𝑱 will influence the
number of iterations.
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MA

MA

a [M-1:0]

a [T-1:T-C]

BI

SN

d

2d

SN·d

BA

M

C

Memory mapper for arbitrary radix 𝑟𝑘

 𝑑: 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝐵𝐹𝑈𝑠;

 𝐵: 𝑁𝑢𝑚𝑏𝑒𝑟 𝑜𝑓 𝑏𝑎𝑛𝑘𝑠, 𝐵 = 𝑅 × 𝑑,𝑁 | 𝐵;

 𝑇 = 𝑙𝑜𝑔𝑟𝑁 ; 𝑀 = 𝑙𝑜𝑔𝑟𝐵; 𝐶 = 𝑇 − 𝑀;

✓ Automated configuration

✓ Initialized for different radix 𝑅 = 𝑟𝑘

✓ Facilitate other stride access

✓ We further extend this method in our paper at DAC 2022* 

*Xiangren Chen, Bohan Yang, …, Leibo Liu. 2022. Efficient access scheme for multi-bank based NTT architecture through conflict graph. (DAC '22).
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Parameter N = 16 R = 2 d = 2 B = 4

Case study of 16-point radix-2 in-place NTT with 2 BFUs
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② Generate the physical 
addresses for different 
radix and parallel degree.

③ Synchronize the 
parallel data points 
without pipeline stall.

④ Increase throughput based 
on interleaved memory banks

⑤ Reduced to 
N-1 word data

① Calculate the 
logic addresses
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The routing structure of radix-4 PE array. 

PE types #MM #MA #MS #Half

PE0 1 1/2 1/2 2

PE1 0 1/2 1/2 2

PE2 2 1/2 1/2 2

PE3 1 1/2 1/2 2

Total 4 4/8 4/8 8

✓ sel_p = 0/1 perform NTT/INTT

✓ Barrett reduction based modular multiplier

✓ The multiplication by 𝜔4
1 is a constant modular 

multiplier within PE3.
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 Theoretical Evaluation Between Radix-4 and Radix-2 Multi-bank based NTT

𝑻𝒚𝒑𝒆
𝑨𝑮𝑼

𝐴𝑑𝑑𝑟𝑒𝑠𝑠
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𝑴𝑴𝑼
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 Implementation platform: Vivado 2020.2 + Virtex-7 FPGA (xc7vx690tffffg1761-3)

The variation of ATP in radix-2 and radix-4 NTT (N = 1024, 14-bit q)

 Benefits of radix-4 :  e.g. #BFU = 8  ⇒ LUT ATP ↓ 2.2 × FF ATP ↓ 1.2 × #BRAMs ↓ 1.5

(a) radix-2 NTT (b) radix-4 NTT
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The comparison between radix-4 NTT core and other works. 



Thank You！

Q & A

Reference code: https://github.com/xiang-rc/cfntt_ref


