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Motivation

Definition
A group action is a map

⋆ : G × X → X , (g, x) 7→ g ⋆ x

for group G and set X .

Example

Exponentiation: (a, h) 7→ ha

Scalar multiplication: (m, P) 7→ [m]P
Isogenies: ([a], E) 7→ E/E [a]
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Motivation

Definition
A group action is a map

⋆ : G × X → X , (g, x) 7→ g ⋆ x

for group G and set X .

Example

Exponentiation: (a, h) 7→ ha

Scalar multiplication: (m, P) 7→ [m]P
Isogenies: ([a], E) 7→ E/E [a]

Hidden Number Problem
Given: Public elements xA, xB and access to a CDH-like oracle with fixed input xA

Ok(y) := MSBk(a ⋆ y)

Task: Recover xAB = CDH(xA, xB)
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A group action is a map

⋆ : G × X → X , (g, x) 7→ g ⋆ x

for group G and set X .

Example

Exponentiation: (a, h) 7→ ha

Scalar multiplication: (m, P) 7→ [m]P
Isogenies: ([a], E) 7→ E/E [a]

Hidden Number Problem
Given: Public elements xA, xB and access to a CDH-like oracle with fixed input xA

Ok(y) := MSBk(a ⋆ y)

Task: Recover xAB = CDH(xA, xB)

• Solutions for DH [BV96], EC-DH [BHH01] and SIDH [GPST16]

• CSIDH [CLM+18] and CSURF [CD20] are popular post-quantum secure group actions, but no
results on HNP
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Contributions

1 Efficient heuristic PPT algorithm solving HNP for

• CSIDH: k ≈ 0.54 log p

• CSURF: k ≈ 0.76 log p

• Recovery works on any continuous block of missing bits

• Only 3 queries to the oracle

2 Complete automation of Coppersmith’s method

• Prior results required a lot of manual work

• Lattice optimization can be seen as a combinatorial problem that can be solved efficiently

• Implementation in Sage
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CSIDH and CSURF

• Set elements are elliptic curves in Montgomery form

EM : y2 = x3 + Mx2 + x, M ∈ F∗
p \ {±2}

Group Action
⋆ : G × X → X

• There is a group G = ⟨g1, . . . , gn⟩ that acts on these curves via isogenies

• For the generators gi there exist efficient formulas that compute the group action

CSIDH CSURF

g1 not available M ′ = (M + 6)/(2
√

M + 2)

g2 M ′ = −6x3
P + Mx2

P + 6xP

g3 M ′ = x2
Px2

2P(M − 6(xP + x2P − x−1
P − x−1

2P ))
...

...

• In practice: iteratively apply the action of the generators to get EM′ =
(∏n

i=1 gei
i

)
⋆ EM

4 / 10



CSIDH and CSURF

• Set elements are elliptic curves in Montgomery form

EM : y2 = x3 + Mx2 + x, M ∈ F∗
p \ {±2}

Group Action
⋆ : G × X → X

• There is a group G = ⟨g1, . . . , gn⟩ that acts on these curves via isogenies

• For the generators gi there exist efficient formulas that compute the group action

CSIDH CSURF

g1 not available M ′ = (M + 6)/(2
√

M + 2)

g2 M ′ = −6x3
P + Mx2

P + 6xP

g3 M ′ = x2
Px2

2P(M − 6(xP + x2P − x−1
P − x−1

2P ))
...

...

• In practice: iteratively apply the action of the generators to get EM′ =
(∏n

i=1 gei
i

)
⋆ EM

4 / 10



CSIDH and CSURF

• Set elements are elliptic curves in Montgomery form

EM : y2 = x3 + Mx2 + x, M ∈ F∗
p \ {±2}

Group Action
⋆ : G × X → X

• There is a group G = ⟨g1, . . . , gn⟩ that acts on these curves via isogenies

• For the generators gi there exist efficient formulas that compute the group action

CSIDH CSURF

g1 not available M ′ = (M + 6)/(2
√

M + 2)

g2 M ′ = −6x3
P + Mx2

P + 6xP

g3 M ′ = x2
Px2

2P(M − 6(xP + x2P − x−1
P − x−1

2P ))
...

...

• In practice: iteratively apply the action of the generators to get EM′ =
(∏n

i=1 gei
i

)
⋆ EM

4 / 10



CSIDH and CSURF

• Set elements are elliptic curves in Montgomery form

EM : y2 = x3 + Mx2 + x, M ∈ F∗
p \ {±2}

Group Action
⋆ : G × X → X

• There is a group G = ⟨g1, . . . , gn⟩ that acts on these curves via isogenies

• For the generators gi there exist efficient formulas that compute the group action

CSIDH CSURF

g1 not available M ′ = (M + 6)/(2
√

M + 2)

g2 M ′ = −6x3
P + Mx2

P + 6xP

g3 M ′ = x2
Px2

2P(M − 6(xP + x2P − x−1
P − x−1

2P ))
...

...

• In practice: iteratively apply the action of the generators to get EM′ =
(∏n

i=1 gei
i

)
⋆ EM

4 / 10



CSIDH and CSURF

• Set elements are elliptic curves in Montgomery form

EM : y2 = x3 + Mx2 + x, M ∈ F∗
p \ {±2}

Group Action
⋆ : G × X → X

• There is a group G = ⟨g1, . . . , gn⟩ that acts on these curves via isogenies

• For the generators gi there exist efficient formulas that compute the group action

CSIDH CSURF

g1 not available M ′ = (M + 6)/(2
√

M + 2)

g2 M ′ = −6x3
P + Mx2

P + 6xP

g3 M ′ = x2
Px2

2P(M − 6(xP + x2P − x−1
P − x−1

2P ))
...

...

• In practice: iteratively apply the action of the generators to get EM′ =
(∏n

i=1 gei
i

)
⋆ EM

4 / 10



Strategy

Hidden Number Problem
Given: Public curves EA, EB and oracle

Ok(E) := MSBk(a ⋆ E)

Task: Recover EAB

Observation
For a fixed generator gi the repeated action

gi ⋆ E , g2
i ⋆ E , g3

i ⋆ E , . . .

forms a cycle.

RBy abusing commutativity we can explore
the neighborhood of EAB

Ok(EB)Ok(E ′)Ok(E ′′)

E
gi ⋆ E

EB

EA

MSB(EAB)

gi

E ′

MSB(EAR)

MSB(EAL)

E ′′
g−1

i
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Neighborhood Relation

CSURF

g′
ig′

i

MSB(E) ER

MSB(ER)
E

MSB(E)
EL

MSB(EL)
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Neighborhood Relation

CSURF

g′
1g′

1

MSB(E) ER

MSB(ER)
E

MSB(E)
EL

MSB(EL)

From the group element g1 we get a system of
equations:

M 2
L + 12ML− 4M 2ML − 8M 2 + 36 ≡ 0 mod p

M 2 + 12M − 4M 2
RM − 8M 2

R + 36 ≡ 0 mod p

RThe system has a small solution in the
missing bits of EL, E , ER

RApply the same trick to get a system with a
small solution
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Observation

M = Mtop · 2n−k︸ ︷︷ ︸
MSBs, shifted

+ Mbot︸︷︷︸
Unknown LSBs

over Fp
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Action of g′ [OT20]

M ′ = 2M − 6
M + 2
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Coppersmith’s Method - Automated

Coppersmith-type Problem
Given:
• Polynomials f1, . . . , fn ∈ Z[x1, . . . , xk ],
• bounds X1, . . . , Xk ∈ N,
• modulus p ∈ N.

Find:
• All small roots r = (r1, . . . , rk) ∈ Zk with

• fi(r1, . . . , rk) ≡ 0 mod p, and
• |ri | ≤ Xi .

Strategy:
• Fix m ∈ N and define shift-polynomials

f i1
1 · . . . · f in

n · x j1
1 · . . . · x jk

k · p
m·n−(i1+...+in)

• Select suitable subset F of shift-
polynomials and use it to construct a lattice

• Use lattice reduction (LLL) to find
(r1, . . . , rk)

RThe performance strongly depends on the
choice for F

7 / 10



Coppersmith’s Method - Automated

Coppersmith-type Problem
Given:
• Polynomials f1, . . . , fn ∈ Z[x1, . . . , xk ],
• bounds X1, . . . , Xk ∈ N,
• modulus p ∈ N.

Find:
• All small roots r = (r1, . . . , rk) ∈ Zk with

• fi(r1, . . . , rk) ≡ 0 mod p, and
• |ri | ≤ Xi .

Strategy:
• Fix m ∈ N and define shift-polynomials

f i1
1 · . . . · f in

n · x j1
1 · . . . · x jk

k · p
m·n−(i1+...+in)

• Select suitable subset F of shift-
polynomials and use it to construct a lattice

• Use lattice reduction (LLL) to find
(r1, . . . , rk)

RThe performance strongly depends on the
choice for F

7 / 10



Coppersmith’s Method - Automated

Coppersmith-type Problem
Given:
• Polynomials f1, . . . , fn ∈ Z[x1, . . . , xk ],
• bounds X1, . . . , Xk ∈ N,
• modulus p ∈ N.

Find:
• All small roots r = (r1, . . . , rk) ∈ Zk with

• fi(r1, . . . , rk) ≡ 0 mod p, and
• |ri | ≤ Xi .

Problem
How to select the shift-polynomials in F ?

Strategy:
• Fix m ∈ N and define shift-polynomials

f i1
1 · . . . · f in

n · x j1
1 · . . . · x jk

k · p
m·n−(i1+...+in)

• Select suitable subset F of shift-
polynomials and use it to construct a lattice

• Use lattice reduction (LLL) to find
(r1, . . . , rk)

RThe performance strongly depends on the
choice for F

Problem
How large can the bounds X1, . . . , Xk be?
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• Use lattice reduction (LLL) to find
(r1, . . . , rk)

RThe performance strongly depends on the
choice for F

Observation 2
We can use polynomial interpolation to derive
bounds X1, . . . , Xk automatically.
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Summary

• We solved the Hidden Number Problem for CSIDH and CSURF

• CSIDH: Given 54%, recover remaining 46%

• CSURF: Given 76%, recover remaining 24%

• Recovery strongly benefits from a small order subgroup in the
CSIDH setting

• Combinatorial reformulation of Coppersmith that allows for
complete automation

• Open source Sage implementation available at
github.com/juliannowakowski/automated-coppersmith

https://ia.cr/2023/1409
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