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Security Level of Cryptographic Hash Functions I

For a hash function H : {0, 1}⋆ → {0, 1}n,

Pre-image resistance

Given a hash value y , it is difficult to find a message x such that H(x) = y .

Second pre-image resistance

Given a hash value H(x ′), it is difficult to find a message x (x ̸= x ′) such that
H(x) = H(x ′).

Collision resistance
It is difficult to find two messages x and x ′ such that H(x) = H(x ′).
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Security Level of Cryptographic Hash Functions I

For a hash function H : {0, 1}⋆ → {0, 1}n, the generic time complexity is:

Pre-image resistance

Given a hash value y , it requires O(2n) to find a message x such that H(x) = y .

Second pre-image resistance

Given a hash value H(x ′), it requires O(2n) to find a message x (x ̸= x ′) such that
H(x) = H(x ′).

Collision resistance

It requires O(2n/2) to find two messages x and x ′ such that H(x) = H(x ′).
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Security Level of Cryptographic Hash Functions II

For a hash function H : {0, 1}⋆ → {0, 1}n,

Chosen Target Forced Prefix preimage
resistance[KK06]

The adversary has the liberty to choose any hash value y ,
and in response, the challenger selects a message prefix p.
It is difficult for the adversary to find a suitable message
suffix s such that H(p∥s) = y .

For iterated hash functions, [KK06] proposed a generic
algorithm requiring time complexity of O(22n/3), known as
Herding Attack.

Challenger

H(p∥s) ?
= y

(Step 4)

y

(Step 1)

p

(Step 2)

s

(Step 3)

Adversary

[KK06] Kelsey and Kohno. Herding Hash Functions and the Nostradamus Attack. Advances in Cryptology - EUROCRYPT 2006.
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Quantum Speedup

Summary of our results. QRACM: quantum accessible classical memory, QRAQM: quantum
accessible quantum memory, cRAM: classical random access memory

Target Attacks Settings Time Qubits QRACM QRAQM cRAM Generic Ref.

H Herding
Classical 20.67n - - - 20.67n - [KK06]
Quantum 20.43n O(n) 20.43n - - - [BFH22]
Quantum 20.46n O(n) - - 20.23n - Ours

H1 ⊕H2 Preimage

Classical 20.83n - - - 20.33n 2n [LW15]
Classical 20.67n - - - - 2n [Din16]
Classical 20.612n - - - 20.61n 2n [BDG+20]
Quantum 20.476n O(n) - 20.333n - 20.5n [BGLP22]
Quantum 20.495n 20.143n 20.033n - 20.2n 20.5n [BGLP22]
Quantum 20.493n 20.013n 20.047n - 20.2n 20.5n Ours
Quantum 20.485n O(n) 20.057n 20.0285n 20.2n 20.5n Ours
Quantum 20.485n O(n) 20.043n 20.0285n 20.2n 20.5n Ours

H1∥H2

Collision

Classical 20.5n - - - - 2n [J04]
Quantum 20.333n O(n) - 20.333n - 20.67n [BGLP22]
Quantum 20.43n 20.143n - - 20.2n 20.67n [BGLP22]
Quantum 20.4n O(n) - - 20.2n 20.67n Ours

Herding

Classical 20.67n - - - 20.33n - [ABDK09]
Quantum 20.444n O(n) - 20.333n - - [BGLP22]
Quantum 20.49n 20.143n - - 20.2n - [BGLP22]
Quantum 20.467n O(n) - - 20.2n - Ours

Hash-Twice Herding
Classical 20.667n - - - 20.33n - [ABDK09]
Quantum 20.467n O(n) - - 20.2n - Ours

Zipper Herding
Classical 20.667n - - - 20.33n - [ABDK09]
Quantum 20.467n O(n) - - 20.2n - Ours
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Quantum Herding Attack on H without qRAM

which leads to the same final hash value hT . She then publicizes hT to commit.588

After receiving the challenged message P , the attacker applies Grover’s algorithm589

to find a suffix message block S. The detailed attack is described in Algorithm 5.590

Algorithm 5: Herding Attack on MD Hash in Quantum Settings
1. Build the diamond structure using the quantum algorithm describe in Sect. 3:

from 2k starting hash values D = {xi}2k

i=1 to the root value hT . This step can be
done in O(k2/3 ⋅ 2(n+2k)/3) computations. Commit hT and publicize it.

2. Receive the challenged prefix: P .
3. Find a linking message: apply Grover’s algorithm to search for a single block

message Mlink such that the value h(P ∥Mlink) collides with some value xj in
D. This step can be done in O(2(n−k)/2) quantum queries and returns Mlink.

4. Produce the message: M = P ∥Mlink∥Mj where Mj is a sequence of message
blocks linking xj to hT following the diamond structure built before.

hT

x1

x2k

MDS

IV

P

xj

Mlink
Mj

(Step 1)

(Step 2)
(Step 3) (Step 4)

Attack in Scenario R1. The total complexity of the herding attack is k2/3 ⋅591

2(n+2k)/3 + 2(n−k)/2 quantum computations, with O(k2/3 ⋅ 2(n+2k)/3) quantum592

memory.593

The best-case Complexity. The best complexity is achieved when n + 2k

3
=594

n − k

2
, i.e. k = n

7
, which results in the optimal Õ(23n/7) quantum computations.595

596

Attack in Scenario R2. In this model, the 2k-diamond structure can be built597

with time complexity of O(k2/3 ⋅ 2(2n+3k)/5); and the search of Mlink can be done598

by using multi-target preimage algorithm with time complexity of O(2n/2−k/6).599

Then the total complexity is O(k2/3 ⋅2(2n+3k)/5+2n/2−k/6) quantum computations,600

with O(k2/3 ⋅ 2(n+4k)/5) classical memory.601

The best-case Complexity. The optimal time complexity is achieved when602

2n + 3k

5
= n

2
− k

6
, i.e., k = 3n

23
, which results in Õ(211n/23) time complexity and603

Õ(27n/23) classical memory.604

5 Security of Hash Combiners in Quantum Settings605

In this section, we present quantum attacks on hash combiners. For preimage,606

second-preimage, and herding attacks, the ideal quantum security are all 2n/2
607

20
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Step 1: build a 2k-diamond structure.
The r most significant bits (MSB) of xi
are zeros. Store the diamond in D with
classical memory.

Step 2: calculate the chaining hash
value x from given prefix.

Step 3: find a single block message
Mlink to connect x with some value
xj ∈ D.

Step 4: check D for the message
blocks Mj linking xj to hT and output
the message M = P∥Mlink∥Mj .

Step 1 and Step 3 have been adaptively mo-

dified in compared to [BFH22], incorporating

quantum algorithms as outlined in [CNS17].
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In this section, we present quantum attacks on hash combiners. For preimage,606

second-preimage, and herding attacks, the ideal quantum security are all 2n/2
607
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Step 1: build a 2k-diamond structure.
The r most significant bits (MSB) of xi
are zeros. Store the diamond in D with
classical memory.

Step 2: calculate the chaining hash
value x from given prefix.

Step 3: find a single block message
Mlink to connect x with some value
xj ∈ D.

Step 4: check D for the message
blocks Mj linking xj to hT and output
the message M = P∥Mlink∥Mj .

Step 1 and Step 3 have been adaptively mo-

dified in compared to [BFH22], incorporating

quantum algorithms as outlined in [CNS17].
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Adaptive Modification to Step 1

xs,5

xs,4

xs,3

xs,2

xs,1

r0︷︸︸︷
0 · · · 0 ∥⋆

Start with 2s leave nodes whose r0-bit suffix are zeros.

Leaf nodes with r0 0s suffix are not relevant to this diamond building algo-
rithm. After a diamond is built whose leaves are suffixed with r0 0s, we can
apply the CNS algorithm to find a linking message whose digest collides to
one of those leaves.

1. Choose first layer with restriction on r0 MSB
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Adaptive Modification to Step 1

xs,5

xs,4

xs,3

xs,2

xs,1

r0︷︸︸︷
0 · · · 0 ∥⋆

Grover

xs,5

xs,4

xs,3

xs,2

xs,1

xs−1,3

r1︷︸︸︷
0 · · · 0 ∥⋆

i For each node xs,i in
the upper half, run
Grover’s algorithm to
find mj so that the r1
MSBs of h(mj , xs,i ) are
zeros.

ii Repeat above step
2l

2s−1 times to obtain a

list Y of 2l hash values
h(mj , xs,i ) whose r1
MSBs are zeros.

2. Compute the hash values of upper half with restriction on r1 MSB
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Grover
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del/add
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3. Repeat the procedure
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Adaptive Modification to Step 3

1 /* Finding the linking message Mlink by applying variant of CNS

collision-finding algorithm: */

2 Store D = {x1, x2, · · · , x2k} in a classical memory L.
3 Define Sh

r := {(m, h(x̄ ,m)) : ∃z ∈ {0, 1}n−r , h(x̄ ,m) = 0 · · · 0︸ ︷︷ ︸
r times

∥z , z ∈ {0, 1}n−r},

where h is the compression function with n-bit chaining value x̄ . Let f hL (m) := 1 if
∃x ′ ∈ L, h(x̄ ,m) = x ′, and f hL (m) := 0 otherwise.

4 Apply quantum amplification algorithm:
5 begin
6 The setup A is the construction of |ϕ⟩ := 1√

|Sh
r |

∑
m∈Sh

r

|m, h(x̄ ,m)⟩.

7 The projector is a quantum oracle query to Of hL
meaning that

Of hL
(|m, h(x̄ ,m)⟩|b⟩) = |m, h(x̄ ,m)⟩|b ⊕ Of hL

(m)⟩.

8 end
9 Let Mlink = m
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Preimage Attack on XOR Combiners

Given XOR Combiner H1 ⊕H2 : {0, 1}⋆ → {0, 1}n and the target value of V ,
Leurent and Wang [LW15] invented the Interchange Structure (IS) to implement a classical
attack with time complexity of 20.83n combining with the Meet-in-the-Middle approach.

In Scenario R2, the time complexity to find a collision is of 22(n−t)/5 computa-477

tions. Therefore, building a 2t-diamond structure requires O(t2/3 ⋅ 2t ⋅ 22(n−t)/5) =478

O(t2/3 ⋅ 2(2n+3t)/5) computations, with O(t2/3 ⋅ 2t ⋅ 2(n−t)/5) = O(t2/3 ⋅ 2(n+4t)/5)479

classical memory.480

Interchange Structure (IS [28]). Leurent and Wang in [28] invented the481

interchange structure, which is used to devise a preimage attack on the XOR482

combiner. The interchange structure contains a set of messages MIS and two483

sets of states A and B, such that for any pair of states (Ai, Bj ∣ Ai ∈ A, Bj ∈ B),484

one can pick a message M from MIS such that Ai = H1(IV1, M) and Bi =485 H2(IV2, M). To build a 2t-interchange structure (with 2t states for each hash486

function), one can cascade 22t−1 building modules named switches. The effect of a487

switch is that a state in one computation chain of one hash function can make pair488

with two states in two computation chains of the other hash function. A switch489

can be built using multi-collisions and the birthday attack (see Fig. 7a). The total490

complexity to build a 2t-interchange structure is of Õ(22t+n/2) computations.491

The interchange structure is used in the preimage attack on the XOR combiner492

to enables a meet-in-the-middle procedure, of which the optimal complexity is493

Õ(25n/6).494
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Figure 7: Interchange structure and its building block

Interchange Structure (IS) in Quantum Settings. The interchange structure starts495

with building a single switch, which is constructed by building a 2n/2-Joux’s496

multi-collision for the hash function H2 and finding a collision between the hash497

value of H1 from different states (ai, aj) and some pair of message (M̂, M̂ ′).498

These two steps can be replaced by the quantum algorithm for building Joux’s499

multi-collisions and the quantum walk algorithm for the element distinctness500

problem. The quantum algorithm for building a single switch is described as501

follows in Algorithm 3.502
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value of H1 from different states (ai, aj) and some pair of message (M̂, M̂ ′).498

These two steps can be replaced by the quantum algorithm for building Joux’s499

multi-collisions and the quantum walk algorithm for the element distinctness500

problem. The quantum algorithm for building a single switch is described as501

follows in Algorithm 3.502
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Step 1: Build a switch from (ai , bk) to (aj , bk) such that H1(aj , M̂) = H1(ai , M̂
′
) and

H2(bk , M̂) = H2(bk , M̂
′
);

(i) Apply CNS algorithm to search for 2t -MMC, requiring time t · 22n/5, cRAM 2n/5, QRACM O(t · n);

(ii) Apply Grover algorithm to find 2x messages Mi from MMC such that r MSBs of H1(aj ,Mi ) are zero, requiring time

2x · 2r/2 = 2x+r/2, cRAM 2x ;
(iii) Apply CNS algorithm to find M̂

′
whose hash value at ai collides with one of 2x hash values above, requiring time

2
n−r−x

2 · (2r/2 + 2x ).

Optimum time complexity O( 4n
5
· 22n/5) is achieved when x = r

2
= n

5
, t = 4n

5
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The interchange structure is used in the preimage attack on the XOR combiner492

to enables a meet-in-the-middle procedure, of which the optimal complexity is493

Õ(25n/6).494

H2

H1

bk

ai

aj

b′kMMC

MMC

MMC
a′j

a′i

M̂

M̂ ′

M̂

(a) Building a switch

H1

H2

IV1

IV2

A0

B0

A1

B1

A2

B2

A3

B3

M ′ M M M M M ′ M M M M M

(b) Interchange structure

Figure 7: Interchange structure and its building block

Interchange Structure (IS) in Quantum Settings. The interchange structure starts495

with building a single switch, which is constructed by building a 2n/2-Joux’s496

multi-collision for the hash function H2 and finding a collision between the hash497

value of H1 from different states (ai, aj) and some pair of message (M̂, M̂ ′).498

These two steps can be replaced by the quantum algorithm for building Joux’s499

multi-collisions and the quantum walk algorithm for the element distinctness500

problem. The quantum algorithm for building a single switch is described as501

follows in Algorithm 3.502

16

Submission number 403 to Asiacrypt 2020: DO NOT DISTRIBUTE!

Step 1: Build a switch from (ai , bk) to (aj , bk) such that H1(aj , M̂) = H1(ai , M̂
′
) and

H2(bk , M̂) = H2(bk , M̂
′
);

(i) Apply CNS algorithm to search for 2t -MMC, requiring time t · 22n/5, cRAM 2n/5, QRACM O(t · n);
(ii) Apply Grover algorithm to find 2x messages Mi from MMC such that r MSBs of H1(aj ,Mi ) are zero, requiring time

2x · 2r/2 = 2x+r/2, cRAM 2x ;

(iii) Apply CNS algorithm to find M̂
′
whose hash value at ai collides with one of 2x hash values above, requiring time

2
n−r−x

2 · (2r/2 + 2x ).

Optimum time complexity O( 4n
5
· 22n/5) is achieved when x = r

2
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Step 1: Build a switch from (ai , bk) to (aj , bk) such that H1(aj , M̂) = H1(ai , M̂
′
) and

H2(bk , M̂) = H2(bk , M̂
′
);
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whose hash value at ai collides with one of 2x hash values above, requiring time

2
n−r−x

2 · (2r/2 + 2x ).

Optimum time complexity O( 4n
5
· 22n/5) is achieved when x = r

2
= n

5
, t = 4n

5

Xiaoyang Dong, Shun Li, Phuong Pham, Guoyan Zhang ( Institute for Advanced Study, BNRist, Tsinghua University, Beijing, China, State Key Laboratory of Cryptology, P.O.Box 5159, Beijing, 100878, China, School of Physical and Mathematical Sciences, Nanyang Technological University, Singapore,, School of Cyber Science and Technology, Shandong University, Qingdao, Shandong, China,, Key Laboratory of Cryptologic Technology and Information Security, Ministry of Education, Shandong University, Jinan, China, Zhongguancun Laboratory, Beijing, China, Shandong Institute of Blockchain, Jinan, China )Quantum Attacks on Hash Constructions ASIACRYPT 2023, Dec 6 Guangzhou, China 12 / 20



Quantum Adaption

In Scenario R2, the time complexity to find a collision is of 22(n−t)/5 computa-477

tions. Therefore, building a 2t-diamond structure requires O(t2/3 ⋅ 2t ⋅ 22(n−t)/5) =478

O(t2/3 ⋅ 2(2n+3t)/5) computations, with O(t2/3 ⋅ 2t ⋅ 2(n−t)/5) = O(t2/3 ⋅ 2(n+4t)/5)479

classical memory.480

Interchange Structure (IS [28]). Leurent and Wang in [28] invented the481

interchange structure, which is used to devise a preimage attack on the XOR482

combiner. The interchange structure contains a set of messages MIS and two483

sets of states A and B, such that for any pair of states (Ai, Bj ∣ Ai ∈ A, Bj ∈ B),484

one can pick a message M from MIS such that Ai = H1(IV1, M) and Bi =485 H2(IV2, M). To build a 2t-interchange structure (with 2t states for each hash486

function), one can cascade 22t−1 building modules named switches. The effect of a487

switch is that a state in one computation chain of one hash function can make pair488

with two states in two computation chains of the other hash function. A switch489

can be built using multi-collisions and the birthday attack (see Fig. 7a). The total490

complexity to build a 2t-interchange structure is of Õ(22t+n/2) computations.491
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Interchange Structure (IS) in Quantum Settings. The interchange structure starts495

with building a single switch, which is constructed by building a 2n/2-Joux’s496

multi-collision for the hash function H2 and finding a collision between the hash497

value of H1 from different states (ai, aj) and some pair of message (M̂, M̂ ′).498

These two steps can be replaced by the quantum algorithm for building Joux’s499

multi-collisions and the quantum walk algorithm for the element distinctness500

problem. The quantum algorithm for building a single switch is described as501

follows in Algorithm 3.502
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Step 2: Cascade 23k − 1 quantum single switches to build (22k , 2k)-interchange structure,
requiring time O(4n5 · 23k+2n/5), cRAM 2n/5;
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Step 3: Launch a MitM procedure between the two sets A0, . . . ,A22k−1 and B0, . . . ,B2k−1 to
find a message block m such that H1(Aj ,m) = V ⊕H2(Bi ,m), requiring time
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Variant II with Low qRAM

II Attack based on Ambainis’ element distinctness algorithm

Prepare a (2k , 2k)-interchange structure and store it with 2k QRACM, time
complexity is 22k · 22n/5.
Utilize Grover’s algorithm, incorporating Ambainis’ algorithm, to assess whether a
given message m results in a collision. This determination necessitates a time
complexity of 2(n−2k)/2 · 22(k+1)/3 = 2n/2−k/3, along with 22(k+1)/3 QRAQM, 2k

QRACM, and 2k cRAM.
The overall optimum time complexity for both step 1 and step 2, O(217n/35), is
achieved when k = 3n/70.
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Variant III without QRAQM

III Attack based on Jaques-Schrottenloher’s golden collision finding algorithm

Create a (2k , 2k)-interchange structure and allocate it using 2k QRACM,
necessitating a time complexity of 22k · 22n/5.
Utilize Grover’s algorithm, coupled with Jaques-Schrottenloher’s algorithm
integration, to identify a colliding message within the lists L1 and L2. This variant
costs a time complexity of 2(n−2k)/2 · 26(k+1)/7 = 2n/2−k/7, with corresponding 2k

QRACM and 2n/5 classical memory.
The overall optimum time complexity for both step 1 and step 2, O(237n/75), is
achieved when k = 7n/150.
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