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The attacks on SIDH

SIDH 
attacks

E0, E1


deg ϕ

P, Q, ϕ(P),ϕ(Q)
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OAEP transform 
IND-CCA2 security in the QROM 

1.Sample random rnd

2.ψ = (m || 0…0) + H(rnd)

3.σ, β = G(ψ) + rnd

4.ct = f(ψ,σ,β)

Encrypt

1.Compute ψ,σ,β 

2. rnd = G(ψ) - (σ, β)

3. (m || 0…0) = ψ - H(rnd)

Decrypt
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There are attacks and attacks

Dimension two Dimension four (and higher)

• No degree requirements

• Slow and complex implementation⇒

• Small parameters (p ≈ 2400)

• Fast KeyGen and Encrypt, slow Decrypt

⇒

• Larger parameters (p  ≈ 21300)


• Practical running times

× × × ×

• Fast and simple implementation

• Strict degree requirements
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⇒ deg(ψϕ1) +       deg(ϕ2σ) = 2b 

with ϕ = ϕ1ϕ2

3Ad-hoc approach based on 
Cornacchia’s algorithm ⇒ deg(ψ), deg(σ)   are 212 smooth,


      deg(ϕ)          is 216 smooth,
b = 632, 

p ≈ 21292 

m12 m22



Results

4.467

3.057
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Paper Source Code

https://eprint.iacr.org/2023/660.pdf https://github.com/FESTA-PKE/ 
FESTA-SageMath


