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Our contributions 
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● proofs of signatures are subtle 
[DFPS23, BBD+23]

● complicates design of 
advanced applications 
(e.g. threshold signatures)
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Lyubashevsky's signatures in a nutshell

● A lattice adaptation of Schnorr's identification protocol/signature

● Introduced by Lyubashevsky in 2009

Discrete logarithm problem:

Given find

SIS/LWE problem

Given for S. small, find

[Lyu'09, Lyu'11]
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Properties of this protocol
Completeness:

Soundness:

Zero-knowledge:

is small

From the hardness of SIS (or LWE)

This is the focus of this talk!

Prover Verifier

, ,
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Honest-Verifier Zero-knowledge

“A real transcript contains no more information that what is 
already contained in the challenge and verification key”Prover Verifier

, ,
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Honest-Verifier Zero-knowledge

There exists a PPT simulator Sim 
satisfying the following:

Input:

Output: 

Indistinguishability of transcripts:

“A real transcript contains no more information that what is 
already contained in the challenge and verification key”

or

Prover Verifier

, ,
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Simulation
Simulation strategy:

In the real protocol:

Return

Enforced by 
completeness

What is the correct 
distribution?

Must be sampled 
from without

The protocol is actually not always secure
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Solution 2: make the distribution of z. independent of S.c by rejecting to a target distribution

Rejection sampling

Expected number 
of aborts is



  

Trade-off: abort-rate vs size

are larger but less aborts

are smaller 
but much more aborts

Alain Passelègue – Asiacrypt 2023 /179
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Using bimodal Gaussians

The scaling factor Mz is much smaller… Smaller expected number of aborts.  

qsdq Less aborts, or reduced size for same abort-rate
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Gaussians for G+G!
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Which choice for the two Gaussians?
We set:

We are actually interested in the 
discrete case but we can make it work 
as well. Assuming:

Then:

/1713

We want the following:

1. The distribution of za is centered in 0

2. The distribution of za is publicly sampleable

[BMKMS'22,GMPW'20]
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Properties of G+G
Completeness:

Soundness:

Zero-knowledge:

is small

From the hardness of SIS (or LWE)

Simulator simply does the following:

Prover Verifier
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Performances of the resulting Fiat-Shamir signature

Signature size (kB) Public-key size (kB)

Security 120-bit 180-bit 260-bit 120-bit 180-bit 260-bit
(flooding) Raccoon 12 14 20.5 2.3 3.2 4.1

(aborts, unimodal, 
hypercubes) Dilithium 2.4 3.3 4.6 1.3 1.9 2.6

(aborts, unimodal, 
hyperballs) DFPS22 1.9 2.5 3.4 0.8 1.1 1.8

(aborts, bimodal, 
hyperballs) HAETAE 1.5 2.3 2.9 1.0 1.5 2.1
(convolved 
Gaussians) G+G 1.7 2.1 2.8 1.5 1.9 2.3
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Conclusion

More in the paper: 
● Detailed analysis (SD and RD) in the ROM and QROM
● Parameters (asymptotic and concrete)
● Optimizations
● NTRU instantiation

eprint/2023/1477Thanks!

Open problems: 
● Extension to ZK proofs
● Extension to advanced signatures (e.g., threshold signatures)

/1717
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