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Threshold Signatures [DY90]: To tolerate some fraction of corrupt signers
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Non-Interactive Threshold Signatures: Not one-time signature
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BLS signature [BLS04]: A simple not one-time NI-TS over bilinear groups*
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* (Type-Ill) Bilinear Groups: 4 Sourceiriu/pf'/Target group
* There exists an efficient map e: G; XG, — Gr:

 Bilinearity: e(G{C, Gzy) = e(Gy,G)",Vx,y € L,
* Non-degenerate: e(G,, G;) # 1g,.

° Gl =<Gl>,(G12 =<Gz >,(GIT=<6 G1,62)>
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BLS signature [BLS04]: A simple not one-time NI-TS
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Threshold BLS signature [Bol03]: A simple example of NI-TS
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Threshold BLS signature [Bol03]: A simple example of NI-TS

or DKG
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Threshold BLS signature [Bol03]: A simple example of NI-TS

or DKG
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Structure-Preserving Cryptography [AFG+10]:

* A general framework for efficient generic constructions of cryptographic primitives
over bilinear groups*.

o Groth-Sahai [GS08] proof system friendly
» Straight-line extraction.

» Standard Model.
» Applications: group signatures, blind signatures, etc.

Enabling Modular Design in complex systems
» Makes easy to combine building blocks.
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Structure-Preserving Signatures [AFG+10]:
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Structure-Preserving Signatures [AFG+10]:
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BLS is not
a SPS!

No Non-Linear operation like
Hash Functions
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Our Main Objective:

gThere is NO Threshold Structure-Preserving Signature Scheme (TSPS). ‘@7
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Our Results and Contributions:

gThere is NO Threshold Structure-Preserving Signature Scheme (TSPS). ‘@7

2- The first Non-Interactive
TSPS over indexed Diffie-
Hellman message spaces.

1- TSPS syntax and security
definitions.

|

3- Proof of unforgeability in
the AGM+ROM under the
hardness of a new
assumption called GPS3.

4- The shortest possible

signature and the least #PPE
in the verification.
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Treasure map: To look for a Non-Interactive TSPS

Threshold Signatures : Structure-Preserving Signatures
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Structure-Preserving Signatures: Some Candidates

Linearly Homomorphic Structure-Preserving Signatures and Their
Applications

Benoit Libert!, Thomas Peters?*, Marc Joye!, and Moti Yung®

! Technicolor (France)
2 Université catholique de Louvain, Crypto Group (Belgium)
3 Google Inc. and Columbia University (USA)

Short Structure-Preserving Signatures

Essam Ghadafi*

University College London, London, UK
e.ghadafi@ucl.ac.uk

COSIC (Computer Security and Industrial Cryptography) group KU LEUVEN




Structure-Preserving Signatures: Some Candidates

Linearly Homomorphic Structure-Preserving Signatures and Their
Applications
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Existing Threshold Signatures:
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Existing Threshold Signatures:
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Finalists: To Build a Threshold-Friendly SPS
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SPS Impossibility Results [AGHO11]:

0 No unilateral SPS (respectively TSPS) exists!*
» Both message and Signature components belong to the same
source group.

e No SPS with signature of fewer than 3 group elements exists!*

Ghadafi [Ghal6] has shown both these impossibility results are possible over
Diffie-Hellman message space.

(M, My): e(Gy, M3) = e(My, G, )
i.e, 3m € Zy,:dlogg, (M) = dlogg,(M;) = m
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SPS Impossibility Results [AGHO11]:

0 No unilateral SPS (respectively TSPS) exists!*
» Both message and Signature components belong to the same
source group.

e No SPS with signature of fewer than 3-greup-elements exists!*

2 group elements

9 No SPS with fewer than 2 pairing product equations to be verified exists!

Ghadafi [Ghal6] has shown both these impossibility results are possible over
Diffie-Hellman message space.

(My, M): e(Gy, M) = e(My, G, )
i.e, 3m € Zy,:dlogg, (M) = dlogg,(M;) = m
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Indexed Diffie-Hellman Message Spaces:

Indexed Diffie-Hellman (iDH) message spaces:
(ld, Ml, Mz): e(H(ld), Mz) — e(Ml, Gz)
l.e., Am € Zy:dlogyq)(M1) = dlogs,(M;) =m

f i
W ” \ B(M,GZ)
v1 . air ° °®
An injective< M < ] /\ |_>i/ o / _
function Zf :, @, .
M4 WD — 2 9
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, pair | m
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Our proposed message-indexed SPS (iSPS): A Threshold-Friendly SPS

) KeyGen } jSk = (x,y) « Ly’ f vk:= (G5, G3)
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Our proposed message-indexed SPS (iSPS): A Threshold-Friendly SPS

M ',jLMEi — i;/ o = (h,s):= (hh*My)

iIDH Message Hash-to-Curve Random Basis
M:(ld;erMZ) H()jﬂ_)(G[l hEGl
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Our proposed message-indexed SPS (iSPS): A Threshold-Friendly SPS

M ',‘J;E—/\HE% — ;:5/ o = (h,s):= (hh*My)

iIDH Message Hash-to-Curve Random Basis
M:(ld;erMZ) H()jﬂ_)(Gl hEGl

_ M; # 1g,,h # 1g,,s € G, M, € G, , ,
——— " Verify > e
DH Message e(My,G,) = e(h, M) “
M:= (My, M) e(h,G¥)e(M,,G)) = e(s, Gy)
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gq-EUF-Chosen Message Attack (EUF-CMA): standard definition

> vk, params

+

* Qs < Qs U {M}

Signing
Oracle
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gq-EUF-Chosen Message Attack (EUF-CMA): standard definition

> vk, params

O'*, M* +
Return 1 if: < .
1. Verify(vk, M*, 0%)=1 3
2. M* ¢ Qg inwmdh Qs < Qs U {M}
3. 1Qsl < q Signing
Oracle
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Is this scheme EUF-CMA secure?

Partial Re-randomizability
» The resulting iSPS is partially
re-randomizable.

e(h,vky)e(M,vk,) = e(s, G,)

~J\

/ \

e(My, g,) = e(h, M)
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Is this scheme EUF-CMA secure?

Partial Re-randomizability Repeated Index:
» The resulting iSPS is partially » The index should not repeat.
re-randomizable. et :

e(h,vky)e(M,vk,) = e(s, G,) <

\/ (h,s): = (h, th11y) <(h,S2): : (h, th12y)

/N fT° = (M} M2)2, (MLM2)?)
e(My, g;) = e(h, M3)
O_* — (h*,S*) — (h, (5152)1/2)
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g-EUF-Chosen indexed Message Attack (CiMA): Unique index

> vk, params .
» "B Qulid] <3¢
/ Random Return Qy[id]
/ Oracle
If (id;,x) € Qg : return 1
—w ) . i
QS — QS U {(id, M)}

ToTN e~ Qs U {EQ(T))

EQ(MliMZ) - {(MI; MZ) I rE Zp}
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g-EUF-Chosen indexed Message Attack (CiMA): Unique index

+

> vk, params :
. If Qylid] =
. T i Qyli d] T

d;

l
/ Random Return Qylid]
/ Oracle

a*, M*
Return 1 if: < If d p
~ . % :
1. Verify(vk, M*, 0%)=1 o (ld M) (idj,*) € Qs : return
2. M* & Qg Qs « Qs U {(id, M)}
3. < Si TF
sl =a T 5%;;75 Oeo = Qe U (EQ(IT))
Motivated by EUF-CMA definition of SPS on
Equivalence Classes [FHS19]. EQ(My, My) = {(M],M,) | r € Z,}
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Generalized Pointcheval-Sanders 3 (GPS3) assumption: Inspired by [KSAP22]

Pl Theorem 1: GPS5 assumption is hard in the Algebraic Group model and
random oracle model as long as (2,1)-DL assumption is hard.

(Definition) (2,1)-DL assumption [BFL20]: Let (G4, G,, G, G{, G, p, e) be a type-Ill bilinear group.
Given (GZ,G#*,G%), for all PPT adversaries it is infeasible to return z.
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Generalized Pointcheval-Sanders 3 (GPS3) assumption: Inspired by [KSAP22]

Pl Theorem 1: GPS5 assumption is hard in the Algebraic Group model and
random oracle model as long as (2,1)-DL assumption is hard.

Given params: = (G, G,, Gy, p,e, Gy, G,):

&)

4 i <— Z,
X,y < Ly Qo < Q U{G1}
y p params, G3, Gzy y Oracle 0 0
/ 05" )
hMl’MZ Ifh & QyV
@ dlogp~(M,) # dlogg,(My)
thy "\ v (h;*) S Ql:
Return L

Oracle

GPSg( ) Q, < QLU {(h, M)}

COSIC (Computer Security and Industrial Cryptography) group KU LEUVEN




Generalized Pointcheval-Sanders 3 (GPS3) assumption: Inspired by [KSAP22]

Pl Theorem 1: GPS5 assumption is hard in the Algebraic Group model and
random oracle model as long as (2,1)-DL assumption is hard.

Given params: = (G, G,, Gy, p,e, Gy, G,):

&)

; r <— Z,
X,y < L Qo < Qo UGy
y p params, G3, Gzy y Oracle 0 QO {G1}
) / ngsg(.)
(M;, M3, h*,s*) 5 h,M,, M

Return 1 if: bl 1’ 2 Ifh & Q,V

1. h* # 1g, NM; # 1g, @ dlogp~(M,) # dlogg,(My)

2 S* — h*xMiky hXMy V (h,*) € Ql:

* * Return L
3. dlogy~(M7) = dl M Oracl
- (*0;3,’:)(%3 °96, (Mz) 05y Q1 < Q1 U {(h M)
. » M2 1
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Our proposed TSPS:

!

vk = (G%, Gzy)
sky == (x1,¥1) sky = (x2,¥2) sk == (x3,y3)
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Our proposed TSPS:

2 j
h vk = (G%, Gzy)
k= (x,y) «Z

sky == (x1,y1) sky = (x3,¥,) sk == (x3,y3)

it J artia
I E—mﬁmm-

[ /\ — xi ppYi
A;D_H(?geﬁa%[e) Hash-to-Curve Random Basis g (h,s1): = (h h™iM; )
I H(.):9D - G, h
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Our proposed TSPS:

2o
s . vk = (G¥,G5)
ski=(y) L Dedler(orDke) sky = (x1,91) sky = (2, ¥2) sk = (x3,3)
Vi i / Partial
{‘ — ?j‘g — ( : - Signing M
= o
,V,IDZH(?ZGI?a%Ie) Hash-to-Curve Random Basis & (h,sy):= (h' h*iMy )
» 1, 2
Signature ‘N 17 (0)
=_=/ - (h’l_[Si = (hh*M7),V IT| > ¢
S i€T
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Threshold EUF-CiMA: For static adversaries based on TS-UF-0 security [BCK+22]

> params
+
ClCl=t—1 < .' If 0, [id] =
> vk, params ; * A 0, [id] Ear
Random Return Qy[id]

Oracle

— (k id, M) ‘ If (k,id;,*) € Qs : return 1L
QS Sl QS U {(ld M)}

Partial Slgnmg
O'k Oracle < Qg U {EQ(ML')}

EQ(MliMZ) - {(MI; MZ) I rE Zp}

COSIC (Computer Security and Industrial Cryptography) group KU LEUVEN




Threshold EUF-CiMA: For static adversaries based on TS-UF-0 security [BCK+22]

> params
+
ClCl=t—1 < .' If 0, [id] =
S + $
> vk, params id, N—A 0, [id] < 7
/ Random Return Qy[id]
/ Oracle
Return 1 if: oM
1. Verify(vk, M*, *)=1 ) If (k,id;,*) € Qs : return L
2. M & Qg _(k id, M) '
’ sl=(q PartlaIS|gn|ng
O'k Oracle < Qg U {EQ(ML')}

According to Bellare et al. [BCK+22],
T-UF-0 implies that the adversary
cannot query the partial signing
oracle under challenge message.

EQ(MliMZ) - {(MI; MZ) I rE Zp}
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Application: Anonymous Credentials [Cha84]

% ™

;;;;;
i

Issuer

Name;
= Jasmin
Date of Birth:
= 20.09.2000
Valid till:
= 30.03.2024 |
' 9=% D No.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

Name;
Jasmin

Date of Birth:

20.09.2000

Valid till

30.03.2024 |
=% D No.

*kkkkkkk

B
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

Name;
Jasmin

Date of Birth:

20.09.2000

Valid till

30.03.2024 |
=% D No.

*kkkkkkk

B
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

5? Name:
— Jasmin
Date of Birthf{
= 20.09.2000 :
Valid till:
= 30.03.2024 |
" ”_E_ ID No.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

Issuers

5? Name: *
&= Jasmin

Date of Birth: ?f/

- 20.09.2000 | ||
Valid til: | ¢ redential
30.03.2024

=2 IDNo.
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

5? Name: *
&= Jasmin

Date of Birth: ?f/

20.09.2000 ¢ <7A.
B9 | Credentia
B DN |
Verifiers

--------------------------------------
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

Issuers

52’ Name: *
== Jasmin

Date of Birth: =___:/

20.09.2000 |

| have the knowledge of

Valid till: 4 cragential -
30.03.2024 | a valid Signature from a
= ID No. qguorum of issuers on n
= A these attributes. Verifiers

________________________________________
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Application: Threshold-Issuance Anonymous Credential systems [SAB+19]

©

Issuers

5? Name: *
&= Jasmin

Date of Birth: ?f/

20.09.2000 | |5
38/?)"3d;g|24 | Credential
- G_E_ ID No. I
Verifiers

--------------------------------------
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Conclusion and Open questions:

Conclusion:

 Threshold signatures tolerate some fraction of of corrupted signers.

 SPS enable a modular framework to design complex systems more efficiently.

* No Threshold SPS exists.

 We proposed the first (Non-Interactive) TSPS over indexed Diffie-Hellman message spaces.
e We proved its EUF-CiMA security under the hardness of GPS3 assumption in AGM+ROM.

e We discussed TIAC as a primary application of this scheme.
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Conclusion and Open questions:

Conclusion:

 Threshold signatures tolerate some fraction of of corrupted signers.

 SPS enable a modular framework to design complex systems more efficiently.

* No Threshold SPS exists.

 We proposed the first (Non-Interactive) TSPS over indexed Diffie-Hellman message spaces.
e We proved its EUF-CiMA security under the hardness of GPS3 assumption in AGM+ROM.

e We discussed TIAC as a primary application of this scheme.

>

9&;‘\

e

. . ~» \\\
Potential open questions and subsequent works:

1) Improve the space of messages from indexed DH message spaces to arbitrary.
2) Remove the indexing method and achieve EUF-CMA security.

3) Prove the security of the scheme based on Non-Interactive assumptions.

4) Prove the threshold EUF-CiMA security with adaptive adversaries and under TS-UF-1

COSIC (Computer Security and Industrial Cryptography) group KU LEUVEN
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Thank You!

ssedagha@esat.kuleuven.be

The illustrations are credited to Disneyclips.
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Bilinear Pairings:

R
« Itis symmetric
J * Any line intersects the curve no more than 3 points.
* Dot function: BN-254
: / : - pP°QoR y? =x3+4x + 20
P
/Q/ BLS12-381
/-\ yz > x3 4
e oo | el b
y“=x>+ax+b 1 /Q\/ e(G1, G,)
&_//\ o [
Pairing o
\/ R e(.,.) v
Gzﬁ &_/’.T 7
® o
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Digital Signatures:

e To verify a message does really come from real person.

* The verifier accpets if the handwriting signature matchs
previously seen signatures of the signer.

Digital Signatures are everywhere on the internet.

= =
i N

&/
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Technical Challenges:

Aggregation

| \ Sig natuvre\ie
4«%%%
¥ J




(n, t)-Shamir Secret Sharing [Sha79] over Z,,:

Sharing:

e Sample random f(x) = s + Y52} rx®

« Give Ai = f(l) to P;

Trusted Dealer

Reconstruction (in the exponent):

> Given |T| = t shares:

=[], ceun

i€T
Where,

_ J =%
o= | | 5=

(€T, j#i

> To share a secret s € Z, amongst n parties:

COSIC (Computer Security and Industrial Cryptography) group

KU LEUVEN




Diffie-Hellman Message Spaces [Fuc09]:

Diffie-Hellman message spaces:
(Ml; MZ): 6(61; MZ) — e(Mli GZ )
i.e, 3m € Zy:dlogg, (M;) = dlogg,(M;) = m

e(0A, 6,)

1 |_'_/ / @ <)
~ ~7
“ 'v G4 > @ ® 7

XK o
L»;r\ ‘o o
g e(Gy, ) Target Group G
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Pointcheval-Sanders (PS) assumption [PS16]:

Theorem 2: The proposed iSPS is EUF-CiMA secure under the hardness of GPS; assumptior?

Given params: = (G, G,, Gy, p,e, G, G,):

$
x,y <L params, G}, Gy

Return 1 if:
1. h* = = 1@1/\m* *= 0
2 o = h*x+m*y

3 m*&qQ

$
h < Gy
Q < QU {mj}
ot =R TP
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Security Reductions:

(Definition) (2,1)-DL assumption [BFL20]: Let (G4, G,, G, G, G, p, e) be a type-Ill bilinear
group. Given (GZ, Glzz, G%), for all PPT adversaries it is infeasible to return z.

Theorem 1:
GPS; assumption is hard in the Algebraic adversary model and random
oracle model as long as (2,1)-DL assumption is hard.

Theorem 2:
The proposed iSPS is EUF-CiMA secure under the hardness of GPS;
assumption.

Theorem 3:
The proposed TSPS is Threshold EUF-CiIMA secure under the security of
ISPS.
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Generalized Pointcheval-Sanders 3 (GPS3) Assumption:

PS Assumption

GPS3 Assumption

‘eal i)

—

N

w

S

S Ut

Pp = (GlaG27GT7p7 eagag) T Bg(ln)
T,y <$Z,

(m*,h*,5") < A°" (pp.§",5")
return ((1) A" #1g, A m" #0 A

z4+m* y

(2) 5" =l
3) m™ ¢ Q)

O"(m)// m € Ly

GGPS3 (11‘&)

1 i
25
3:

h +$ Gy
Q + QU {m}

return (h, h*T™Y)

—

2: x,y<$7Z,

* * * % OG
3: (My,My,h",s") « A~0
4: return ((1) My #1¢, A h" # 1g, A

pPp = (GlaG27GTapa eag)g) A Bg(ln)

PS GPS
3 ’Ol 3

(pp, 3%, 3")

5: (2) s* =h"" M7 A

6 : (3) dlog,« (M) = dlog,(M3) A

7 (4) (%, M3) & Q1)
0533 () OSFSs(h, My, Ma)/ /My € G1, Ma € G

1: 14$7Z, 1: if (h € Qo Vdlog, (M) # dlog,(M2)) :

2 Q0<—Q0U{gr}

3: return g"

D Ot e W N

return |
if (h,x) € Q1 :
return |
Q1 <+ Q1 U{(h,M2)}
return (h*M7)
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Our Main Objective and Technical Challenges:

gThere is NO Threshold Structure-Preserving Signature Scheme (TSPS). ‘@7

Partial fﬁ@

Signing Key ™

Randomness

Partial Signing

s
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Technical Challenges: Forbidden Operations in Partial Signatures

An SPS is said threshold friendly, if it avoids o Randomness or secret share inverse:

all these non-linear operations.

9 Randomness and secret share multiplication:

e Powers of secret share or randomness:
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