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Post-Quantum Cryptography (PQC)
Code-Based Cryptography: Rank-Based Cryptography
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Rank Metric

In the rank metric, coordinates are in Fqm (a field extension of Fq of degree m).
.
Definition 1 (Rank weight)
..

......

Let α ∈ Fm
qm be an Fq-basis of Fqm . A word x ∈ Fn

qm can be expressed w.r.t. α as
a matrix Mat(x) ∈ Fm×n

qm .
The rank weight of x is defined as the rank of the matrix Mat(x):

∥x∥R = Rank(Mat(x)) ∈ [0,min(m,n)].

.
Definition 2 (Rank support)
..

......

The rank support of a word x = (x1, x2, . . . , xn) ∈ Fn
qm is the Fq-subspace of Fqm

generated by its coordinates:
Supp(x) = ⟨x1, x2, . . . , xn⟩Fq .

The rank weight is equal to the dimension of the rank support.
The weight and support definitions can also be extended to matrices.
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LRPC codes, Hardness Assumptions

.
Definition 3 (Low Rank Parity-Check (LRPC) codes [6])
..

......
An [n, k]qm -LRPC code is defined by a parity-check matrix H ∈ F(n−k)×n

qm of small
rank weight.

.
Definition 4 (Rank Decoding (RD))
..

......
Input: G $← Fk×n

qm (generator matrix), y $← Fn
qm , r ∈ N

Output: e ∈ Fn
qm , m ∈ Fk

qm s.t., mG + e = y, ∥e∥R ≤ r

.
Definition 5 (Rank Syndrome Decoding (RSD))
..

......
Input: H $← F(n−k)×n

qm (parity-check matrix), s $← Fn−k
qm , r ∈ N

Output: e ∈ Fn
qm s.t., He⊤ = s, ∥e∥R ≤ r
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Basic Ideas: Blockwise structure

Previous Structure Our Blockwise Structure
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Contents

In this talk:
...1 Blockwise errors (ℓ-errors)

The forms of support and coefficient matrices
...2 Blockwise Rank Decoding problem (ℓ-RD) finding ℓ-errors

Complexity loss
...3 Blockwise LRPC codes (ℓ-LRPC)

Decoding complexity, Decoding failure probability, Decoding capacity
...4 Improve RQC and ROLLO (NIST PQC Round 2) with a smaller bandwidth

than HQC, BIKE, and Classic McEliece (NIST PQC Round 4)
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Blockwise errors（ℓ-errors）
Let n = (n1, . . . ,nℓ) and r = (r1, . . . , rℓ) be vectors of positive integers.
n =

∑ℓ
i=1 ni and r =

∑ℓ
i=1 ri

.
Definition 6 (ℓ-errors)
..

......

An error e ∈ Sn
r is an ℓ-error if it can be divided into ℓ sub-vectors

e = (e1, e2, . . . , eℓ) such that:
1) ei ∈ Fni

qm , ∥ei∥R = ri for all i ∈ {1..ℓ}
2) Supp(ei) ∩ Supp(ej) = {0} for all i ̸= j.
The set of ℓ-errors: Sn

r .

Standard errors
e = εC = αSC
Support matrix: S ∈ Fm×r

q

Coefficient matrix: C ∈ Fr×n
q

ℓ-errors
ei = εiCi
e = (ε1, . . . , εℓ)diag(C1, ...,Cℓ)
= αSdiag(C1, ...,Cℓ)

Support matrix: S ∈ Fm×r
q

Coefficient matrix:
diag(C1, ...,Cℓ),Ci ∈ Fri×ni

q
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Blocwise Rank Decoding Problems

.
Definition 7 (ℓ-RD)
..

......
Input G ∈ Fk×n

qm (generator matrix), y ∈ Fn
qm .

Output e ∈ Fn
qm，x ∈ Fk

qm , s.t., y = xG + e and e = (e1, e2, . . . , eℓ) ∈ Sn
r .

.
Definition 8 (ℓ-RSD)
..

......
Input H ∈ F(n−k)×n

qm (parity-check matrix), s ∈ Fn−k
qm .

Output e ∈ Fn
qm , s.t., s⊤ = He⊤ and e = (e1, e2, . . . , eℓ) ∈ Sn

r .
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. . . . . .

Recall Reduction
.Theorem 9..

......

Solving ℓ-RD(q,m,n, k, r, ℓ) problem defined by the [n, k]qm linear code C =⇒
Finding an ℓ-codeword (i.e., ℓ-error) of weight r in [n, k + 1]qm linear
code Cy = C + ⟨y⟩.

The generator matrix of Cy = C + ⟨y⟩ is
(

y
G

)
∈ F(k+1)×n

qm .

e =
(
1 −m

)( y
G

)
is an ℓ-codeword (i.e., ℓ-error) of weight r of Cy.

Gy ∈ F(k+1)×n
qm : generator matrix of Cy.

Hy ∈ F(n−k−1)×n
qm : parity-check matrix of Cy.

Solving ℓ-RD(q,m,n, k, r, ℓ) problem =⇒
– Finding u ∈ Fk+1

qm , s.t.,
uGy = e, (1)

– Finding ℓ-error e of weight r, s.t.,
eH⊤

y = 0. (2)
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Attacks Methods

- Combinatorial attacks: guess the entries of S or C, then solve a linear
system. The cost depends on the guessing way.

- Algebraic attacks: solve a multivariate or linear system in the entries of S
and C by some sophisticated transformation. The cost depends on the
number of the entries of S and C.

For example, e = αSC and eH⊤ = 0 ⇒ αSCH⊤ = 0, (known α and H).
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Complexity comparison of solving RD and ℓ-RD

Attacks RD(q,m, n, k, r) ℓ-RD(q, m, n, k, r, ℓ)
AGHT [1, 2]

(TIT 2016 & ISIT 2018) q
r
⌈
(k+1)m

n

⌉
−m

q
r
⌈
(k+1)m

n

⌉
−m

OJ [3]
(PIT 2002)

q(m−r)(r−1)+2

q(r−1)(k+1)

q(m−r)(r−1)

q(r1−1)(k−r1)+γ

γ = max
{

ri : i ∈ {2..ℓ}
}

Annulator
Polynomial [1]

(TIT 2016)
q

r
⌈
(k+1)(r+1)−(n+1)

r

⌉
n
(r+k+dreg−1

dreg

)ω min
{

q
rν
⌈
(k+1)(rν+1)−(nν+1)

rν

⌉
: ν ∈ {1..ℓ}

}

min
{

nν

(rν+k+d(ν)
reg −1

d(ν)
reg

)ω
: ν ∈ {1..ℓ}

}

Maximal Minors (MM)
(Asiacrypt &

Eurocrypt 2020)
[4, 5]

m
(n−p−k−1

r
) ((n−p

r
))ω−1

qarm
(n−k−1

r
) ((n−a

r
))ω−1

m
(n−p−k−1

r
)((nℓ−p

rℓ

) ℓ−1∏
i=1

(ni
ri

))ω−1

q
∑ℓ

i=1 airi m
(n−k−1

r
)( ℓ∏

i=1

(ni−ai
ri

))ω−1

The gain of most attacks benefits from the blockwise structure of ℓ-errors.
OJ and MM: the block-diagonal form of coefficient matrix C allows to solve (multivariate or linear)
systems with less variables;
AGHT is limited because its cost depends on how to successfully guess a subspace that contains the
support of the error;
Annulator polynomials attack: the ℓ-errors allow to divide the ℓ-RD problem into ℓ subproblems with
the smaller parameters.
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Complexity loss of factor ℓ in the exponent

ℓ|n, ℓ|r, Tℓ-RD ≈ ℓ
√

TRD

Complexity trend of RD, 2-RD, and 3-RD by MM-Fq.

T2-RD ≈ 2
√

TRD, T3-RD ≈ 3
√

TRD.
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Blockwise LRPC Codes (ℓ-LRPC)

Let n = (n1, . . . ,nℓ) and d = (d1, . . . , dℓ) be vectors of positive integers.
n =

∑ℓ
i=1 ni and d =

∑ℓ
i=1 di.

.
Definition 10 (ℓ-LRPC codes)
..

......

An LRPC code is an ℓ-LRPC if its parity-check matrix H ∈ F(n−k)×n
qm can be

divided into ℓ sub-matrices H = (H1,H2, · · · ,Hℓ) such that:
1) Hi ∈ F(n−k)×ni

qm , ∥Hi∥R = di for all i ∈ {1..ℓ}
2) Supp(Hi) ∩ Supp(Hj) = {0} for all i ̸= j.
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Decoding algorithm for ℓ-LRPC codes
The generator matrix G ∈ Fk×n

qm ,
The parity-check matrix H = (H1 H2 · · · Hℓ) ∈ F(n−k)×n

qm , Supp(Hi) = Fi,
The error e = (e1 e2 · · · eℓ), Supp(ei) = Ei
The column of Hi matches the length of ei.

Decoding Steps: syndrome space S, recover support E, recover the error e
y = mG + e

⇓
s = (s1, s2, . . . , sn−k) = Hy⊤ = He⊤ = H1e⊤

1 + H2e⊤
2 + ...+ Hℓe⊤

ℓ
⇓

S = ⟨s1, s2, . . . , sn−k⟩Fq = F1E1 + F2E2 + ...+ FℓEℓ

⇓
Ej =

∩dj
i=1 f−1

ji S, Fj = ⟨fj1, fj2, . . . , fjdj
⟩Fq

⇓
E =

∑ℓ
j=1 Ej
⇓

E = ⟨ε1, ε2, . . . , εr⟩Fq , ej =
∑r

i=1 eijεj，j ∈ {1..n}
⇓

Solve eij from the linear system He⊤ = s
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Decoding complexity, failure probability, capacity

- Decoding complexity: O((nr)ω)
- Failure probability: ≈ q−(n−k−µ), (µ =

∑ℓ
j=1 rjdj is the weight of syndrome

s = He⊤ =
∑ℓ

i=1 Hiei）

- Decoding capacity: d1 = d2 = · · · = dℓ, decoding ℓ-error of weight up to n−k
dℓ

.
d1 = d2 = · · · = dℓ = 2, decoding ℓ-error of weight up to n−k

2
.
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. . . . . .

A gain of factor ℓ in decoding capacity

- [n, k]qm LRPC codes, parity-check matrix H of weight d, decoding error of
weight r = n−k

d , DFR: qrd−n−k.
- [n, k]qm ℓ-LRPC codes, parity-check matrix H ∈Mn

d(k) (ℓ|d, di = d/ℓ),
decoding ℓ-error of weight ℓr, the same DFR:

ℓ∑
j=1

rjdj =
d
ℓ

ℓ∑
j=1

rj ≤ n− k =⇒
ℓ∑

j=1

rj ≤
ℓ(n− k)

d = ℓr.

Codes (q,m,n, k) d r d = (d1, d2) r = (r1, r2) DFR dRGV
LRPC

(2, 60, 66, 33)
4 8 - - 2−1

182-LRPC 4 16 (2, 2) (8, 8) 2−1
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Rank setting: Ideal structure compresses size
(the generalization of circulant structure)

P(X) ∈ Fq[X]; R = Fqm [X]/⟨P(X)⟩

Ψ : Fn
qm ≃ R

(v0, . . . , vn−1) 7→
n−1∑
i=0

viXi

Vectors are equally viewed as polynomials.
P(X) is set as a reducible polynomial for the security.
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Ideal matrix

uv = u(X)v(X) mod P(X) =
n−1∑
i=0

uiXiv(X) mod P(X)

=

n−1∑
i=0

ui
(
Xiv(X) mod P(X)

)
= (u0, . . . , un−1)


v(X) modP(X)

Xv(X) modP(X)
...

Xn−1v(X) modP(X)


.
Definition 11 (Ideal matrix)
..

......

IM(v) =


v(X)

Xv(X) mod P(X)
...

Xn−1v(X) mod P(X)

 .

uv = uIM(v) = IM(u)⊤v⊤ = (vIM(u))⊤ = (vu)⊤ = vu.
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Ideal ℓ-RD and ℓ-LRPC codes

.
Definition 12 (Ideal ℓ-RD)
..

......
Input G =

(
IM(g1)

⊤, IM(g2)
⊤, ..., IM(gℓ)

⊤) ∈ Fn×ℓn
qm , gi ∈ Fn

qm , y ∈ Fℓn
qm .

Output e = (e1, e2, . . . , eℓ) ∈ Fℓn
qm，x ∈ Fk

qm , s.t., y = xG + e and e ∈ Sn
r .

.
Definition 13 (Ideal ℓ-RSD)
..

......

Input H =
(
IM(h1)

⊤, IM(h2)
⊤, ..., IM(hℓ)

⊤) ∈ Fn×ℓn
qm , hi ∈ Fn

qm , s ∈ Fn
qm .

Output e = (e1, e2, . . . , eℓ) ∈ Fℓn
qm , s.t., s⊤ = He⊤ =

∑ℓ
i=1 hiei and e ∈ Sn

r .

.
Definition 14 (Ideal ℓ-LRPC Codes)
..

......

Fi: Fq-subspace of Fqm of dimension di. hi ∈ Fn
qm and Supp(hi)=Fi.

Hi = IM(hi)
⊤, H =

(
H1 H2 · · · Hℓ

)
.

An [ℓn, (ℓ− 1)n]qm ℓ-LRPC code is called ℓ-ILRPC if its parity-check matrix is H.
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Improved RQC (PKE)

RQC.KGen(λ): h $← Fn
qm , (x,y) $← S(n,n)(wx,wy)

, s = x + hy.
pk = (h, s), sk = (x,y).
RQC.Enc(pk,m): pk = (s,h), m ∈ Fk

qm ,
(r1, r2, e) $← S(n,n,n)(wr1 ,wr2 ,we)

, u = r1 + hr2, v = mG + sr2 + e,
c = (u, v).
RQC.Dec(sk, c): sk = (x,y), c, m← C.Decode (v− uy).

v− uy = mG + xr2 − r1y + e

∥xr2 + e− r1y∥R = wxwr2 + wywr1 + we ≤
⌊

n− k
2

⌋
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The security of improved RQC

.Theorem 15..

......
Under decisional 2-IRSD and 3-IRSD are hard，then our RQC PKE is IND-CPA
secure.

.Proof...

......

The 2-IRSD and 3-IRSD instances are

s =
(
1 h

)(x
y

)
,

(
u

v−mG

)
=

(
1 0 h
0 1 s

)r1
r2
e

 .
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Improved ROLLO-I (Lake, KEM)

Alice Bob
(x, y) $← S(n,n)

(d1,d2)
, h = x−1y

h−−−−−−→
(e1, e2) $← S(n,n)

(r1,r2)
E1 = Supp(e1),E2 = Supp(e2)

E = E1 + E2
c = e1 + he2c←−−−−−−

xc = xe1 + ye2
(E1,E2) = 2-RSR(x, y, xc, r1, r2)

E = E1 + E2

Hash(E) Shared Secret Hash(E)

xc = (x y)
(e1e2

)
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Improved ROLLO-II (Locker, PKE)

Locker.KGen(λ): (x,y) $← S(n,n)(d1,d2)
, h = x−1y,

pk = h, sk = (x,y).
Locker.Enc(pk,M): h, M,
(e1, e2)

$← S(n,n)(r1,r2), c = e1 + he2,
E1 = Supp(e1), E2 = Supp(e2), E = E1 + E2,
C = (c,M⊕Hash(E)) = (c, c′).
Locker.Dec(sk,C): (x,y), C,
xc = xe1 − ye2, (E1,E2)← 2-RSR(x,y,xc, r1, r2), E = E1 + E2,
M = c′ ⊕Hash(E).

xc = (x y)
(e1e2

)
.
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The security of improved ROLLO-I and ROLLO-II

.Theorem 16..

......
If the decisional 2-IRSD problems are hard, then our Lake KEM and Locker PKE
are IND-CPA secure in the random oracle model.

.Proof...

......

The 2-IRSD instances are

0 =
(
1 h

)( y
−x

)
, c =

(
1 h

)(e1

e2

)
.

h = x−1y⇐⇒ y− xh = 0⇐⇒ 0 =
(
1 h

)( y
−x

)
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Improved ROLLO-III (Ouroboros-R, KEM)

Alice Bob

seedf1
$← {0, 1}λ, f1

seedf1←− Fn
qm

(h0, h1)
$← S(n,n)

(d1,d2)

f0 = h1 + f1h0

f0, f1−−−−−→
(e0, e1, e) $← S(n,n,n)

(r1,r2,r3)
E1 = Supp(e0),E2 = Supp(e1)

E = E1 + E2
c0 = f0e1 + e, c1 = f1e1 + e0c0, c1←−−−−−−

s = c0 − h0c1 = h1e1 − h0e0 + e
(E1,E2) = 3-RSR(h0,h1,1, s, r1, r2)

E = E1 + E2

Hash(E) Shared Secret Hash(E)

s = (1 h0 h1)
( e−e0e1

)
.
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The security of ROLLO-III

.Theorem 17..

......
If decisional 2-IRSD and 3-IRSD problems are hard，then our Ouroboros-R is
IND-CPA secure in the random oracle model.

.Proof...

......

The 2-IRSD and 3-IRSD instances are

f0 =
(
1 f1

)(h1

h0

)
,

(
c0

c1

)
=

(
1 0 f0
0 1 f1

) e
e0

e1

 .
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Size and DFR (HQC, BIKE, Classic McEliece)

Tradeoff between the hardness of the ℓ-RD problem and the decoding capacity of
the ℓ-LRPC codes.
The gain of using ℓ-errors and ℓ-LRPC codes in decoding capacity outweighs the
complexity loss in solving ℓ-RD.

Schemes pks
(bytes)

cts
(bytes)

total
(bytes) DFR

RQC Our 860 1704 2564 -
NIST 1834 3652 5486 -

ROLLO-I Our 511 511 1022 2−31

NIST 696 696 1392 2−28

ROLLO-II Our 1814 1942 3756 2−131

NIST 1941 2089 4030 2−134

ROLLO-III Our 623 1166 1789 2−33

TIT 2022 [7] 736 1431 2167 2−28

HQC NIST 4 2249 4497 6746 -
BIKE NIST 4 1541 1573 3114 2−128

Classic McEliece NIST 4 261120 96 261216 -
Ouroboros TIT 2022 [7] 1566 3100 4666 2−128

128-security, public key size (pks), ciphertext size (cts), total = pks+cts.
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Security Strength of original ROLLO-I and ROLLO-II

The original Rollo-I and Rollo-II do not achieve the claimed security level due to
structural attack.

Scheme - claimed security level Structural attack on ideal LRPC codes
Lake (Rollo-I) - 192 2180

Locker (Rollo-II) - 128 2103

Locker (Rollo-II) - 192 2142

Locker (Rollo-II) - 256 2173

We will update their parameters and comparison at eprint and the potential
structure attack do not influence the advantage of blockwise struture.
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Performance（ROLLO，SageMath 9.0）

Schemes KGen (ms) Encap (ms) Decap (ms) Security
Our Lake 715 73 257 128
Our Lake 737 100 499 192
Our Lake 1020 118 553 256

Lake (NIST) 995 109 391 128
Lake (NIST) 1220 134 525 192
Lake (NIST) 1390 181 838 256

Schemes KGen (ms) Enc (ms) Dec (ms) Security
Our Locker 2300 232 388 128
Our Locker 2940 280 614 192
Our Locker 3210 301 644 256

Locker (NIST) 2760 258 446 128
Locker (NIST) 3410 314 583 192
Locker (NIST) 2780 333 715 256
Schemes KGen (ms) Encap (ms) Decap (ms) Security

Our Ouroboros-R 101 120 246 128
Our Ouroboros-R 206 247 633 192
Our Ouroboros-R 224 262 798 256

Ouroboros-R (TIT 2022) [7] 130 153 368 128
Ouroboros-R (TIT 2022) [7] 275 308 1040 192
Ouroboros-R (TIT 2022) [7] 504 614 2560 256

Sage scripts for the implementation and the complexity of the MM modeling:
https://github.com/YCSong232431/NH-ROLLO
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Perspectives

In the future,
...1 More analysis on the ℓ-RD problem to obtain the gain of a factor ℓ for the

combinatorial attacks
...2 More analysis on the indistinguishability of the ℓ-LRPC codes
...3 Analyze blockwise rank support learning problem
...4 Decrease DFR of Lake, Locker, and Ouroboros-R to 2−λ for the security

level λ, achieve the bandwidth of about 2 KB for Lake and Locker.
...5 Construct blockwise cryptosystems without ideal structure
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New Progresses – at last night
Combining our blockwise structure, the new improvements on RQC and
ROLLO have appeared at https://eprint.iacr.org/2023/1875
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Thank you for your attention !
https://eprint.iacr.org/2023/1387
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Backup slides
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The hardness of the Rank Decoding problem
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. . . . . .

Recall Reduction
.Theorem 18..

......

Solving ℓ-RD(q,m,n, k, r, ℓ) problem defined by the [n, k]qm linear code C =⇒
Finding an ℓ-codeword (i.e., ℓ-error) of weight r in [n, k + 1]qm linear
code Cy = C + ⟨y⟩.

The generator matrix of Cy = C + ⟨y⟩ is
(

y
G

)
∈ F(k+1)×n

qm .

e =
(
1 −m

)( y
G

)
is an ℓ-codeword (i.e., ℓ-error) of weight r of Cy.

Gy ∈ F(k+1)×n
qm : generator matrix of Cy.

Hy ∈ F(n−k−1)×n
qm : parity-check matrix of Cy.

Solving ℓ-RD(q,m,n, k, r, ℓ) problem =⇒
– Finding u ∈ Fk+1

qm , s.t.,
uGy = e, (3)

– Finding ℓ-error e of weight r, s.t.,
eH⊤

y = 0. (4)
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. . . . . .

Combinatorial attack ——The AGHT attack
Guess randomly a t-dimensional subspace F ⊃ Supp(e).
Let (f1, f2, . . . , ft) ∈ Ft

qm be a basis of F. One expresses e under this basis

e = (e1, e2, . . . , en) = (f1, f2, . . . , ft)

e11 e12 · · · e1ne21 e22 · · · e2n
...

... · · ·
...et1 et2 · · · etn

 = (f1, f2, . . . , ft)


e1e2

...et

 .

By Equation (4): Hye⊤ = 0, let hj is the j-th row of Hy, we have

Hye⊤
=


h1f1 h1f2 · · · h1fth2f1 h2f2 · · · h2ft

...
... · · ·

...hn−k−1f1 hn−k−1f2 · · · hn−k−1ft




e⊤
1

e⊤
2

...
e⊤

t

 = 0n−k−1. (5)

Express Equation (5) as a linear system over Fq and solve ei. By expressing hjfi as a matrix
Mat(hjfi) ∈ Fm×n

q under the basis α for j ∈ {1..n − k − 1} and i ∈ {1..t}, a linear system over Fq
with nt unknowns and m(n − k − 1) equations is obtained. The linear system has only one solution
with overwhelming probability if nt ≤ m(n − k − 1).

The probability of F ⊃ Supp(e) is estimated as
[t
r
]
q[m

r
]
q
≈ q−r(m−t).

Use Fqm -linearity to decrease the cost. Since, for any λ ∈ F∗
qm , ∥λe∥R = r and all multiples λe are

solutions of Equation (4): Hye⊤ = 0, the complexity is divided by about qm.

This attack has a complexity of O
(
((n − k − 1)m)ωq

r
⌈
(k+1)m

n

⌉
−m
)

.
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Combinatorial attack ——The OJ attack

Let e1 and e2 be the first k + 1 and the last n − k − 1 coordinates of e. Let A1 and A2 be the first k + 1
columns and the last n − k − 1 columns of C. Then e = (e1, e2) = ε(A1, A2) = (αSA1,αSA2). Then

uGy = e ⇐⇒ (u uR) = (e1, e2) ⇐⇒ e1R = e2 ⇐⇒ αSA1R = αSA2. (6)
For the 2-RD problem, by Equation (6), for j ∈ {1..n − k − 1}, let rj and aj be the j-th column of R and
A2, respectively, then

αSA1rj = αSaj ⇐⇒ αS (A1 aj)
( rj
−1

)
= 0. (7)

Let
( rj
−1

)
= Tjα

⊤ where Tj ∈ F(k+2)×m
q is the matrix expression of

( rj
−1

)
under the basis α. Equation (7)

can be written αS (A1 aj) Tjα
⊤ = 0. This means

S(A1 aj)Tj = 0m×m. (8)
The entries of S(A1 aj)Tj are quadratic polynomials. Then Equation (8) gives a quadratic multivariate
system over Fq with m2 quadratic polynomials in the entries of S and C.
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Algebraic Attacks ——The Annihilator Polynomials

y = (y1, y2, . . . , yℓ); G = (G1, G2, . . . ,Gℓ). Then
(y1, y2, . . . , yℓ) = x(G1, G2, . . . , Gℓ) + (e1, e2, . . . , eℓ).

The ℓ-RD problem is divided into ℓ subproblems, for ν ∈ {1..ℓ}, yν = xGν + eν , then one solves x from one
of ℓ subproblems.
Let x = (x1, x2, . . . , xk). For ν ∈ {1..ℓ}, let yν = (y1, y2, . . . , ynν ), Gν = (gij) i∈{1..k}

j∈{1..nν}
, and

eν = (e1, e2, . . . , enν ). Since the entries of eν lie in the support Supp(eν) of dimension rν , there exists a
unique monic q-polynomials P(ν)(u) =

∑rν
δ=0 p(ν)

δ uqδ of q-degree rν such that for j ∈ {1..nν}

P(ν)

(
yj −

k∑
i=1

xigij

)
=

rν∑
δ=0

(
p(ν)
δ yqδ

j −
k∑

i=1

p(ν)
δ xqδ

i gqδ
ij

)
= P(ν)

(ej) = 0. (9)

Equation (9) gives a multivariate system with nν polynomials and (rν + k) variables p(ν)
δ and xi. For solving

the ℓ-RD problem, one solves xi from this multivariate system.
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Algebraic Attacks ——The MM Modeling

Standard errors: Coefficient matrix C ∈ Fr×n
q

eH⊤
y = 0 and e = εC =⇒ εCH⊤

y = 0 =⇒ CH⊤
y ∈ Fr×(n−k−1)

qm is not row full rank.
The maximal minors |CH⊤

y |∗,J equal to 0 (J ⊂ {1..n − k − 1}, #J = r).
By the Cauchy-Binet formula, each |CH⊤

y |∗,J can be expressed as the linear combination of cT = |C|∗,T
(T ⊂ {1..n}, #T = r).

{
PJ = |CH⊤

y |∗,J : J ⊂ {1..n − k − 1},#J = r
}
, (MM-Fqm )

Unknowns:
(n

r
)

variables cT ∈ Fq for T ⊂ {1..n} and #T = r,
Equations:

(n−k−1
r
)

linear equations PJ = 0 over Fqm in cT.

Equations < unknowns （underdetermined）, then unfold PJ = 0 over Fq for more equations{
Pi,J = |CH⊤

y |∗,J : J ⊂ {1..n − k − 1}, #J = r, i ∈ {1..m}
}
, (MM-Fq)

Unknowns:
(n

r
)

variables cT ∈ Fq for T ⊂ {1..n} and #T = r,
Equations: m

(n−k−1
r
)

linear equations Pi,J = 0 over Fq in cT.

Blockwise errors: Coefficient matrix C = diag(C1, ..., Cℓ) ∈ Fr×n
q

The unknowns number of MM-Fq:
ℓ∏

i=1

(ni
ri

)
.
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