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⊥⊥ (Collusion Resistant) Security:
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Connections with Registered Encryption

(RBE, R-ABE,…)

𝗉𝗄1, 𝗉𝗄2, …, 𝗉𝗄N

• Registration-based Encryption [GHMRS18]: Compress .{𝗉𝗄1, …, 𝗉𝗄n}

    |𝗆𝗉𝗄 | ≪ N 𝖼𝗍1, …, 𝖼𝗍|S|

• Distributed-Broadcast Encryption [WQZD10,BZ14]: Compress .{𝖼𝗍1, …, 𝖼𝗍|S|}

𝗉𝗄1, 𝗉𝗄2, …, 𝗉𝗄N     𝗉𝗄1, …, 𝗉𝗄|S| |𝖼𝗍 | ≪ |S |

• Registrered ABE [HLWW23]: Compress  + policy-based decryption.{𝗉𝗄1, …, 𝗉𝗄n}

𝗉𝗄1, 𝗉𝗄2, …, 𝗉𝗄n     |𝗆𝗉𝗄 | ≪ N |𝖼𝗍 | = |Policy |

Key Curator

Key Curator
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Concurrent work: 

[FWW23]: Flexible BE from WE

❖ [WQZD10]: Pairings,  parameters, no formal security argument.


❖ [BZ14]: from indistinguishability obfuscation.

O(n3)
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Our Work

★ Thorough Definitions

➡ Dynamic Joins

➡ Malicious Keys


★ Two Efficient Constructions from Bilinear Groups

➡ q-type assumption (BDHE)

➡ k-Lin (e.g. SXDH)

E.g. KB and 7KB respectively (for 1024 users).|𝖼𝗍 | = 13
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Our Definition of DBE
Syntax: 


1. 


2. 


3. 


4. 

𝖲𝖾𝗍𝗎𝗉(1λ, N) → 𝖼𝗋𝗌

𝖪𝖾𝗒𝖦𝖾𝗇(𝖼𝗋𝗌, j) → (𝗌𝗄j, 𝗉𝗄j)

𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, S, m) → 𝖼𝗍

𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, 𝗌𝗄i, 𝖼𝗍, S, i) → m



9/20

Our Definition of DBE

*Only the public keys of the ciphertext-set are necessary.

Syntax: 

1. 


2. 


3. 


4. 

𝖲𝖾𝗍𝗎𝗉(1λ, N) → 𝖼𝗋𝗌

𝖪𝖾𝗒𝖦𝖾𝗇(𝖼𝗋𝗌, j) → (𝗌𝗄j, 𝗉𝗄j)

𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, S, m) → 𝖼𝗍

𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, 𝗌𝗄i, 𝖼𝗍, S, i) → m



9/20

Our Definition of DBE

Additional requirements:

*Only the public keys of the ciphertext-set are necessary.

Syntax: 

1. 


2. 


3. 


4. 

𝖲𝖾𝗍𝗎𝗉(1λ, N) → 𝖼𝗋𝗌

𝖪𝖾𝗒𝖦𝖾𝗇(𝖼𝗋𝗌, j) → (𝗌𝗄j, 𝗉𝗄j)

𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, S, m) → 𝖼𝗍

𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, 𝗌𝗄i, 𝖼𝗍, S, i) → m



9/20

Our Definition of DBE

Additional requirements:
★ Dynamic Joins: decryptors check the bulletin board for new ’s at most  

times instead of .
𝗉𝗄j 𝗉𝗈𝗅𝗒𝗅𝗈𝗀(N)

N

*Only the public keys of the ciphertext-set are necessary.

Syntax: 

1. 


2. 


3. 


4. 

𝖲𝖾𝗍𝗎𝗉(1λ, N) → 𝖼𝗋𝗌

𝖪𝖾𝗒𝖦𝖾𝗇(𝖼𝗋𝗌, j) → (𝗌𝗄j, 𝗉𝗄j)

𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, S, m) → 𝖼𝗍

𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, 𝗌𝗄i, 𝖼𝗍, S, i) → m



9/20

Our Definition of DBE

Additional requirements:
★ Dynamic Joins: decryptors check the bulletin board for new ’s at most  

times instead of .
𝗉𝗄j 𝗉𝗈𝗅𝗒𝗅𝗈𝗀(N)

N
★ Malicious Key-Registration: there exists an  algorithm for  s.t. Correctness hold 

as long as  even for malformed public keys.
𝗂𝗌𝖵𝖺𝗅𝗂𝖽 𝗉𝗄j

𝗂𝗌𝖵𝖺𝗅𝗂𝖽(𝖼𝗋𝗌, 𝗉𝗄j, j) = 1

*Only the public keys of the ciphertext-set are necessary.

Syntax: 

1. 


2. 


3. 


4. 

𝖲𝖾𝗍𝗎𝗉(1λ, N) → 𝖼𝗋𝗌

𝖪𝖾𝗒𝖦𝖾𝗇(𝖼𝗋𝗌, j) → (𝗌𝗄j, 𝗉𝗄j)

𝖤𝗇𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, S, m) → 𝖼𝗍

𝖣𝖾𝖼𝗋𝗒𝗉𝗍(𝖼𝗋𝗌, {𝗉𝗄j}j∈S, 𝗌𝗄i, 𝖼𝗍, S, i) → m



10/20

Our first DBE construction

Starting point [BGW05]

3

2

4

1

❖Implicit notation

❖Symmetric pairings for simplicity

𝖼𝗍3/m𝖼𝗍2 𝗆𝗉𝗄N+1−i 𝖼𝗍1 𝗌𝗄i ∏
j∈S,j≠i

𝗆𝗉𝗄N+1−i+j

         ,       


    


      


   


𝖲𝖾𝗍𝗎𝗉(1λ, N) : 𝗆𝗉𝗄 = ([α], [α2], …, [αN], [αN+2], [α2N], [t]) 𝗆𝗌𝗄 = t

𝖪𝖾𝗒𝖦𝖾𝗇(𝗆𝗌𝗄, i) : 𝗌𝗄i = [tαN+1−i]

𝖤𝗇𝖼(𝗆𝗉𝗄, S, m) : 𝖼𝗍 = ([s], [s(t + ∑
j∈S

αj)], e ([sα], [αN]) ⋅ m), s ←$ ℤp

𝖣𝖾𝖼(𝗆𝗉𝗄, 𝗌𝗄i, i, S, 𝖼𝗍) :

e([s(t + ∑
j∈S

αj)], [αN+1−i]) = e([s], [tαN+1−i] ⋅ [ ∑
j∈S,j≠i

αN+1−i+j)]) ⋅ e([s], [αN+1])
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Our first DBE construction: wrapped up

 user 1:  

 user 2:  




 user N:  

𝗉𝗄1 = [t1], [t1αN+1−1], [t1αN+1−2], …, [t1αN+1−N]
𝗉𝗄2 = [t2], [t2αN+1−1], [t2αN+1−2], …, [t2αN+1−N]

⋮
𝗉𝗄N = [tN], [tNαN+1−1], [tNαN+1−2], …, [tNαN+1−N]









𝗌𝗄1 = [t1αN+1−1]
𝗌𝗄2 = [t2αN+1−2]

⋮
𝗌𝗄N = [tNαN+1−N]

𝖼𝗋𝗌 = {[α], …, [αN], [αN+2], [α2N]}

𝖼𝗍 = ([s], [s(∑
j∈S

tj+∑
j∈S

αj)], e ([sα], [αN]) ⋅ m)

m =
𝖼𝗍3 ⋅ e(𝖼𝗍1, [tiαN+1−i] ⋅ ∏j∈S,j≠i [tjα

N+1−i] ⋅ ∏j∈,j≠i [α
N+1−i+j])

e(𝖼𝗍2, [αN+1−i])
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• Then for any :S** ⊆ S*

   =   𝖼𝗍 = ([s], [s ∑
j∈S**

(tj + αj)], e ([sα], [αN]) ⋅ m) ([s], [s ∑
j∈S**

t̃j], e ([sα], [αN]) ⋅ m)

BDHE assumption [BGW05]

Given  (where ): 
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[sαN+1]T ≈c R



14/20

Our first DBE construction

More in the paper

★ Malicious keys registration: pairing checks


★  number of key updates updates [GHMRS18]


★ Adaptive security in the RO model [GW09]

log(N)
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Our first DBE construction

Concrete Efficiency

For the BLS12-381 curve and  users:

• 

• 

• 

• 

• 

• 

• 

•  

N = 1024
|𝖼𝗋𝗌 | = 288KB
|𝗉𝗄j | = 191.9KB
|𝗌𝗄j | = 0.19KB
|BB | = 191.9MB
|Encryptor | = 96KB
|Decryptor | = 95.1KB
|𝖼𝗍 | = 13KB
#Decryptor updates = 10
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Our first DBE construction

Summary

★ Start from [BGW05].


★ ‘Distribute’ it ➜ the way keys are generated.


★ Apply the [GHMRS18] transformation for logarithmic updates.


★ Use the pairing to define  for malicious key registration.


★ Use [GW09] to achieve adaptive security.


➡ Concretely efficient DBE from Bilinear Groups.

𝗂𝗌𝖵𝖺𝗅𝗂𝖽
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Our second DBE construction

Summary

★ Start from [GKW18].


★ ‘Distribute’ it ➜ the way keys are generated.


★ Apply the [GHMRS18] transformation for logarithmic updates.


★ Use the pairing to define  for malicious key registration.


★ Use [GW09] to achieve adaptive security. Adaptive Security directly via DSEM.


➡ Concretely efficient DBE from Bilinear Groups from k-Lin (SXDH for k=1).

𝗂𝗌𝖵𝖺𝗅𝗂𝖽
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Efficiency Comparison with traditional BE

The cost of ‘distributing’

Distributed Security |Enc| |Dec| |ct| |BB| #updates
BGW05 No Selective O(N) O(N) 3 — —

WQZD10 Yes Selective O(N2) O(N2) 3 O(N3) log(N)/N
Constr. 1 Yes Selective O(N) O(N) 3log(N)/3 O(N2) log(N)/N
Constr. 1 Yes Adaptive O(N) O(N) 6log(N)/6 O(N2) log(N)/N

From BDHE:

Distributed Security |Enc| |Dec| |ct| |BB| #updates

GKW18 No Adaptive O(N) O(N) 4 — —

Constr. 2 Yes Adaptive O(N) O(N) 4log(N)/4 O(N2) log(N)/N

From k-Lin (k=1):

Conclusion: Trade the trusted authority for an O(N2)-BB
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CRS vs Private Key Generator

Levels of trust:

PKG > structured CRS > Updatable CRS > Transparent CRS > No CRS

Our first 
Construction

Our second 
Construction

Traditional BE
[WQZD10]


[BZ14]

Concurrent work:

[FFW23]
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Summary & Open Problems

Open problems:

• DBE from Lattices.

• Optimal ( ) parameters for DBE.


• Efficient DBE with trasparent setup.

• Sublinear |Decryptor|, |Encryptor|, subquadratic |BB| ➜ very important for messaging.

• Anonymous DBE ➜ Meta-data hiding!

𝗉𝗈𝗅𝗒𝗅𝗈𝗀(N)

What was there:

❖ [WQZD10] definition, (inefficient) construction from Pairings, (without a formal proof).

❖ [BZ14] definition, construction from iO.


What we did:

★ Enriched definition, two simple and practical constructions from Pairings.

Thank you!ePrint: https://eprint.iacr.org/2023/874

https://eprint.iacr.org/2023/874.pdf

