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Differential Cryptanalysis
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@ Proposed by [BS,Crypto'91]
@ Probability: Ay — As

@ Traditionally studied using statistical
method

o Probability: Ag — Ay with pg
o Probability: Ay — Ag with py
o Probability: p = pop1
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Linear Cryptanalysis

Xo Ty
f €0 @ Proposed by [Mat,Eurocypt'93]
@ Correlation: T'g — I’y
X, I, @ Traditionally studied using statistical
method
¢ o Correlation: T'yg — I'7 with ¢
o Correlation: T'; — I'y with €;
f €1 o Correlation: € = €gey
Xs Iy
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Differential-Linear Cryptanalysis

Xo @ X, =N

Eo | f f P @ Proposed by [LH,Crypto'94]
@ Cor.: T'ay(Xo® X4) w/ Xo @ X} = Ay

;L @ Traditionally studied using statistical
X & X o=AT 2-phase method
J (Assume I'1 Ay = 0) o E = El ° EO
Probability: Ay — Ay with p

[+
o) ¥ f c o Correlation: T'y — I's with ¢
o DL correlation: pe?
X, b X, Iy
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Higher-Order Differential-Linear Cryptanalysis

@ Proposed by [BDK,FSE'05]

@ Cor.: I’y (B X2) with Xy, X{, ... being a
HD structure

LN S S
p @ Traditionally studied using statistical
2-phase method

E - E1 o EO

Probability of HD of Ey is p
Correlation: T'y — I's with ¢
Correlation of HDL: pe2’

Xo X§ X§  X{'structure

X190 X X/ X/"=A1T1

(Assume A =0)

nHpY

Xo® X0 X XY =AsTy
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Higher-Order Differential-Linear Cryptanalysis

@ Proposed by [BDK,FSE'05]

@ Cor.: I’y (B X2) with Xy, X{, ... being a
HD structure

L A A
p @ Traditionally studied using statistical
2-phase method

E = E1 o EO
Probability of HD of Ey is p

Xo X§ X§  X{'structure

X190 X X/ X/"=A1T1

]
]

(Assume ria;=0) e Correlation: T'y — I'y with €
o Correlation of HDL: pe2"

nHpY

Xo® X,® XY@ XY =A T, © No method for a probabilistic HD

@ If e < 1, HDL correlation goes to zero
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Algebraic Transitional Form

Xo @ X, =4

Eo | f f p @ Proposed by [LLL,Crypto'21]
J t @ An algebraic perspective
X X =A I e DL cor. = cor. of I'y(X2 & X3)
¢ (Assume I'1 Ay = 0)
Ey | f f €
X b X, I
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Algebraic Transitional Form

Xo ©® l‘AQ

@ Proposed by [LLL,Crypto'21]

@ An algebraic perspective
o DL cor. = cor. of I'y(Xs & X})

Xo ® zAy
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Algebraic Transitional Form

Xo ©® l‘AQ

@ Proposed by [LLL,Crypto'21]
@ An algebraic perspective
o DL cor. = cor. of I'y(Xs & X})

@ The form of output difference can be
¢ derived from a recursive method

e X1,A; are functions of X

o I'y(Xo @ X)) is a function of X, Ay

Xo ® zAy
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Contributions

@ HATF: to generalize the ATF to the higher-order case

o HATF can predict the probabilistic bias of a HDL approximation
o New distinguishers/key-recovery attacks on Ascon and Xoodyak

@ DSF: to linearize Ascon permutation

o Improved zero-sum distinguishers for Ascon permutations
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HDL Cryptanalysis from an Algebraic Perspective

HD of a Boolean function [Lai, 1994]

f :F% — Fy and an (*"-order input difference A = (Ay,...,Ay_1) for a certain
input X € F3. The £*" derivative of f is calculated as

DafX)= & fla

acX Pspan(A)
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HDL Cryptanalysis from an Algebraic Perspective

HD of a Boolean function [Lai, 1994]

f:F% — Fy and an ¢*"-order input difference A = (Ay,...,A,_1) for a certain
input X € F3. The £*" derivative of f is calculated as

DafX)= & fla

acX Pspan(A)

Prop. (Algebraic Perspective on HD/HDL)
Let

M :F5 — X @ span(A)
(:L'o,xl, c ,.’L'gfl) — X ®x0Ao D - Dap_1Ar_1 £ X d A
We have

Daf(X)= P f(X oxA) = Do f(X ®zA)
zEFY
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HDL Cryptanalysis from an Algebraic Perspective

HD of a Boolean function [Lai, 1994]

f:F% — Fy and an ¢*"-order input difference A = (Ay,...,A,_1) for a certain
input X € F3. The £*" derivative of f is calculated as

DafX)= & fla

acX Pspan(A)

Prop. (Algebraic Perspective on HD/HDL)
Let

M :F5 — X @ span(A)
(:L'o,xl, c ,.’L'gfl) — X ®x0Ao D - Dap_1Ar_1 £ X d A
We have

Daf(X)= P f(X oxA) = Do f(X ®zA)
zEFY

Expression of HD: Coe (f(X ® zA), x)

Revisiting Higher-Order Differential-Linear Attacks from an Algebraic Perspective



Higher-Order Algebraic Transitional Form

Iterative Cipher

Ciphers are iterative composed of simple round functions
E:ER_loER_QO'-'EloE(), ETFEL%FQL

We can construct the expression of HD in an iterative method
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Construction of Higher-Order Algebraic Transitional Form

Write X D A as @uG]Fg auwui

X, u=0
Qy =90, u=c¢;

0, otherwise

Input

MO

PIOIOK

0 0 0
ag‘f 2] ag,>ato 2] agg)m
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Construction of Higher-Order Algebraic Transitional Form

Apply E, to @uewg ol g

(r+1) v“_ | () pou
@au x " @au T

uelFs uel}

Input Round 1

0 0 0)
aly) @ 'z @ afg'm, afy @ o)z @ afy)m © ol wom
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Construction of Higher-Order Algebraic Transitional Form

agf'H) is a function of a,(f)

o"t) = Coe | E, @a,(f)w“ "
u€Fs

Input Round 1

o 0 o
ald @ allzo ® 0Pz, o) @ alPzo ® alda1 ® P a0z
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Construction of Higher-Order Algebraic Transitional Form

Connecting all round functions, we obtain HATF of E,

E=Ep 10Eps0-0&, & ([FN2 = (FH

Input Round 1 Round 2 Round R

(R)\
Vo,
=

(RN
Vor,
=

(R)\

0 0 0 1 1 1 2! 2) 2) 2]
o ©ar @l o) 0aleo0allu aeon o @ a0 ®aler 00 men of® 6 0Pz ® alPzy & alPaor:
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Construction of Higher-Order Algebraic Transitional Form

Time complexity of constructing the HATF:

e Dominated by the calculations of ANFs round by round
e Most time-consuming step is to calculate the d-degree monomials for
P ) pu
u€eFs “u
o 24¢ multiplications/additions
o Final time Comp|exity: O(2d[) (detailed analysis can be found in the paper)
Input Round 1 Round 2 Round R
off
i
--------- ’ ’TE\
\ﬂ_m/
o
ald) @ afzo ® alde, ol @ afiz0 © afym @ aflror o)) @ affeo © a1 @ afPwent ol @ oz & oo & ol oz
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Computing the Bias of HDL

Lemma (LLL, Crypto'21)

Assume the bias of xg, 1, ..

.y Tp_1 are €y, €1,...,€,_1, respectively.

Bas(f) = 3. H( >_%

Z0,%1y--+3Tn—1
st.f(20s.-sTn—1)=0

@ Time complexity is exponential in the number of variables in the ANF

@ The number of variables is at most d x 2¢

. . . ) 14
@ Final time compleX|ty: O(2£+[1><2 ) (detailed analysis can be found in the paper)
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Reduce the Complexity for Primitives with Quadratic Round

Functions

@ Primitives with quadratic round functions are more and more popular

@ Higher-order differential related attacks are one of the main threats

Quadratic Boolean function can be transformed into a disjoint form [JA, 1977]

f = Tox1 + T2x3 (\/)
f=woz1 +xoz2 (X)
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Reduce the Complexity for Primitives with Quadratic Round

Functions

@ Primitives with quadratic round functions are more and more popular

@ Higher-order differential related attacks are one of the main threats

Quadratic Boolean function can be transformed into a disjoint form [JA, 1977]

f=xox1 +.’L‘0.7J2(><) — f= 31‘0(.%‘1 aF .’L‘2> E) 7= totl(\/)
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Reduce the Complexity for Primitives with Quadratic Round
Functions

A quicker method

@ Apply a linear substitution to all the variables to make f be disjoint

f=goM(xo,x1,...,Zn1)

@ Compute the correlation of new variables by Piling-up lemma
Y=20Dr1DT2D---

@ Compute the correlation of each individual part
g=xor1 +x0+x1+1

@ Compute the correlation of f

f=90®091Dge---
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Reduce the Complexity for Primitives with Quadratic Round
Functions

A quicker method

@ The variable substitution is the most time-consuming: O(n>#%)

(n is the number of variables)
@ The number of variables in an ANF is 2 x 2¢

@ Final time complexity: O(235¢)
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Assumption Made for the Method

@ The construction of HATF does not require assumptions

@ The calculation of bias of variables requires the variables to be independent

Trouble and Solution

@ If a variable is linear, then it is more risky not to be independent

o V[i] = alio] @ af ] © - -
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Assumption Made for the Method

@ The construction of HATF does not require assumptions

@ The calculation of bias of variables requires the variables to be independent

Trouble and Solution

@ If a variable is linear, then it is more risky not to be independent

Not introduce new variables
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Assumption Made for the Method

@ The construction of HATF does not require assumptions

@ The calculation of bias of variables requires the variables to be independent

Trouble and Solution

o Different bits of al!’ can be highly related

oDl = o [j] or o] = af[j] +1
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Assumption Made for the Method

@ The construction of HATF does not require assumptions

@ The calculation of bias of variables requires the variables to be independent

Trouble and Solution

o Different bits of al!’ can be highly related

al![i] can be represented by a{!’[j]
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Precision of HATF

Some curves for 2nd order HDL

Bias

of 4-round Ascon initialization

— Theoretical
—— Experimental

— Theoretical
—— Experimental
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Precision of HATF

Curve of one 2t"-order HDL for 4-round Ascon initialization
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Precision of HATF

Some curves for 2nd order HDL of 5-round Ascon initialization:

— Theoretical — Theoretical ‘
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Precision of HATF

Curve of one 2™%-order HDL for 5-round Ascon initialization
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Precision of HATF

Some curves for 3rd to 8th order HDL of 5-round Ascon initialization:
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Precision of HATF

Curve of one 8t"-order HDL for 5-round Ascon initialization
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Precision of HATF

Discussion on Precision

@ HATF CANNOT provide any upper/lower bound for HDL biases

@ Quite precise to predict biased bits
@ When the reported bias is high, the real bias is also high

@ We have not observed any counterexamples during our experiments
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Results for Ascon initialization

Primitive Round Order Bias Method Reference
Expr. Theory
2-20 Classical [DEMS, CT-RSA'15]
4 15t 92 25 DLCT [BDKW, Eurocrypt'19]
2-2.365 ATF [LLL, Crypto'21]
2-2.09 HATF Here
Ascon Init. gnd  9-1  9-1 HATF Here
1st 9-9 - Experimental  [DEMS, CT-RSA'15]
2-10 HATF Here
5
gnd  276.60 2-7.05 HATF Here
gth 27335 2-4.73 HATF Here
6 3rd 27224 2725974 HATF Here

1 This bias holds when 24 conditions are satisfied
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Primitive Round Order Bias Method Reference
Expr. Theory
9—9.7 - Experimental [DW, SAC'22]
15t 2-9.67 HATF Here
. _ - Experimental [DW, SAC'22]
Xoodyak Init. —2—5.36
codvar it 2 —276.0  HATF Here
gnd 27572 2-5.72 HATF Here
4th 92—l 2-1 HATF Here
5 and - 2745 HATF Here
4 - 2-1 2-1 Rot. DL [LSL, Eurocrypt'21]
Xoodoo qth - 2-1 271 HATF Here
5 grd 27879  2-8.96 HATF Here

Revisiting Higher-Order Differential-Linear Attacks from an Algebraic Perspective



Contents

e Differential Supporting Function

Revisiting Higher-Order Differential-Linear Attacks from an Algebraic Perspective



Differential Supporting Function

We know:

Daf(X)= P f(X @A) =D f(X @ zA)

mG]FZ
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Differential Supporting Function

We know:

Daf(X)= P f(X @A) =D f(X @ zA)

mG]FZ

@ X and A are parameters

@ With X and A being properly chosen, D, f(X @ xA) can be made simpler
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DSF on Ascon Permutation

Zo
x1

Z2
3

Ty

@ Intuition: Let all Sboxes have the same X + zA
@ 32 x 31 = 992 choices

@ Evaluate the algebraic degree of r-round Ascon with X = X% A = A64
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DSF on Ascon Permutation

(X.A (0x6,0x13), (0xa, 0x13), (0xc, 0x17), (0xf, 0x18),
’ (0x15,0x13), (0x17, 0x18), (0x19, 0x13), (0x1b, 0x17)

Upper bounds on the algebraic degree

Round r
S(r) [0] S(r) [1] S(r) 2] S(r) 3] S(r) [4]
4 3 3 2 2 3
5 6 5 5 6 6
6 11 11 12 12 11
7 23 24 23 23 22
8 47 47 45 46 47
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Improved Zero-Sum Results for Ascon Permutation

New zero-sum distinguishers on Ascon permutation:

Type Rnd Data(log) Time (log) Method Reference
130 130 Integral  [Todo, Eurocrypt'15]

From Start 8 48 48 HD Here
Best 11 315 315 Integral  [Todo, Eurocrypt'15]
. . 130 130 Zero-Sum  [Todo, Eurocrypt'15]
Inside-outside 12 55 55 Zero-Sum Here

Discussion on the new zero-sum distinguishers

@ The inputs (outputs) are fixed, so they are different from/weaker than the
previous zero-sum distinguishers (derived from division property)

@ More information is captured
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Conclusion

@ A generalization of the algebraic perspective on DL to HDL cases
@ The first theoretical method for a probabilistic HDL distinguisher: HATF

@ Improved distinguishers/key-recovery attacks for some round-reduced Ascon
and Xoodyak

@ A systematic method for linearization and finding zero-sum distinguishers for
Ascon: DSF
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Conclusion

@ A generalization of the algebraic perspective on DL to HDL cases
@ The first theoretical method for a probabilistic HDL distinguisher: HATF

@ Improved distinguishers/key-recovery attacks for some round-reduced Ascon
and Xoodyak

@ A systematic method for linearization and finding zero-sum distinguishers for
Ascon: DSF

Thank Youl
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