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Lattices are a popular choice for post-quantum cryptography.
2 popular generic attacks:

o Sieving (faster, but exponential space).
o Enumeration (slower, but polynomial space).

Most literature is about asymptotics.

Our work: concrete quantum look.
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History of Work

[Bell3] Belovs’s quantum walk
[AK17, Mon18] Quantum tree backtracking algorithm

[ADPS16, ABB+ 17, Quantum Enumeration is mentioned
PLP16]

[ANS18] Presenting quantum lattice enumeration and
its variations are discussed at a high level
without going into detail about quantum cir-
cuits and resource estimates

Proposed a concrete implementation of Montanaro's algorithm for lattice
enumeration, and its circuit resource estimates.
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Quantum Algorithms

o Paper: gate level.
o This talk: overview.

@ Quantum computers use quantum bits, qubits.

@ We interact with qubits using quantum gates.
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Quantum Algorithms

Paper: gate level.

This talk: overview.

Quantum computers use quantum bits, qubits.
More qubits — bigger quantum computer required.

We interact with qubits using quantum gates.

Quantum efficiency: T-gates or T-depth.
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Naive tree search

Our problem can be modelled as a tree.

R
AERNATA

Where the green node corresponds to the shortest vector —3b1 + 2by + bs.

Bai, van Hoof, Johnson, Lange and Ngo Concrete Quantum Enumeration 6 December 2023 6/20



Backtracking: idea

We need to find some way to reduce the number of nodes in the tree.
/ ”
b2 \
/ y
b1

At each level call an oracle/predicate, this is called backtracking.
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Quantum backtracking

Montanaro ‘18: split the tree into odd and even distance from the root.

Bai, van Hoof, Johnson, Lange and Ngo Concrete Quantum Enumeration 6 December 2023 8/20



Quantum backtracking

Montanaro ‘18: split the tree into odd and even distance from the root.
Each step consists of going over the even distance nodes and their children.

Bai, van Hoof, Johnson, Lange and Ngo Concrete Quantum Enumeration 6 December 2023 8/20



Quantum backtracking

Montanaro ‘18: split the tree into odd and even distance from the root.
Each step consists of going over the even distance nodes and their children.
And going over the odd distance nodes and their children (and the root).

Q
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Quantum backtracking

Montanaro ‘18: split the tree into odd and even distance from the root.
Each step consists of going over the even distance nodes and their children.
And going over the odd distance nodes and their children (and the root).
Part of our paper: circuit level implementation of this step, called Rz Rj4.
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Overall Circuit

Montanaro's algorithm uses the phase estimation of the operator
U = RgRj on the root of the substrees to detect a marked solution

0) —{H]
\oHE QFT

r) ——— U?° U2 urt |r)

Figure: General circuit for phase estimation where U := RgRa.
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Our circuit design and its resource estimation
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Overall Picture

The circuit design contains two main components
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Overall Picture

The circuit design contains two main components

U= RgRa U: Quantum walk operator
P: Ensuring if the walk is correct

The predicate P will ensure the coefficients v; satisfy

Z Z“’J Vi) |b”‘||2<R2

Jj>n+l1—1 i>j

where R, uj;, ||b} || are precomputed classically.
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Predicate Design in a nutshell
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Predicate Design in a nutshell
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Figure: Components in the predicate circuit
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o Floating point precision for the enumeration:
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Overall Circuit Design - Requirements

n: dim(£) d: maximum degree of the tree  B: bound of coefficients ]

o Floating point precision for the enumeration:
o We assume that p; j, ||bj|| have similar magnitudes
e The precision for enumeration is p’ ~ 0.3n. The overall precision
p~4p +4log B+ log’n+T7logn
e Bounds:
o We know T < n"/(2e+o(n)

o Better when the basis is preprocessed, e.g., in HKZ-reduced basis
d ~ n(ln n)/4
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Our results
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Our results

n: dim(£) d: maximum degree of the tree  B: bound of coefficients ]

Overall Resource Estimates

— T-depth —

32v/Th - [16np(|og B +2log n+ p®158) + O(nlog B) + 82 log(d/T ) + 4d? log d + 0(d2)}
— T-size —

32v7Tn- [8(d +1)(14pr2(B + 1) + O(n?B)) + 842 log(d/T 1) + 16d% log d + 0(d2)]
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Our results

n: dim(£) d: maximum degree of the tree  B: bound of coefficients )

Practical Parameters

For cryptographic size n (e.g., n £ 400), it's reasonable to model
d=n,B~n?p<3n,log(T)~ cnlogn
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Practical Parameters

For cryptographic size n (e.g., n £ 400), it's reasonable to model
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Our results

n: dim(£) d: maximum degree of the tree  B: bound of coefficients )

Practical Parameters

For cryptographic size n (e.g., n £ 400), it's reasonable to model
d=n,B~n?p<3n,log(T)~ cnlogn

T-depth: (128cn3 log n + O(n2.158))\/ﬂ

T-size: (10752n° + O(n®))V'Thn
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Heuristic 1: d = n, B
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Figure: Bounds d and B, based on solved SVP Challenges.
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Heuristic 2 - Bound B = n?

1.20 | —_— Fitted line of simulation
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Figure: Bound B, based on BKZ experiments and simulations.
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Heuristic 3 - p;; have similar magnitude
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Figure: Experiments on the bound for u; j in LLL/BKZ reduced basis.
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@ Can we make the phase estimation process parallel to reduce the
depth?
@ What are the resource estimates for extreme pruning?

¢
Y

N )

A\

x

The oracle receives questions now.
Do you have any questions?
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