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NIZK

Let L be an NP language associated with an NP relation R. A
non-interactive zero-knowledge proof (NIZK) for L consists of a
tuple of three efficient algorithms NIZK = (Setup,Prove,Verify).

• Completeness
• Soundness: x ̸∈ L, the

verifier would not accept
π.

• Zero knowledge: except
for the fact of the truth
of the statement, the
verifier cannot know any
information about the
witness from the
accepting proof.

Figure 1: NIZK in the CRS model
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Our goal

Figure 2: Non-interactive zero-knowledge functional proofs (fNIZKs)

⋆ In addition to verifying the truth of the statement, the verifier
can also gain insights into certain functions of the witness using
a secret key provided by the prover.4 / 29



Applications of fNIZK

Applications: supervision, blockchain-based auction systems,
anonymous attribute-based credential ...

Figure 3: Supervision for anti-money laundering
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Contributions

We initiate the study of fNIZK. The specific contributions are
outlined as follows:

1 We present a formal definition and security notions of
non-interactive zero-knowledge functional proof (fNIZK).

2 We provide a generic construction of fNIZK for any NP
relation R, which enables the prover to share any function of
the witness with a verifier.

3 For a widely-used relation about set membership proof
(implying range proof), we construct a concrete and efficient
fNIZK, called set membership functional proof (fSMP).
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Syntax

A non-interactive zero-knowledge functional proof (fNIZK proof)
for LR, F, T and P consists of a tuple of seven efficient algorithms
fNIZK = (Setup,UKGen,FKGen,CheckKey,Prove,Verify,Extract).
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Security I: Completeness

The security properties of fNIZK contains completeness, functional
knowledge, adaptive soundness and zero knowledge.
Completeness. For any (x,w) ∈ R, any f ∈ F, any τp ∈ T and
any τf ∈ T ∪ {∗},

Pr

 crs← Setup(1λ)
(pk, sk)← UKGen(crs)
π ← Prove(crs, pk, τp, x,w)

: Verify(crs, pk, x, π) = 1

 ≥ 1− negl(λ),

Pr

 crs← Setup(1λ)
(pk, sk)← UKGen(crs)
skf ,τf ← FKGen(crs, pk, sk, f , τf)

: CheckKey(crs, pk, f , τf, skf ,τf ) = 1


≥ 1− negl(λ),

Pr


crs← Setup(1λ)
(pk, sk)← UKGen(crs)
skf ,τf ← FKGen(crs, pk, sk, f , τf)
π ← Prove(crs, pk, τp, x,w)

:Extract(crs, x, π, skf ,τf ) = f (w)

∣∣∣∣∣P(τp, τf) = 1


≥ 1− negl(λ).
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Security II: Functional knowledge and Adaptive soundness

Functional knowledge. For any PPT adversary A,

Pr



crs← Setup(1λ), (pk, sk)← UKGen(crs)
(π, x, f , τf, skf ,τf )← A(crs, pk, sk)

s.t. (x ∈ LR) ∧ (f ∈ F) ∧ τf ∈ (T ∪ {∗})
∧ (Verify(crs, pk, x, π) = 1)
∧ (CheckKey(crs, pk, f , τf, skf ,τf ) = 1)
∧ (P(Extτ (π), τf) = 1)

y ← Extract(crs, x, π, skf ,τf )

: ∃ w ∈ W, s.t.
((x,w) ∈ R)
∧(y = f (w))


≥ 1− negl(λ).

Adaptive soundness. For any computationally unbounded
adversary A,

Pr

[
crs← Setup(1λ)
(pk, x, π)← A(crs) : x ̸∈ LR

∧ Verify(crs, pk, x, π) = 1

]
≤ negl(λ).

10 / 29



Security III: Zero knowledge

Zero knowledge. ∀ PPT adversary A, ∃ Sim:∣∣Pr[ExpRealzk
fNIZK,A,n(λ) = 1]−Pr[ExpIdealzk

fNIZK,A,Sim,n(λ) = 1]
∣∣ ≤ negl(λ).

ExpRealzk
fNIZK,A,n(λ):

crs← Setup(1λ), W := ∅, Q := ∅
((pki , ski)← UKGen(crs))i∈[n]

(Ucor, stA1 )← A1(crs, (pki)i∈[n])

s.t. Ucor ⊂ [n]

(i∗, τp, x, w, w′, stA2 )← AOFKGen(·)
2 ((ski)i∈Ucor , stA1 )

s.t. (i∗ /∈ Ucor) ∧ ((x, w) ∈ R)
∧(∀(i∗, f ′, τ ′

f) ∈ Q satisfying P(τp, τ
′
f) = 1,

f ′(w) = f ′(w′))
W := {i∗, τp, w, w′}
π ← Prove(crs, pki∗ , τp, x, w)

Return b← AOFKGen(·)
3 (π, stA2 )

OFKGen(i′, f ′, τ ′
f):

If W ̸= ∅:
Parse W = {i∗, τp, w, w′}
If (i′ = i∗) ∧ (P(τp, τ

′
f) = 1) ∧ (f ′(w) ̸= f ′(w′)):

Return ⊥
Q := Q ∪ {(i′, f ′, τ ′

f)}
Return ski′,f ′,τ′

f
← FKGen(crs, pki′ , ski′ , f ′, τ ′

f)

ExpIdealzk
fNIZK,A,Sim,n(λ):

(crs, stSim)← Sim1(1λ), ...
... (same to the right)
...
...
...
...
...
...
...
...
...
π ← Sim2(crs, pki∗ , τp, x, w′, stSim)
...

OFKGen(i′, f ′, τ ′
f):

...

...

...

...

...

...

Figure 4: Games for defining zero knowledge property for fNIZK11 / 29



NIZK Π deduced by fNIZK

Specifically, for a fNIZK scheme fNIZK = (Setup,UKGen,FKGen,
CheckKey,Prove,Verify,Extract), consider a non-interactive proof
scheme Π = (Π.Setup,Π.Prove, Π.Verify) as in Fig. 5.

Π.Setup(1λ):
crs← Setup(1λ)
(pk, sk)← UKGen(crs)
Return crszk = (crs, pk)

Π.Prove(crszk, x,w):
τp ← T
π ← Prove(crs, pk, τp, x,w)
Return π

Π.Verify(crszk, x, π):
b← Verify(crs, pk, x, π)
Return b

Figure 5: NIZK Π deduced by fNIZK

Theorem 1
If fNIZK is a fNIZK scheme for an NP language LR, a function
family F, a label space T and a predicate function P, then Π is a
NIZK scheme for LR.
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Building blocks I

We want to construct a fNIZK for a general function family F such
that

Extract(crs, x, π, skf ,τf) = f (w) when P(τp, τf) = 1.

(1) Function family (F ⇒ F̂). We define a function family F̂ as
follows: a function f̂ (with domain W × T ) belongs to F̂, if and
only if there exists (f , τf) ∈ F× (T ∪ {∗}) satisfying

f̂ (w, τp) =

{
f (w) if P(τp, τf) = 1
⊥ if P(τp, τf) = 0

(2) FE for F̂. Let FE = (FE.Setup,FE.KGen,FE.Enc,FE.Dec) be
a functional encryption scheme for F̂ on message space
M = W × T .
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Building blocks II

(3) NIZK for Rct and Rk. Consider the following two NP
relations

Rct = {((τp, x,mpk, c), (w, renc)) : (x,w) ∈ R ∧ FE.Enc(mpk, (w, τp); renc) = c},

Rk = {((mpk, f̂f ,τf , skf̂f ,τf
), (msk, rkg)) : FE.KGen(mpk,msk, f̂f ,τf ; rkg) = skf̂f ,τf

},

where
• Rct: (x,w) ∈ R and c is a well-formed ciphertext for w.
• Rk: skf̂f ,τf

is a well-formed secret key for function f̂f ,τf .

As stated in [FLS99], we can construct NIZKs for any NP
language. Therefore, we can construct two NIZK schemes,
NIZKRct = (NIZKRct .Setup,NIZKRct .Prove,NIZKRct .Verify) and
NIZKRk = (NIZKRk .Setup, NIZKRk .Prove,NIZKRk .Verify), for
LRct and LRk , respectively.
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Construction

The generic construction of fNIZK proof fNIZK = (Setup,UKGen,
FKGen,CheckKey,Prove,Verify,Extract)

Setup(1λ):
crsRct ← NIZKRct .Setup(1λ)

crsRk ← NIZKRk .Setup(1λ)

Return crs := (crsRct , crsRk )

Prove(crs, pk, τp, x, w):
renc ← RSFE.Enc, c ← FE.Enc(pk, (w, τp); renc)
ΠRct ← NIZKRct .Prove(crsRct , (τp, x, pk, c), (w, renc))
Return π := (τp,ΠRct , c)

Verify(crs, pk, x, π):
Parse π = (τp,ΠRct , c)
Return b← NIZKRct .Verify(crsRct , (τp, x, pk, c),ΠRct )

Extract(crs, x, π, skf ,τf ):
Parse π = (τp,ΠRct , c), skf ,τf = (skf̂f ,τf

,ΠRk )

Return y ← FE.Dec(c, skf̂f ,τf
)

UKGen(crs):
(mpk, msk)← FE.Setup(1λ)
Return (pk = mpk, sk = msk)

FKGen(crs, pk, sk, f , τf):
rkg ← RSFE.KGen
skf̂f ,τf

← FE.KGen(pk, sk, f̂f ,τf ; rkg)

ΠRk ← NIZKRk .Prove(crsRk , (pk, f̂f ,τf ,

skf̂f ,τf
), (sk, rkg))

Return skf ,τf := (skf̂f ,τf
,ΠRk )

CheckKey(crs, pk, f , τf, skf ,τf ):
Parse skf ,τf = (skf̂f ,τf

,ΠRk )

b← NIZKRk .Verify(crsRk , (pk, f̂f ,τf ,

skf̂f ,τf
),ΠRk )

Return b

Figure 6: Construction of fNIZK from FE, NIZKRct and NIZKRk
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Security analysis

Theorem 2

(Informal) The construction fNIZK in Fig. 6 satisfies completeness,
functional knowledge, adaptive soundness and zero knowledge.

Please refer to the proof for Theorem 2 in our paper [ZLH+23].
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SMP

Relation for SMP. Following the definition of [CCS08], the
relation about set membership is

Rsm = {((com,Φ), (w, rcom)) : com = Com(pp,w; rcom) ∧ w ∈ Φ},

where pp is the public parameter of the commitment scheme in
the relation, com is the commitment to the message w, rcom
denotes the internal randomness, and Φ represents a set.

Why SMP? Set membership proofs (SMPs) [CCS08] are widely
utilized as building blocks in various cryptographic schemes such as
anonymous credentials [CL01, TG20], Zcash [SCG+14], and e-cash
[CHL05]. Thus, we construct a fNIZK scheme for the relation
about set membership proof, we call it set membership functional
proof (fSMP).
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fSMP

In fSMP, prover outputs a proof associated with label τp to
demonstrate that the committed value w ∈ Φ, and a verifier with a
secret functional key for (ΦSf , τf) can additionally check whether
w ∈ ΦSf or not from the proof, when P(τp, τf) = 1.20 / 29



Building block: SME

A set membership encryption (SME) scheme SME (with set of
size l = poly(λ)) for message set W, label space T and predicate
P contains five algorithms

SME = (Setup,KGen,CheckKey,Enc,Query).

Security properties:
• Correctness;
• IND security;
• Supporting Sigma

protocols, if ∃ an
Σ-protocol for Rc.

Rc = {((τp, c, pk,Φ), (w, renc)) : c = Enc(pk,Φ, τp,w; renc)}.
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Building block: Commitment

Commitment. We require that the commitment scheme

Commit = (Commit.Setup,Commit.Com,Commit.Dec)

also supports Sigma protocols. In other words, there exists an
efficient Sigma protocol to prove com = Com(pp,w; rcom) with
statement com and witness (w, rcom). One example that satisfies
our requirements is Pedersen commitment [Ped91], which we can
prove by Okamoto’s Sigma protocol [Oka95].

R̃sm = {((τp, com, c, pk,Φ),(w, rcom, renc)) : com = Commit.Com(pp,w; rcom)

∧ c = SME.Enc(pk,Φ, τp,w; renc)}

A NIZK for R̃sm. Since both SME and commitment scheme
support Sigma protocols, then a Sigma protocol for R̃sm can be
constructed by the composition of Sigma protocols [BS23]. Thus,
a NIZK can be obtained by applying Fiat-Shamir transform [FS86].22 / 29



Function family for fSMP

We define the function family F as follows.
Each function f ∈ F indicates a set Sf ⊂ [l], such that for any
x = (com,Φ = {w1, · · · ,wl}) and any wx = (w, rcom),

f (w) =


1 if w ∈ ΦSf

0 if w ∈ Φ \ ΦSf

⊥ otherwise
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Construction of fSMP from SME

Setup(1λ):
crsnizk ← NIZK.Setup(1λ)

pp← Commit.Setup(1λ)
Return crs := (crsnizk, pp)

UKGen(crs):
(pk, sk)← SME.Setup(1λ)
Return (pk, sk)

FKGen(crs, pk, sk, f , τf):
skSf ,τf ← SME.KGen(pk, sk, Sf , τf) �Sf ⊂ [l]
Return skf ,τf := skSf ,τf

CheckKey(crs, pk, f , τf, skf ,τf ):
b← SME.CheckKey(pk, Sf , τf, skf ,τf )
Return b

Prove(crs, pk, τp, x, wx):
Parse x = (com,Φ), wx = (w, rcom) �|Φ| = l
renc ← RSSME.Enc
c ← SME.Enc(pk,Φ, τp, w; renc)
πR̃sm

← NIZK.Prove(crsnizk, (τp, com, c, pk,Φ),

(w, rcom, renc))
Return π := (τp, πR̃sm

, c)

Verify(crs, pk, x, π):
Parse x = (com,Φ), π = (τp, πR̃sm

, c)
b← NIZK.Verify(crsnizk, (τp, com, c, pk,Φ), πR̃sm

)

Return b

Extract(crs, x, π, skf ,τf ):
Parse x = (com,Φ), π = (τp, πR̃sm

, c)
Return y ← SME.Query(c, skf ,τf )

Figure 7: Construction of fSMP from SME
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Security analysis

Theorem 3
(Informal) If the underlying SME is IND secure and supports
Sigma protocols, then fSMP satisfies completeness, functional
knowledge, adaptive soundness and zero knowledge.

Please refer to the proof for Theorem 3 in our paper [ZLH+23].
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Main idea: SME from dual IPE

Dual IPE. For vectors (x1, x2), (y1, y2) ∈ (Zp)
l1 × (Zp)

l2 , we
define a function DuIP : (Zp)

l1 × (Zp)
l2 × (Zp)

l1 × (Zp)
l2 → {0, 1}

as follows:

DuIP((x1, x2), (y1, y2)) =

{
0 if ⟨x1, y1⟩ = ⟨x2, y2⟩ = 0
1 otherwise

It is required to be payload-hiding and partial attribute-hiding (only
attribute-hiding for x1 and y1).

Then, we can achieve SME by encoding w and Φ into two vectors,
such that if w ∈ Φ, the inner product of the two vectors equals 0.

Finally, a concrete construction of dual IPE is presented in our
paper [ZLH+23]. Therefore, we can construct an efficient fSMP.
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