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1 Learning with Errors
» Encryption:
Encgm = (a,b=a-s+A-m+e)=c

» Decryption:
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1 Learning with Errors

Let ¢; = (ai, b;) be an encryption of m; under a single secret key sk
for every i. Then ¢; + co = (a1 + ag, by + by) where

bi+by=(ar-s+A-mi+e)+(az-s+ A -mg+e)
= (a1 +a1) s+ A(my+mz) +e1+ ez

Addition: Linear error growth, manageable
Multiplication: Exponential error growth, unmanageable
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1 Learning with Errors

Let ¢; = (ai, b;) be an encryption of m; under a single secret key sk
for every i. Then ¢; + co = (a1 + ag, by + by) where

bi+by=(ar-s+A-mi+e)+(az-s+ A -mg+e)
= (a1 +a1) s+ A(my+mz) +e1+ ez

Addition: Linear error growth, manageable
Multiplication: Exponential error growth, unmanageable

Bootstrapping: An algorithm to reduce the noise in a ciphertext
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1 Types of Bootstrapping
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2  Outline

@® Double-CRT RGSW
Initialization
The RGSW Scheme
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2 RLWE Packing

(LW, ) [EWE, () - - - (EWE, )

[ RLWE,(m, m,,...,m ) ]
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2 Ring GSW

Ring LWE:
» LWE, but over Rings.
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2 Ring GSW

Ring LWE:
> LWE, but over Rings.
> Allows encryption of a(X) € Rg, where

Rq = Zo[X]/(f(X)),

for some polynomial f(X)
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2 Ring GSW

Ring LWE:
> LWE, but over Rings.
> Allows encryption of a(X) € Rg, where

Rq = Zo[X]/(f(X)),

for some polynomial f(X)

Encryption: For a message m and secret key sk = s

EncstGSW(m) =lala-s+e]+m-G,

where G =L ®g, g= (B’ ...,B% 1) for BEN, d=1ogg(Q).
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2  Accumulator
Let ¢ = (b,a) = EnctWE(m)

ACC = Enc®W(T(x) - X?)
ACC = ACC - Enc®W(x i)
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2 Accumulator
Let ¢ = (b,a) = EnctWE(m)
ACC = Enc®W(T(x) - X?)
ACC = ACC - Enc®W (X )

Once done for all i:

ACC = EncS®W(T(X) - XAmte)
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2  Accumulator
Let ¢ = (b,a) = EnctWE(m)
ACC = Enc®W(T(x) - X?)
ACC = ACC - Enc®W (X )
Once done for all i:
ACC = EncS®W(T(X) - XAmte)

Well chosen test vector, T'(X), allows us to obtain:

ACC = EncS®W(A -m +¢)
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2 FFT/NTT Space
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Normal FFT
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2 FFT/NTT Space

(a,b,f)
—

Normal FFT

f(a,b)

— N
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2 Double-CRT Form

» RGSW over Rg = Zg/(XP + 1)
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2 Double-CRT Form

» RGSW over Rg = Zg/(XP?+1) ,p=1 mod 2N
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2 Double-CRT Form

» RGSW over Rg = Zg/(XP?+1) ,p=1 mod 2N

Double-CRT Form:
Theorem (Decomposition Theorem)
Let Q = H£:1 q; be a decomposition into primes, then

l

Rq = Za[X]/(f(X)) = [] Zq /(£ (X))

=1
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2 Double-CRT Form
Let a(X),b(X) € Rq, then for and a(X) = (ao, ..., an-1)

NTT,, (a(X) mod q1) aio - Alp-1
Mat(a(X)) = : =1 : - :
NTT,(a(X) mod gq) agp v Ap—1
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2 Double-CRT Form
Let a(X),b(X) € Rq, then for and a(X) = (ao, ..., an-1)

NTTy (a(X) mod q1) aio - Aip-1
Mat(a(X)) = ; N
NTT,(a(X) mod gq) app o Aup—1
Addition: Mat(a(X)) 4+ Mat(b(X)) = Mat(a(X) + b(X))

Multiplication: Mat(a(X)) ® Mat(b(X)) = Mat(a(X) - b(X))
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2 Double-CRT RGSW

Definition

Let @ = 1.1 () as in the Decomp. Theorem. Let d € N be the
"number of digits". Assume that d |l and let k =1[/d. Then, for

1 <4 < d, define the 'th "CRT Digit" as D; := H;"i(i—1)-k+1 gj such
that D; is a product of k consecutive primes. Let Q); = @)/D; and let
Q; = Q' mod D;. Then the scaled gadget matrix, G, is given by

7
Go=0L®Q1-Qi-al...,Qq Qa-aq)

where a; = o« mod D;.
Moreover, for any two polynomials, a(X),b(X), let

G31(a(X),b(X)) = (CRTp! b, (a),CRTLL 1 (B))

then it follows that G (a(X),b(X) - Go = (a(X),b(X)).
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2 Shrinking

Algorithm 2: Shrink ciphertext
Input: Ce 7%20‘”2 in double-CRT form, scaling factor «, CRT digits D4y, ..., Dg4, and k € Z such that
1<k<d
Output: C' € ﬁg,dfk)xz and new correction factor o’ € Z.
Complexity: 4- (d — k) - £ NTTs and O(k - £2 - p) multiplications on Zg,.
Noise growth: E — O(E/D® + VP S)
1 DX =Dy .. Dy
Q' :=Q/D®
C:= m(C) € ﬁzq(,dfk)xrz
for1<i<2-(d—k)do
L ci := ModSwtg_, o/ (row; (C))
Define C’ such that row;(C’) = c;.
B:=CRTp,.,...0,(DP, ..., D®))~  mod Q.
o :=a-f modQ
return C/, o

a A w N
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3  Outline

© Bootstrapping
Homomorphic Inverse NTT
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3 The Problem:

(a,b,f)
——-

Normal FFT

— —
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3 Homomorphic Inverse NTT

> a(X),b(X) € Zg[X]/(XP+1),p=1 mod 2N
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3 Homomorphic Inverse NTT

> a(X),b(X) € Zo[X]/(XP + 1),p=1 mod 2N
> 1) be the 2N'th root of unity, ¥ = (¢°,...,¢?N~1)
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3 Homomorphic Inverse NTT

> a(X),b(X) € Zo[X]/(XP + 1),p=1 mod 2N
> 1) be the 2N'th root of unity, ¥ = (¢°,...,¢?N~1)

Normally:

NTTH(NTT(a(X)ONTT(b(X))) = N-a(X)-b(X) mod (XN —1,q)
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3 Homomorphic Inverse NTT

> a(X),b(X) € Zo[X]/(XP +1),p=1 mod 2N
> 1) be the 2N'th root of unity, ¥ = (¢°,...,¢?N~1)

Normally:

NTTH(NTT(a(X)ONTT(b(X))) = N-a(X)-b(X) mod (XN —1,q)

Negacyclic Polynomial:

P LONTT HNTT(¢ ©a(X)) ©NTT (9 @ b(X))
=N-a(X) - b(X) mod (XP+1,q)
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3 Bootstrapping Algorithm

» Input:c; = EnciVE(m;) fori € {0,...,N — 1}
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3 Bootstrapping Algorithm

» Input:c; = EnciVE(my) for i € {0,..., N —1}

S
> Standard ciphertext packing method to obtain
¢ = EncF"WE(4(X),b(X))

Z
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3 Bootstrapping Algorithm

Algorithm 13: NTTDec, the homomorphic partial decryption
Input: Encryption ¢ € ﬁpLWEz(m, E(m>). Bootstrapping keys K; € ﬁQ GSW?(I - X% E), where
(20, ...,Znv-1) = NTT (%) © 2) € Z), and key-switching keys for all the Galois automorphims

X — X*. Vectors with powers of 2N-th root of unity ¢ in Z,, i.e., ¢ = (1/;0, .. ,wN’l) and
=0, pm Y

Output C; e RQGswd( SXeHATm B for 0 < i < N
Complexity: O (N cp-d? -Z) NTTs and O (NH'% cp-d-£? -p) products over Zg,
Noise growth: (E, Ex) — E” =0 ((\/& “D-p-|sl)”-ap-(E-|s|| + Ex-Vd- D))

1 Parse c as (a,b) € R2 where R, = Z,[X]/(XN +1)

2 (o, ., Gn-1) < P ONTT(a) ; > NTT(a) € Z}
3 (boy .y bv—1) < P ONTT(D) ; > NTT(b) € 2}
4 forie{l,...,n} do

5 K =1, (Ki) ; > K; ) RqGSWn [BIeE Xjaj'z',E)
6 KSpa, (o) (K4 5 > K; € RQGswd( S X TR
7 K, = X" . K, ; > Ki € RoGSWI(1 - Xbi=%%i 1)

8 (Co,.. Cno1) = NTT YKo, ..., Kn-1) ; > C; € RoGSWE(1 - Xeitami prry
b B =0 ((Va-D-p- s} - VN - (E'+ B))

rtized Bootstrapping Revisited KU LEUVEN




3 Bootstrapping Algorithm

> Message Extraction by standard means
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3 Bootstrapping Algorithm

> Message Extraction by standard means

» Qutput: cq,...,c, under secret key sk.
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4  Qutline

O Practical Results
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4 Relative Comparison

Scheme Total cost Messages | Amortized cost | Noise overhead
2014/816 O(n) 1 O(n) O(n'?)
2016/870 O(n) 1 O(n) O(n)
2018/532 || O(37 - n!*1/P) | O(n) O(3° - nt/r) O(n2t30)
This work | O(p - n'*1/e) O(n) O(p-n'/?) O(n'*r)

Table: Comparison of number of homomorphic operations and noise growth
of bootstrapping algorithms of different schemes based on worst-case lattice
problems with polynomial approximation factor. The notation O hides

polylogarithmic factors in n.
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4 Relative Comparison
Without shrinking With shrinking A
p N Exec. Time | Amortized Time | Exec. Time | Amortized Time Shrinking Speedup
12289 | 512 1,078,033 2,106 695,761 1,359 15
12289 | 1024 | 3,546,423 3,463 2,132,504 2,083 1.7

Table: Execution time, in milliseconds, for the INTT for { = 4 and p = 2.
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4 Relative Comparison

Without shrinking With shrinking A
p N Exec. Time | Amortized Time | Exec. Time | Amortized Time Shrinking Speedup
12289 | 512 1,078,033 2,106 695,761 1,359 15
12289 | 1024 | 3,546,423 3,463 2,132,504 2,083 1.7

Table: Execution time, in milliseconds, for the INTT for { = 4 and p = 2.

P n ¢ =d | Total Time | Amortized Time | Speedup
3 871,827 851 34
12289 | 1024 4 1,540,075 1,504 1.7

Table: Execution time, in milliseconds, for the amortized bootstrapping.
Speedup is over the fastest parameter of the non-amortized bootstrapping.
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Questions?

Find the paper on eprint: 2023/014
Code available on: https://github.com/antoniocgj/Amortized-Bootstrapping
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