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Key-Escrow Problem
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Registered Functional Encryption
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Registered Functional Encryption

Key Curator

𝑚𝑝𝑘 is updated periodically

1

2

3 ℎ𝑘𝑠&  produced at each update
connecting 𝑚𝑝𝑘 and

𝑖 𝑖 𝑖

1 1 1

2 2 2

3 3 3

𝐿 = #Users

|𝑐𝑟𝑠 , ℎ𝑘𝑠& , |𝑚𝑝𝑘
= polylog in L

Keygen and registration 
run in polylog time in L

#Updates = 𝑂(𝑙𝑜𝑔𝐿) 

Requirements:
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Our Contributions

• Registered (attribute-hiding) Inner Product Encryption
from prime order groups in the bilinear GGM. Recasted in RFE as:

• Registered Functional Encryption
from iO and SSB hash functions for generic functionalities and large 
universe of users

Similar blueprint of [HLWW22] Registered Attribute-Based Encryption



Comparison with [HLWW22] RABE:

• Our RIPE
PROS:
• Large function space:

n-size vectors
• Strong attribute-hiding:

• CPA-2-sided security

CONS:
• Inner-Product
• Pairings of prime order + 

GGM

• [HLWW22] RABE
CONS:
• Small attribute space

• Attributes in clear

PROS:
• LSSS policies
• Pairings of composite order

Both CONs: 
• Require a bounded number of users
• CRS, Kgen and registration runtime dependent on L



Comparison with [HLWW22] RABE:



Slotted RFE

Key Curator

1 update
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AGGREGATION
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Single short 𝑚𝑝𝑘

Slightly modified compiler of [HLWW22] to make L independent with log updates

L is fixed at setup



Slotted RIPE (Single slot)

• Prime order q:
𝒢 = 𝔾8, 𝔾9, 𝔾:, 𝑞, 𝑔8, 𝑔9, 𝑒

• General params:

• Slot-specific:

• Key-specific:

ℎ = 𝑔8
𝜷 𝑍 = 𝑒(𝑔8, 𝑔9)𝜶

𝐴 = 𝑔9𝒕 𝐵 = 𝑔9𝜶𝐴𝜷 = 𝑔𝜶>𝜷𝒕

𝑈? = 𝑔8
𝒖𝒘  for each 𝑤 ∈ [𝑛 + 1]

CRS

Key aggregation:

𝑝𝑘 89
?A8

B

𝑈?
CD'

𝑝𝑘 = 𝑈B>8C𝒔𝒌 𝒙 = (𝑥8, … , 𝑥B)

Key registration



Slotted RIPE (Single slot)

𝐶8 = 𝑚 8 𝑍𝒔

𝐶9 = 𝑔8𝒔

𝐶G,? = ℎH'I𝒓>𝒔 8 𝑈?CK, ∀𝑤 ∈ 𝑛

𝐶G,B>8 = ℎ𝒔 8 𝑈B>8CK

𝑚 =
𝐶8

𝑒(𝐶9, 𝐵)
8 𝑒(ℎL, 𝐴)

𝐶G,B>9 = ℎ𝒔 8 (𝑝𝑘9
?A8

B

𝑈?
CD')

CK
ℎL = (𝐶G,B>98 𝐶G,B>8LM 89

?A8

B

𝐶G,?
D' )(8>LM>∑ D')()

Enc (𝑚, 𝒚 = (𝑦8, … , 𝑦B)): Dec (𝐶8, 𝐶9, 𝐶G,?, 𝐶G,B>8, 𝑠𝑘, 𝒙):

ℎ = 𝑔8
𝜷𝑈? = 𝑔8

𝒖𝒘

𝑍 = 𝑒(𝑔8, 𝑔9)𝜶 𝐴 = 𝑔9𝒕 𝐵 = 𝑔9𝜶𝐴𝜷 = 𝑔𝜶>𝜷𝒕𝑝𝑘 #$
!"#

$

𝑈!
%&$

𝒢



Slotted RIPE (Single slot)
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𝐶9 = 𝑔8𝒔
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𝐶G,B>9 = ℎ𝒔 8 (𝑝𝑘9
?A8

B

𝑈?
CD')

C𝒛
𝐶G,B>8 = ℎ𝒔 8 𝑈B>8C𝒛

Enc (𝑚, 𝒚 = (𝑦8, … , 𝑦B)): Dec (𝐶8, 𝐶9, 𝐶G,?, 𝐶G,B>8, 𝑠𝑘, 𝒙):

ℎ = 𝑔8
𝜷𝑈? = 𝑔8

𝒖𝒘

𝑍 = 𝑒(𝑔8, 𝑔9)𝜶 𝐴 = 𝑔9𝒕 𝐵 = 𝑔9𝜶𝐴𝜷 = 𝑔𝜶>𝜷𝒕
𝒢
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Slotted RIPE (Single slot)
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Slotted RIPE (Single slot)
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Slotted RIPE (Single slot)
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Slotted RIPE (Single slot)
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Slotted RIPE (Single slot)

ℎLI𝒔𝒌

𝐶8 = 𝑚 8 𝑍𝒔

𝐶9 = 𝑔8𝒔

𝐶G,? = ℎH'I𝒓>𝒔 8 𝑈?C𝒛, ∀𝑤 ∈ 𝑛

𝐶G,B>9 = ℎ𝒔 8 (𝑝𝑘9
?A8

B

𝑈?
CD')

C𝒛
𝐶G,B>8 = ℎ𝒔 8 𝑈B>8C𝒛

Enc (𝑚, 𝒚 = (𝑦8, … , 𝑦B)): Dec (𝐶8, 𝐶9, 𝐶G,?, 𝐶G,B>8, 𝑠𝑘, 𝒙):

ℎ = 𝑔8
𝜷𝑈? = 𝑔8

𝒖𝒘

𝑍 = 𝑒(𝑔8, 𝑔9)𝜶 𝐴 = 𝑔9𝒕 𝐵 = 𝑔9𝜶𝐴𝜷 = 𝑔𝜶>𝜷𝒕
𝒢

ℎ𝒙𝒘-

𝑝𝑘 #$
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𝑒(𝐶9, 𝐵)
8 𝑒(ℎL, 𝐴)



Slotted RIPE (2 slots) IDEA:

𝐴8, 𝐵8 𝐴9, 𝐵9

𝑈?,8 𝑈?,9

𝑝𝑘8 = 𝑈B>8
CLM)

𝑝𝑘9 = 𝑈B>8
CLM*

𝑈?,8 8 𝑈?,9

𝑝𝑘8 8 𝑝𝑘9 89𝑈?,8
D',)9𝑈?,9

D',*

𝒙𝟏 = (𝑥8,8, … , 𝑥B,8)

𝒙𝟐 = (𝑥8,9, … , 𝑥B,9)

CRS Generation: Key Generation:

Key Aggregation:

2

1



Slotted RIPE (2 slots)
1



Slotted RIPE (2 slots)

𝐴8, 𝐵8 𝐴9, 𝐵9

𝑈?,8 = 𝑔R),' 𝑈?,9 = 𝑔R*,'

𝑝𝑘8 = 𝑈B>8
CLM)

𝑝𝑘9 = 𝑈B>8
CLM*

𝑈?,8 8 𝑈?,9 𝑝𝑘8 8 𝑝𝑘9 89𝑈?,8
D',)9𝑈?,9

D',*

𝒙𝟏 = (𝑥#,#, … , 𝑥$,#)

𝒙𝟐 = (𝑥#,1, … , 𝑥$,1)

CRS Generation: Key Generation:

Key Aggregation:

𝑊8,9,? = 𝐴8
R*,' 𝑊9,8,? = 𝐴9

R),'

𝑊9,8,?
LM)  

𝑊8,9,?
LM*  2

1

𝑊9,8,B>8
LM) 8 𝑊8,9,B>8

LM*



Slotted RIPE (2 slots)
𝐴8, 𝐵8

𝑝𝑘8 8 𝑝𝑘9 89𝑈?,8
D',)9𝑈?,9

D',*

𝑊9,8,B>8
LM) 8 𝑊8,9,B>8

LM*
𝑈?,8 8 𝑈?,9

ℎ

𝑍
1



𝑊8,9,? = 𝐴8
R*,'/T 𝑊9,8,? = 𝐴9

R),'/-

Slotted RIPE (2 slots)
𝐴8, 𝐵8

𝑝𝑘8 8 𝑝𝑘9 89𝑈?,8
D',)9𝑈?,9

D',*

𝑊9,8,B>8
LM) 8 𝑊8,9,B>8

LM*
𝑈?,8 8 𝑈?,9

ℎ

𝑍
1

Γ = 𝑔8
T



𝑊8,9,? = 𝐴8
R*,'/T 𝑊9,8,? = 𝐴9

R),'/-

Γ = 𝑔8
T

Slotted RIPE (2 slots)
𝐴8, 𝐵8

𝑝𝑘8 8 𝑝𝑘9 89𝑈?,8
D',)9𝑈?,9

D',*

𝑊9,8,B>8
LM) 8 𝑊8,9,B>8

LM*
𝑈?,8 8 𝑈?,9

ℎ

𝑍
1



Conclusions

• Registered RFE Definition
• Registered IPE from parings in the GGM
• Registered RFE for P/poly and unbounded users from iO and SSB hash 

functions
• Open problems
• RFE from any compact and polynomially-hard FE
• RFE for specialized function classes from weaker assumptions
• Prove our pairing-based RIPE in the standard model 



Thank you for your attention!
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