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Security Goals

• Users are anonymous

• Only users registered with group 
manager can rate (join security)

• Only permitted users can rate 
permitting seller (traceability) 
once (linkability)

• Users can be correctly tracked 
by the opener

• Users cannot be blamed for 
ratings they did not create (non-
frameability)
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Too Many Oracles

• Security models of [BJK15] and [EKS18] exist

• Many oracles

• Many sets to keep track of e.g. corrupted users

• Can be hard to read

• New security model: 

• uses maximally corrupted parties

• same security notions as [BJK15][EKS18]



Anonymity

• Two honest users, honest opener, rest is corrupted


• Similar to IND-CPA, distinguishing between users


• Adversary still has some oracles to interact with honest users, opener

Goal: adversary does not know which user created a rating



• Goal: adversary is not able to 
create ratings that open to non-
permitted users


• Seller is honest, opener is honest 
but curious, rest is corrupted


• Similar to EUF-CMA

TraceabilityJoin Security

• Goal: adversary is not able to 
create ratings that open to non-
registered users


• Group manager is honest, 
opener is honest but curious, 
rest is corrupted


• Similar to EUF-CMA



• Goal: adversary cannot create 
rating that opens to honest user 
or links to signature of honest 
user


• One honest user, opener is 
honest but curious, rest is 
corrupted

Linkability
• Goal: linking and opening are 

consistent


• Opener is honest but curious

Non-Frameability
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• 𝖪𝗀(1λ) → sk

• 𝖳𝖺𝗀(sk, μ) → t

• 𝖵𝗋𝖿𝗒(sk, μ, t) → b

• f(sk) → pk

• 𝖫𝗂𝗇𝗄(μ, t0, t1) → b

Linking Indistinguishable Tags

Security Properties:

• Unforgeability: Cannot create tag that links 
to tag of honest user

• Indistinguishability: of which key was used 
to create a tag

• Linkability: Cannot create tags with the same 
key and message that do not link

• Invertability: Cannot compute  from tagssk
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•

𝖲𝗂𝗀𝗇(usk, μ, …) :

upk → c, c′￼

t ← 𝖳𝖺𝗀(usk, pkseller)

𝖭𝖨𝖹𝖪μ usk, sigs, upk :
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Theorem: If the LIT is secure, the encryption CPA secure, the signature 
EUF-CMA secure and the NIZK has zero-knowledge, simulation-
soundness, and straight-line extractability, the construction is secure.
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Instantiation from Lattices

• LIT: [EKS18], modified to Module Learning with Errors

• Encryption: Primal Regev

• Signature: [BLNS23] or (modified) [DM14], [JRS23]

• NIZK: [LNP22] with Katsumata’s transform [Kat21]

Lemma: If Module Learning with Errors and Module Short Integer Solution are 
hard, the instantiation is secure in the random oracle model.



Contributions

• New security model using maximally corrupted parties


• Stronger than [EKS18] in some parts, weaker because more trust in opener 
required, no revocation


• First generic construction


• Lattice-based instantiation in random oracle model


• More efficient than [EKS18]


• Pairing-based instantiation in random oracle model



Open Questions

• Updates of ratings


• Revocation


• More efficient direct constructions


• (Generic) construction with weaker requirement than straight-line extractabily 
for the NIZK



Thank you for the attention!
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Sorniotti. “A Framework for Practical Anonymous Credentials from Lattices.”


• [DM14]: Léo Ducas, and Daniele Micciancio. “Improved short lattice signatures in the 
standard model.”


• [JRS23]: Corentin Jeudy, Adeline Roux-Langlois, and Olivier Sanders. “Lattice signature 
with efficient protocols, application to anonymous credentials.”


• [EKS18]: Ali El Kaafarani, Shuichi Katsumata, and Ravital Solomon. "Anonymous 
reputation systems achieving full dynamicity from lattices.”


• [Kat21]: Shuichi Katsumata. "A new simple technique to bootstrap various lattice zero-
knowledge proofs to QROM secure NIZKs."



LIT Construction

• 


• 


•  Recompute 


• 


•

𝖪𝗀(1λ) : s ← ℤn
q, ̂e ← χm

𝖳𝖺𝗀(sk, μ) : A ← ℛ𝒪(μ), e ← χm, t = stA + et

𝖵𝗋𝖿𝗒(sk, μ, t) : t

f(sk) : A ← ℤn×m
q , pk = stA + ̂et

𝖫𝗂𝗇𝗄(μ, t0, t1) : Check ∥t0 − t1∥ ≤ β



Syntax Model



Non-Frameability



Linkability



Generic Construction


