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Differential-based Neural Distinguishers [coni9]
Task: distinguishing two types of ciphertext pairs

Positive (C,C"), Y =1, where (C,C") &= ((P,P')| P «s,P' = P& A))

Enc

Negative (C,C"), Y =0, where (C,C") «— ((P,P")| P «g,P' <)
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Differential-based Neural Distinguishers [coni9]
Task: distinguishing two types of ciphertext pairs

Enc

Positive (C,C"), YV =1, where (C,C") «— ((P,P") | P «g,P =P & A;)

Enc

Negative (C,C"), Y =0, where (C,C") «— ((P,P")| P «g,P' <)
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Feistel-like cipher: Speck32/64
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Evahlation [Goh19]

Verification X
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Results [conig]

Accuracy of Gohr’s neural distinguishers on SPECK32/64 [Goh19]

#R Name Accuracy True Positive Rate True Negative Rate
5 DDS5R 0.911 0.877 0.947
5  NDSPEKsR 0.929 0.904 0.954
6 DDSFECKeR 0.758 0.680 0.837
6 NDSTEKeR 0.788 0.724 0.853
7  DDSPECKTR 0.591 0.543 0.640
7 NDSPECKTR 0.616 0.533 0.699
8  DDSPECKsR 0.512 0.496 0.527
8  NDSTHKsR 0.514 0.519 0.508
100
91.1 92.9 <
. JopDT  [ONeural net % P 1 if DDT[Ain,Ac] > 2@%
. DD =
Classif 758 80 g 0 otherwise
Accuracy . g
591 O1.0 60 & ; i
51.2 51.4 : I
5-rounds 6-rounds 7-rounds 8-rounds :



Where the extra advantages of N'D comes from

@ Previous research suggests that these distinguishers rely on differential distributions
in the penultimate and antepenultimate rounds [Ben+21].

© The neural distinguishers can make finer distinctions than mere difference equivalence
classes [Goh19].

© What specific knowledge these neural distinguishers learn beyond DDT?



What are the Additional Features that DD Missed?
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What are the Additional Features that DD Missed?
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Linear Constraints for an XOR-differential Through
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Observation *

Let 0 = (o, B~ 7v) be a possible XOR-differential through addition modulo 2" (&®). For

(z,y) and (z @ o,y ® B) be a conforming pair of ¢, z and y should satisfy the follows. For
0<i<n-1,if eq(e,3,7); =0

x; ®y; = xor(a, 5,7)i+1 @ v, if a; @ f; =0,
x; ® ¢; =xor(a, B,7)iv1 ® o, if a; & xor(ev,3,7); =0,
y; & ¢; =xor(a, B,7)ir1 ® B, if a; @ xor(«ev,B,7); =1,
where ¢; is the i-th carry bit, eq(a,b,d) =1 if and only if a = b = d, xor(a,b,d) =a® b d. )

} ifa; @ 06;=1,




Fixed-y probability of an XOR-differential Through
Observation x

Let 0 = (e, 8~ 7v) be a possible XOR-differential through addition modulo 2" (@). For

(z,y) and (z ® o,y ® B) be a conforming pair of §, = and y should satisfy the follows. For
0<i<n-1,if eq(a,[,7); =0

z; ® y; = xor (o, 3,7)ir1 ® oy, if ;@ 3; =0,
x; ®¢; =xor(a, B,7)is1 ® a, if a; ® xor(«v,3,7); =0,

ifoy@p;=1,
y;i ® ¢; =xor(e, 5,7)ix1 @ Bi, if oy @ xor(a, B,7); = 17} 9 b

where ¢; is the i-th carry bit, eq(a,b,d) =1 if and only if a = b =d, xor(a,b,d) =a® b d.

e At bit positions ¢ and i + 1, a difference tuple (114, Bi+1,i,Vi+1,:) that satisfies
eq(i, Bi,7y:) = 0 imposes 1-bit linear constraint on (z;, y;), (i, ¢;), or (yi, ¢;)-
@ Suppose the probability of («, 8~ ) is p, then the fixed-(z;, y;, ¢;) probability
_|2-p the constraint is fulfilled,
0 the constraint is not fulfilled.



Case No. | Difference Constraint on values | Known

eq(a7577)' = 07

Cxy (i+1,9) {ai ®f; - 0'1 xor(a, 5,7)i+1 ® a; = 1; ®y; | None
eq(a’ﬁa’Y)i = 07

CxC(is1,i) o; ® 6 =1, xor(a, 3,7)i+1 ® o; = x; ® ¢; | None
a; © XOI((X,ﬁ,’Y)Z‘ =0.
eq(a, B,7)i =0,

Cyc(isty | (i ®Bi=1, xor(a,,7)i1 ®fBi=yi®ci | yi®c
a; @ xor(a, 5,7)i = 1.

“Known” indicate whether the fulfillment of the condition might be known in SPECK32/64’s last @.

e In SPECK32/64, one can only know the value of y among the tuple (z,y,c) for the
last @ =

@ Omne needs to consider bit positions corresponds to the third case named Cyc;,q ;-



Fixed-y probability
o In case Cyc(;,1,), the constraint is on y; @ ¢;. The value of ¢; might be unknown, but
i = Ti-1Yi-1 ® (Ti-1 ® Yi-1)Ci-1.
e The knowledge on ¢; might still be known when the difference at the (i — 1)-th bit
satisfies eq(;-1,Bi-1,7vi-1) = 0.
Example Cxy0; ;-1)

eq(a, B,7)i-1 =0,
, one knows that {a;_ 1@ 8;_1 =0,

When {(%aﬁu%) = (07 170)a

i—15Pi—1,Yi— = 1,1,0
(ai-1, Bi-1,7i-1) = ( ) xor(a, 3,7)i ® a1 = 0.

According to the Observation x, it is case Cxy0(; ;_1), one has that z;_; ® y;—1 = 0.

o Thus, ¢; = xi-1Yi-1 ® (Ti-1 ® Yi-1)Ci-1 = Yi-1-

Therefore, y; ® ¢; = y; ® y;_1.

e As a consequence, the fulfillment of the constraint in case Cyc;;1 ) can be effectively
predicted by observing whether y; ® y;-1 = xor (o, 8,7)i+1 @ ;.




Cases for deducing the knowledge of the i-th carry bit ¢;

Case No. ‘ Difference

Value

‘ Known

Cy0cO(ii-1) |

Yi-1=0,¢-1=0 | ¢ =0

Cy1C1(i,i—1) ‘

Yyi-1=1,¢1=1 ‘ ci=1

Cxy0(,i-1) ‘ Cxy(ii-1) and xor(a, 3,7)i ® i1 =0 z;1®y;-1=0 ‘ Ci = Yi-1
Cxyli1y | Cxy(iio1y and xor(e, B,7)i@ i1 =1 zia@yia=1 |ci=c
Cxc0; i-1) ‘ Cxc(ji-1) and xor(a, 3,7)i ® i1 =0 21 ®¢i-1=0 ‘ Ci = Ci-1
Cxcl; i) ‘ Cxc(j -1y and xor(a, B3,7)i®ji-1=1 zi1®ci1=1 ‘ Ci = Yi1
CycOgi1y | Cye(iio1y and xor(e, 3,7)i @ Bir1=0 yi1®@ci1=0 | ci=yi
Cycl;i1) ‘ Cyc(,i-1) and xor(a, 3,7);i ® Bi-1=1 yi1®ci1=1 ‘ Ci = Tj-1




o Combining case Cyc ;1,4 With cases where ¢; can be known, one gets several cases
where the knowledge on y can be used to check whether the differential constraints
are fulfilled.

o Apart from the general cases (C3 and C4), there are some special cases (C1 and C2)
at the two least significant bits since the carry bit ¢g is 0.

Cases where the knowledge on y can be used to check the fulfillment of the differential constraints

Case | Difference Known
No.
C1 Cyc(o,_ 1)

xor(a, 3,7)1 ® Bo = Yo

G2 | ey and G0ao xor(a,3,7)2@ B1 =y

C3 Cyc(i+1,:) and (Cxy0; ;1) or Cxcl; ;1) or

CyCO(i,H)) xor(a, 5,7)i+1 ® Bi = i ® i1

C4 Cyc(i+1,i) and (nyl(i,i—l) or CXCO(i,i—l)) and

(Cxy0(;-1,-2) or Cxcl(;_1-9) or Cycl(;-1,-2)) xor(a, ,7)iv1 @ fi = yi @ i-




Multi-bit

Quasi-

: . . Extended
Case Observation * CODS,FS' dlffergntlal DLCT [CY21]
[Leul3)] [BR22]
No. Differential Value Observe org | new | diff | mask (w) selected bits
o1 | Qo 1 | z10 ¥ |Yo= ® -x x 8(1) 0 (%1, y1, 21], [z,
,0 *0 Y1,0 - - roor
o *1 | Z10 w |Preme0 | T T 01 86 +2 Y1, 21, Yol
2 Q2.1,0 *1% | 21,0 **3 Y1 =az2® -x? -x? | 010 000 ) [x2, Y2, 22, Yol,
*0% | Y2,1,0 *k --0 -00 000 - Y S Y
a0 #1% | 2210 oex [P2@0200 1 7o T8 010 T 27 l=2, y2, 22, ]
DYy = 2 o
03 | Qirniim1 KOL | Tivnag-1 o kkk " galﬂ- ®| TTx -tx | 001 000 [@ie1, ginr, 2inn,
i41,0,i-1 *11 Yi+1,i,i-1 worok | Qitl i+l XX ->X 011 011 = 2¢ yi—l], [17”1,
Yirlii-1 K00 | Fitlii-l o KKy, @1 T 777 | 000 000 Yis1, Zis1, Vi)
i ®Yi-1 = T ) P
3 Qi+l,i,i-1 *11 | Tie1,i,i-1 *okok yl, :;15' ol —*x —xx| 0i1 000 [is, yl:rh b
i+1,4,i-1 *00 Yi+l,i,i-1 worx | Qir1 O Lir1 -—= == 000 011 +2° yi—1]7 [xi+17
Yi+l,i,i-1 *11 | Zi+l,ii-1 KR v @0 TXX TXX 1 011 o00 Yirl> Ziats Vi)
i @ Yi-2 = T oz
C4 Qivl,i,i-1,0-2 %111 41 4,5-1,5-2 F**kk y7‘ Z;B ® -xxx —XXX| 0111 0000 [ i+l yl:rlz i+l
i1.io1io2 ¥010| Ui+l i,i-1,i-2 *kkk| Qirl OPir1 -=x= _2%_1 0010 0101 +2° Yi-a, [T,
Yi+l,ii-1.i-2 *101| Zi+1,i,i-1,i-2 ¥¥¥*¥ ~, 1 (0 TXTX _§x 0101 (000 Yirl> Ziets Vi)
0: yi=y;=0 1: yi=y, =1 - Y=Y X Y F Y, 5 :  2.5-bit const. “28000014”
=t oyisyisyi ' oY=yt <5 Y EY =Y >0 Y E Y E Y



A simple procedure to improve the DDT-based distinguisher: YD5Pekrr

For an r-round SPECK32/64, given its DDT (o040, 0000y, one does the following to improve
a DDT-based distinguisher and gets a distinguisher named YDSPFr&,

@ Compute the bias (towards 0) of each bit of (5}{2)«2;

@ Predicts the value of each bit of (6}"{2)«2 according to the bias (supposes it to be 0 if
its bias > 0 and 1 if its bias < 0), and denotes the absolute bias of the i-bit of
(077 by eali).

@ For each output pair ((Cr,Cr),(C},Cy)) of r-round SPECK32/64, one does the
follows to predict its classification.



A simple procedure to improve the DDT-based distinguisher: YD Peckrr

Predicts the value of each bit of (0% 2)<< according to the bias.
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. . .. . Speck
A simple procedure to improve the DDT-based distinguisher: YD"P¢“r=
@ Get the differential probability p of (0040, 0000) — (Cr & C7,,Cr ® Cf) by looking up the table
DDT (0040, 0000y [(CL ® C1,,Cr @ Cy)]
@ Compute the following information around the last @ from ((Cr,Cr),(C7,C%r)):
0 Y« CrLely,
@ B+ (CoLeCreCrLaCR)™?,
© o< () e,
@ Y« (CL ® CR)>>>2-
@ For bit position 0, if €4 (1) > 7 and €, (0) > 7, do:
® If Cyco. 1y, ot p e (L4 (~1)<*(@ @502y p,
@ For bit position 1, if €4(2) > 7 and e (1) > 7, do:
@ If Cyc(z,1) and 40 =0, do: p< (1 + (~1)*r(@Bm20610u1) )
@ For each bit position i (1 <i<n-1), if ea(i+1)>7 and € (i) > 7 and €o (i - 1) > 7, do:
(1] If Cyc(i+1,i) and (CXyO(i,i_l) or CXCl(i,Z‘_l) or CyCO(i’i_l)), do:
p e (14 (=) @BMin®8ouoi1) gy
@ If Cyc(is1,5) and (Cxyl(; ;1) or CxcO¢; ;-1y) and (Cxy0O(;_1,;-2) or Cxcl(;_q ;_2) or CycO¢;1,i-2))
and € (i —2) > 7, do:
e (14 (<) @B in@8ouoi2) o

Q@ If p>27", predict Z < 1; else predict Z < 0.



Results of a simple improving of the DDT-based distinguisher

Accuracy of the improved DDT-based distinguishers (YDs) on SPECK32/64 and comparisons with pure
DDT-based (DDs) distinguishers

#R Name ACC TPR TNR Mem (GBytes) Time (Secs/2°)
4 DDS™Kar 0.9869 0.9869 0.9870 32.5 9 498
4 YDSKar 0.9907 0.9887 0.9928 32.5 27237
5 DDSR 0.9107 0.8775 0.9440 32.5 g 494
5 YDSTPOKsR 0.9215 0.8947 0.9484 32.5 D
6 DDS™er 0.7584 0.6795 0.8371 32.5 9453
6 YDSECKeR 0.7663 0.7118 0.8207 32.5 27205
7 DDSKTR 0.5913 0.5430 0.6397 32.5 97449
7 YDSTPORIR 0.5962 0.5582 0.6343 32.5 g 218
8 DDSTKsR 0.5116 0.4963 0.5268 32.5 9464
8 YDSPOKsR 0.5117 0.4967 0.5268 32.5 27299

— For YDs, the thresholds 7’s for o4 (i)’s in building YDS™"Kar  YDSPECKsr PDSPECKeR ~YDSPECKTR gre 0.50,
0.30, 0.20, and 0.02, respectively. The number of samples for the accuracy testing is 224.



Speck, r
YD

@ b < 6 // for practical reason, we consider 6-bit conditional DDT of @, which requires
several metabytes.

Q Ay, Anext, Al oy < GenMultiBitsConditionalDDTs(b)

Q@ p<00,qg<1.0

© Compute the following information around the last @ from ((Cr,Cr),(Cy,Cg)):
0 Y« CLely,
®@ < (CLoCroCpoCy)™?,
0 y< (CpoCp)™2.

Q a<« ﬁ, c<0

@ [, < LSB b bits of 3, v, « LSB b bits of v, y, < LSB b bits of y

@ For (aw, pr) € Ao[ By, 7, ys]

QO o< o
@ Foriin {0,1,...,b-2}: ComputeCarryNextBit(c, a, 8, 7, y, 1)
® ComputeAlphaPrNextBit(c, «, 8, v, y, b—1, ¢ x pr, p)

Q If p>27", predict Z « 1; else predict Z < 0.

Fixed-y Averaging Differential Probability Distinguishers: AD



ComputeAlphaPrNextBit(c, «, 8, v, v, i, ¢, p) // update cij+1, ai+1, and p in-place
Q If i = WordSize — 1: p « p + g x DDS™r1R(o*7||3); return
Q If eq(ai, Bi,7i):

0 a1 < Bisv1 @iy @ Bi; ComputeCarryNextBit(c, a, 8, v, v, 1);
® ComputeAlphaPrNextBit(e, o, 8, v, v, i + 1, ¢+ 1, p); return

@ Else if Cyc(HM) and ¢; # L:

O i1 < Biv1 @ Viv1 @ B @ y; @ ¢;; ComputeCarryNextBit(e, a, 3, v, y, )
® ComputeAlphaPrNextBit(«, 8, v, y, i + 1, ¢- 1, p); return

Q Else:

Q@ B~ 5{141,.‘.,“247}, o < V{i+1,.,i+2-b}s Yb < Ylit1,...i+2-b} Qb < QL4 . 5+2-b}
@ Ifciyop #+ L: For (ozi+17p7“) “ Aﬁcxt [ﬁb77b7yb7 Qp, ci+2*b]

— ComputeCarryNextBit(c, a, 3, v, v, 1)

— ComputeAlphaPrNextBit(«, 8, v, y, i + 1, ¢ pr, p)
@ If civop = L: For (iv1,pr) < Anext[Bo, Vo, Yo, b

— ComputeCarryNextBit(c, a, 3, v, v, 1)

— ComputeAlphaPrNextBit(«, 8, v, y, i + 1, ¢ pr, p)



ComputeCarryNextBit(c, o, 8, v, y, i) // update c;+1 in-place
Q@ Ify;=0and ¢; =0: ¢;41 < 0
Q Elseify,=1and ¢; =1: ¢i41 < 1
@ Else if Cxy0(is1,5) or Cxcliiyr ) or CycOir1 )t Civ1 < Yi
Q Else if Cxyl(is1,5) or CxcOgiy1,4): Cis1 < G
@ Else: ¢jy1 < L. // L means unknown
GenMultiBitsConditional DD Ts(b)

@ A, < Generate b-bit conditional DDT of @, each entry is indexed by (b-bit 3, b-bit 7, b-bit y), the
values are (b-bit a, non-zero pr). // Table Ao will be used for the first b bits since one knows that
both LSB carry bits are 0.

@ A,ext < Generate b-bit conditional DDT of &, each entry is indexed by (b-bit 3, b-bit ~, b-bit y,
(b-1)-bit @), the values are (1-bit anext, non-zero pr). // Table Anext will be used for the
intermediate bits when 1-bit LSB carry c is unknown.

@ Aj.. < Generate b-bit conditional DDT of &, each entry is indexed by (b-bit 3, b-bit v, b-bit y,
(b—1)-bit «, 1-bit carry c), the values are (1-bit amext, non-zero pr). // Table Af ., will be used for
the intermediate bits when 1-bit LSB carry c is known.

e Output AO7 Anext> A‘r:mxt



Fixed-y Averaging Differential Probability Distinguishers: AD%;’BCI{TR

#R Name ACC TPR TNR Mem (GBytes) Time (Secs/220)
D 0.9107 0.8775 0.9440 32.5 9194
5 NDSERsR 0.9273 0.9011 0.9536 0.0277 +3.56
5 ADYL R 0.9362 0.9173 0.9552 395 5546
6 DD"Ner 0.7584 0.6795 0.8371 32.5 9-4.53
6 NDEKoR 0.7876 0.7197 0.8554 0.0277 +3.51
6 ADYReR 0.7949 0.7309 0.8587 32.5 +5.12
- ppSEoRia 0.5913 0.5430 0.6397 32.5 g-4.49
7 NDSERTR 0.6155 0.5325 0.6985 0.0277 +3.57
7 ADYRR 0.6237 0.5428 0.7048 32.5 +5.33
8 DDsR 0.5116 0.4963 0.5268 32.5 g-4.64
8§ NDEKsR 0.5135 0.5184 0.5085 0.0277 3.5
8 ADYp"eR 0.5187 0.4914 0.5460 32.5 +5.51




Conclusion

e By utilizing conditional differential distributions when the input and/or output values
of the last nonlinear operation are observable, a distinguisher can surpass pure
DDT-based counterparts.

e Accordingly, ND’s advantage over pure differential-based distinguishers likely comes
from exploiting the conditional differential distribution under the partially known
value from ciphertexts input to the last non-linear operation.

o These findings apply not only to the SPECK but also to other block ciphers, such as
SIMON and GIFT.




Explainability of Neural Distinguishers on Round-Reduced
SIMON32 /64
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SPECK32/64 last 2-round SIMON32/64 last 2-round
r-round ND can learn additional knowledge beyond r-round full r-round ND can learn r — 1-round full DDT, but there are no
DDT. additional knowledge to learn.



Neural Distinguishers on Round-Reduced SIMON32 /64

#R Name Network Accuracy True Positive Rate True Negative Rate
6 DD DDT 0.9918 0.9995 0.9841

7 NDINNTR ResNet  0.9823+1.2x107* 0.9996 + 2.7 x 107 0.9650 + 2.3 x 10~
7 DD DDT 0.8465 0.8641 0.8288

8 NDNeR SENet  0.8150 +4.2x 107" 0.8418 +5.5x 107 0.7882+5.1 x 107
8 DD e DDT 0.6628 0.5781 0.7476

8 NDINONsR SENet  0.6587+4.8x107* 0.5586 + 7.4 x 107* 0.7588 + 5.6 x 107
9 NDINNOR SENet  0.6515+5.3x107* 0.5334+7.0x 107 0.7695 + 5.7 x 10~*
9 DDIENeR DDT 0.5683 0.4691 0.6674

9 NDNONoR SENet  0.5657+4.9x 107" 0.4748 + 7.1 x 107 0.6565 + 6.6 x 107
10 NDYWNOR * SENet  0.5610 £4.5x 107 0.4761+6.0 x 107* 0.6460 £ 7.2 x 107
10  DDEEMor  DDT 0.5203 0.5002 0.5404

11 NDYSM™R  SENet  0.5174%5.3x 107 0.5041+7.1x 107" 0.5307+7.9x 107"




Applying to GIFT-64-128
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Applying to GIFT-64-128: N'D + YD

The vDDT of GIFT’s inverse SBox: VDDTy3y25y36y26y16y0_>-1’3x26:):36m25m1610
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Applying to GIFT-64-128

NDs on (r-1).5-round GIFT, YDs basing on (r — 1).5-round N'D and 8 vDDTs:

6362616059585756555453525150494847464544434241403938373635343332313029282726252423222120191817161514131211109 8 7 6 5 4 3 2 1 0
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T |x% 2
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Taking average over Hz‘7=0 #v8; = 48 = 216 possibilities



Applying to GIFT-64-128

#R Name Accuracy True Positive Rate True Negative Rate
5 DD 0.8428 0.7693 0.9160
5 ND 0.9001 0.8623 0.9378
5 NDys + 8 vDDTs 0.9009 0.8615 0.9398
6 DD 0.6305 0.4988 0.7623
6 ND 0.6802 0.5571 0.8029
6 NDss + 8 vDDTs 0.6885 0.5692 0.8066
7 DD 0.5019 0.4525 0.5513
7 ND 0.5348 0.5266 0.5431
7 NDgs + 8 vDDTs 0.5361 0.5116 0.5633
8 ND 0.5003 1.0 0.0

8 NDz75 + 8 vDDTs 0.5073 0.3823 0.6282




Explainability of Related-key Neural Distinguishers (RI-ND’s)

Diff. #R Name Accuracy True Positive Rate True Negative Rate
IDy/IDs 8 RK-DDSCsk 0.8989 0.8714 0.9264
ID;/ID; 8 RK-NDS"*sr 0.9259 0.9063 0.9455
ID>/IDs 8 RK-ADyy R 0.9315 0.9159 0.9470

D, 9 RK-DDS"or 0.7128 0.6644 0.7612

D, 9 RK-NDSEoR 0.7535 0.7035 0.8036

D, 9  RK-ADy R 0.7574 0.7114 0.8035

D3 9 RK-DDS"or 0.7128 0.6644 0.7612

D3 9 RK-NDSEoR 0.7726 0.7247 0.8206

D3 9  RK-ADJ R 0.7574 0.7113 0.8035

D3 10 RK-DDSCk10r 0.5484 0.5343 0.5624

IDs 10 RK-NDSEior 0.5562 0.5361 0.5765

ID3 10 RIC—AD?;)ECK“’R 0.5713 0.5357 0.6069
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Explainability of Related-key Neural Distinguishers (RI-ND’s)

ID Set. Positive Samples Negative Samples Acc.
1-1 (A,B,C,D) Random 0.7746
RIC-NDYOR o 102 (AR1,BR1,CR1,DR1)  Random 0.7539
A = 2 A = 4.
0x800 Key-schedule Path 0x8480
> (7)
o= 0000 0101 0000 0000
Cg_ B=1000 0100 1000 0000
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Explainability of Related-key Neural Distinguishers (RI-ND’s)

ID Set. Positive Samples Negative Samples Acc.
1-1 (A,B,C,D) Random 0.7574
RIC-NDYOR o 102 (AR1,BR1,CR1,DR1)  Random 0.7529
A = 2 A = 4.
0x800 Key-schedule Path 0x8480
> (7)
o= 0000 0101 0000 0000
Cg_ B=1000 0100 1000 0000
L = .
iy 7= 1000 0001 1000 0000 [ 8 Encryption Path x
I ycO(g,8) =Co=ys «< (2)
1 —>€ ,
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Summary and More results

o Neural network can efficiently exploit complex correlations between ciphertext values,
ciphertext differences, and intermediate state differences.

e Those observations on conditional differential probabilities are not intrinsically linked
to neural network-based cryptanalysis but are expected to be useful in a wider range
of cryptanalysis.

e Addressing the challenge of training high-round, especially 8-round, N'D of
SPECK32/64, we introduce the Freezing Layer Method. This method matches Gohr’s
accuracy but cuts training time and data.

e We introduce related-key (RK) differences to slow down the diffusion of differences,
aiding in training N'D for higher rounds. As a result, we achieve a 14-round key
recovery attack on SPECK32/64 using related-key neural distinguishers (RIC-NDs).



Future Work

o How can we exploit further the Observation * and the conditional differential
probability in traditional cryptanalysis?

o What we did is to explain the ML models, i.e., providing human-understandable
descriptions or reasons for the model’s performance (Explainable AI); However, how
to interpret the internal mechanics of the neural networks (Interpretable AI) to learn
how they express the complex relations between input and outputs?

e NDs are not aware of specific details of the ciphers, including their components and
structure. Therefore, N'Ds can be used for ciphers that have unknown components.
However, if the machine learning model become knowledgeable about the cipher’s
specification, could they achieve higher accuracy?

o How to let machine learning model be knowledgeable about the cipher’s specification
so that it can learn beyond pure data-driven?



Thanks for your attention!
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