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Let’s have a competition. Call it 

«NIST Post-Quantum Cryptography Standardization»
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Falcon (NIST 2017)

Post-quantum Hash-and-Sign over lattices
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Falcon (NIST 2017) Mitaka (Eurocrypt 2022)
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• More parameter choices
• Simpler implementation
• Fast
• Signature 15% larger  
• Lower security
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Hash-and-Sign over lattices

Sign(𝐦, 𝐬𝐤Λ, 𝛾):

› 𝐜 ≔ 𝐻(𝐦)

› 𝐯 ← CloseVectorΛ,𝛾 𝐜

› 𝐬 ≔ 𝐜 − 𝐯

› Return 𝐬𝐢𝐠 ≔ 𝐬. 

Λ ⊂ ℝ𝑑
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Hash-and-Sign over lattices

Sign(𝐦, 𝐬𝐤Λ, 𝛾):

› 𝐜 ≔ 𝐻(𝐦)

› 𝐯 ← DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜

› 𝐬 ≔ 𝐜 − 𝐯

› Return 𝐬𝐢𝐠 ≔ 𝐬. 
cv

𝛾

Λ ⊂ ℝ𝑑

Remarks: 

› Security : related to Close Vector Problem (CVP) hard to 
solve without 𝐬𝐤.

› Smaller DiscreteGaussianSampler 𝐬𝐤,⋅  : better security. 

→ need 𝐬𝐤 of « good quality ».

𝐶𝑉𝑃𝛾
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NTRU lattices

(𝑓, 𝑔)

(𝐹, 𝐺)

(1, ℎ)

(0, 𝑞)
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NTRU lattices

• 𝒦 = ℤ 𝑋 /(𝑋𝑛 + 1) ≈ ℤ𝑛, 𝑛 = 512 and 𝑞 is a prime
• Small polynomials 𝑓, 𝑔 ∈ 𝒦 
• Small 𝐹, 𝐺 ∈ 𝒦 such that 𝑓𝐺 − 𝑔𝐹 = 𝑞 
• Large ℎ ≔ 𝑓−1𝑔 mod 𝑞
• Λ𝑁𝑇𝑅𝑈 ≔ { 𝑢, 𝑣 ∈ 𝒦2|𝑣 = 𝑢ℎ mod 𝑞}
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NTRU lattices

𝑠𝑘 =
𝑓 𝐹
𝑔 𝐺

𝑝𝑘 =
1 0
ℎ 𝑞

• 𝒦 = ℤ 𝑋 /(𝑋𝑛 + 1) ≈ ℤ𝑛, 𝑛 = 512 and 𝑞 is a prime
• Small polynomials 𝑓, 𝑔 ∈ 𝒦
• Small 𝐹, 𝐺 ∈ 𝒦 such that 𝑓𝐺 − 𝑔𝐹 = 𝑞 
• Large ℎ ≔ 𝑓−1𝑔 mod 𝑞
• Λ𝑁𝑇𝑅𝑈 ≔ { 𝑢, 𝑣 ∈ 𝒦2|𝑣 = 𝑢ℎ mod 𝑞}
• The secret key 𝑠𝑘 is the trapdoor.

Λ𝑁𝑇𝑅𝑈 ⊂ ℤ2𝑛

NTRU Trapdoor generation 
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Gaussian Distributions
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Gaussian Distributions

• Gaussian Distribution 𝒩ℝ,𝑐,𝜎 
ℝ
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DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜 → 𝐯
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DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜 → 𝐯

KGPV sampler
[Kle00,GPV08]

⋯𝑏1 𝑏2𝑛 ∈ ℤ2𝑛×2𝑛

Falcon’s 
Trapdoor 𝐬𝐤 
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DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜 → 𝐯

⋯𝑏1 𝑏2𝑛 

Falcon’s 
Trapdoor 𝐬𝐤 

Hybrid sampler
Quasi-linear

𝒃𝟏 𝒃𝟐 

Mitaka’s 
Trapdoor 𝐬𝐤

⋯𝐯𝑭𝒂𝒍𝒄𝒐𝒏 =

2𝑛 Discrete Gaussian
 Samplers on ℤ

𝐯𝑴𝒊𝒕𝒂𝒌𝒂 =

2 Discrete Gaussian
 Samplers on 𝒦

[Pei10]

KGPV sampler
Quadratic
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DiscreteGaussianSampler 𝐬𝐤Λ, 𝐜 → 𝐯

FFO sampler [DP16]
Quasi-linear

Falcon’s tree: complex
Trapdoor 𝐬𝐤 

Hybrid sampler
Quasi-linear

𝒃𝟏 𝒃𝟐 

Mitaka’s 
Trapdoor 𝐬𝐤

𝐯𝑭𝒂𝒍𝒄𝒐𝒏 =

2𝑛 Discrete Gaussian
 Samplers on ℤ

𝐯𝑴𝒊𝒕𝒂𝒌𝒂 =

2 Discrete Gaussian
 Samplers on 𝒦

[Pei10]

ℚ 𝑋 /(𝑋𝑛 + 1)

ℚ 𝑋 /(𝑋𝑛/2 + 1)

ℚ 𝑋 /(𝑋𝑛/4 + 1)
ℚ

⋯
⋯

⋮
⋮

⋯
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Sampler/Signature’s size

c

Falcon

𝐯𝑭𝒂𝒍𝒄𝒐𝒏
𝐬𝐢𝐠𝑭𝒂𝒍𝒄𝒐𝒏 

𝐬𝐢𝐠𝑭  ∝ 𝐬𝐤 𝐾𝑙𝑒𝑖𝑛≈ 1.17 𝑞

Mitaka

𝐯𝑴𝒊𝒕𝒂𝒌𝒂

c
𝐬𝐢𝐠𝑴𝒊𝒕𝒂𝒌𝒂 

2.04 𝑞 ≈ 𝐬𝐤 ℎ𝑦𝑏𝑟𝑖𝑑  ∝ 𝐬𝐢𝐠𝑴
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Quality 𝛼 and Trapdoor Generation
The security of the scheme depends on the quality 𝛼 of the trapdoor

𝛼 =
𝐬𝐤

𝑞
=

1

𝑞

𝑓 𝐹
𝑔 𝐺
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with ⋅  defined by the sampler .  

Goal: minimize  𝛼.
› Observation: 𝛼 only depends on 𝑓, 𝑔.
› Previous method: Sample 𝑓, 𝑔 from a small 𝐷ℤ𝑛,0,𝜎

With a reasonable number of repetitions 
we can find 𝑓, 𝑔 with 𝐬𝐤 ≤ 𝛼(𝜎) 𝑞.

› Our method:

Quality 𝛼 and Trapdoor Generation
The security of the scheme depends on the quality 𝛼 of the trapdoor

𝛼 =
𝐬𝐤

𝑞
=

1

𝑞

𝑓 𝐹
𝑔 𝐺

ANTRAG: Annular Trapdoor Generation for Mitaka
𝛼𝑀𝑖𝑡𝑎𝑘𝑎 = 1.15 

𝜎
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ANTRAG: Annular NTRU Trapdoor Generation

ℤ𝑛 ≈ 𝒦 ∋ 

𝑛

𝑓𝑖𝑥𝑖 = 𝑓 𝑓 𝜁1 , ⋯ , 𝑓 𝜁𝑛  ∈ ℂ𝑛
DFT
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ANTRAG: Annular NTRU Trapdoor Generation

• For fixed 𝛼𝑀𝑖𝑡𝑎𝑘𝑎 = 𝛼, we want to find 𝑓, 𝑔 such that for ∀𝑖 ≤ 𝑛

ℤ𝑛 ≈ 𝒦 ∋ 

𝑛

𝑓𝑖𝑥𝑖 = 𝑓 𝑓 𝜁1 , ⋯ , 𝑓 𝜁𝑛  ∈ ℂ𝑛
DFT

𝑞

𝛼2 
≤ 𝑓 𝜁𝑖

2 + 𝑔 𝜁𝑖
2 ≤ 𝛼2𝑞
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ANTRAG: Annular NTRU Trapdoor Generation

𝑖

𝛼 𝑞𝑞/𝛼

ℂ
0

𝑓 𝜁𝑖 , 𝑔 𝜁𝑖 𝑖≤𝑛
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ANTRAG: Annular NTRU Trapdoor Generation (1)

𝐷𝐹𝑇 representation

ℂ

𝑖

𝛼 𝑞𝑞/𝛼0

Sampling
𝑛 unifom 
points 
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ሚ𝑓  

𝑔

𝐷𝐹𝑇−1

ℝ𝑛 representation

ℤ𝑛
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𝐷𝐹𝑇 representation

Coefficient Rounding

ℂ
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Sampling
𝑛 unifom 
points 
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ሚ𝑓  

𝑔
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ℝ𝑛 representation

ℤ𝑛

𝑓  

𝑔  
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ANTRAG: Annular NTRU Trapdoor Generation (2)
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Quality/repetition in ANTRAG 
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Performance comparison with Mitaka and Falcon

Antrag+Hybrid

𝑛 512 1024

𝛼 1.15 1.23*

Keygen repetitions 3 4

Classical security (bits) 124 264

Sign speed  (𝜇𝑠) 8 15

Signature size (bytes) 646 1260
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Performance comparison with Mitaka and Falcon

Antrag+Hybrid

𝑛 512 1024

𝛼 1.15 1.23*

Keygen repetitions 3 4

Classical security (bits) 124 264

Sign speed  (𝜇𝑠) 8 15

Signature size (bytes) 646 1260

Mitaka
(𝑫ℤ𝒏,𝟎+Hybrid)

512 1024

2.04 2.33

- -

102 233

8 16

713 1405

*We do not need too small 𝛼 to obtain the level NIST V of security.
- No precise number is given but Mitaka is estimated to have many repetitions.
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Performance comparison with Mitaka and Falcon

Antrag+Hybrid

𝑛 512 1024

𝛼 1.15 1.23*

Keygen repetitions 3 4

Classical security (bits) 124 264

Sign speed  (𝜇𝑠) 8 15

Signature size (bytes) 646 1260

Mitaka
(𝑫ℤ𝒏,𝟎+Hybrid)

512 1024

2.04 2.33

- -

102 233

8 16

713 1405

Falcon
(𝑫ℤ𝒏,𝟎+FFO)

512 1024

1.17 1.17

8 8

123 284

18 36

666 1280

*We do not need too small 𝛼 to obtain the level NIST V of security.
- No precise number is given but Mitaka is estimated to have many repetitions.
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3-smooth dimensions 

𝒏 648
(𝟐𝟑 ⋅ 𝟑𝟒)

768
(𝟐𝟖 ⋅ 𝟑)

864

(𝟐𝟓 ⋅ 𝟑𝟑 )

972

(𝟐𝟐 ⋅ 𝟑𝟓)

𝒒 12289 3889 9721 12289 3329 18433 12289 3727 10369 12289 4373 17497

𝛼 1.17 1.32 1.19 1.19 1.39 1.16 1.21 1.40 1.23 1.22 1.40 1.18

Repetitions 4 4 4 3 4 3 3 4 3 4 4 4

Classical/Quantum
Security (bits)

166/
151

159/
144

164/
149

196/
178

192/
174

195/
177

222/
201

220/
200

222/
201

251/
227

254/
230

250/
227

Signature size (bytes) 808 747 796 952 883 977 1069 1000 1058 1701 1580 1225

Versatility with security!
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Perspectives 

• Antrag is integrated in the signature Solmae submitted at KPQC 
(Solmae = Antrag + Hybrid Sampler) (ongoing) 

• More optimizations in Antrag’s design (ongoing)
› Annulus -> Circle sampling?

› Integrating new rejection sampling technique 

› Full-fledged implementation?

21



Thank you!
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